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1 About this guide

This document provides a complete customer guide for Entrust PKlaaS (PKI as a Service).

« Revision information
« Other documents
« Documentation feedback

Revision information

See the below table for the issues of this document.

Date Section

Feb 2024 Automating WSTEP enrollment with an
Entrust-hosted Enrollment Gateway

Oct 2023 Role-Based Access Control
Post-quantum Lab experimental region
Multiuse certificate profiles

May 2023 Certification Authority instantiation
Getting the Intune Service URL
Getting Certificate Enrollment Gateway

settings for MDM

PKlaaS subscriber certificate profiles

Migrating a customer-hosted Enrollment
Gateway to Entrust-hosted

Entrust PKlaaS - Customer Guide

Changes

New section

New role-based access control feature

New region to test PQ key types

New certificate profiles

Remove the region limitation per ECS
account

Add Intune and MDM URLs for the US

and EU regions.

Update the default validity from 3 to 1
year for most subscriber certificate
profiles.

Add this new section.


https://pmsplbconfluence01.corporate.datacard.com:8443/display/PKIG/Certification+Authority+instantiation?src=contextnavpagetreemode
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Date Section Changes

March 2023 Automating Intune enrollment with an Add these new sections.
Entrust-hosted Enrollment Gateway

Automating MDM enrollment with an
Entrust-hosted Enrollment Gateway

Integrating third-party tools with the

Entrust CA Gateway API
Azure Firewall Intermediate CA certificate
profile
Nov 2022 TLS Proxy CA certificate profile Add this new feature.
MDMWS certificate profiles Add the P12 and client authentication
profiles.
Oct 2021 All sections Release the document.
Other documents
See the below table for other relevant documentation on Entrust PKlaaS.
Document URL
PKlaa$S Product Page https://www.entrust.com/digital-security/certificate-

solutions/products/pki/managed-services/pki-as-a-service

PKlaaS Terms and Conditions https://www.entrust.com/legal-compliance/terms-
conditions/entrust-managed-pki

PKlaaS Certification Practice Statement https://api.managed.entrust.com/pkiaas/cps

Documentation feedback
You can rate and provide feedback about product documentation by completing the online feedback form:
https://go.entrust.com/documentation-feedback

Any information that you provide goes directly to the documentation team and is used to improve and correct the
information in our guides.

Entrust PKlaaS - Customer Guide
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2 Introduction to PKlaaS

Entrust PKI as a Service (PKlaaS) is a highly secure PKI that is quick to deploy, scales on-demand, and runs where
you do business - the cloud.

As explained in the following sections, Entrust PKlaaS secures use cases through turnkey approaches, solving
customer problems while maintaining simplicity by reducing the number of services, applications, and software
they need to run on their premises.

+ PKlaaS benefits

« PKlaas capabilities

« PKlaaS operation

+ PKlaa$S governance model
« PKlaaS quotas and limits
« Compliance frameworks

See the following YouTube video playlist for a description of the main administration tasks.

https://www.youtube.com/playlist?list=PLu4ev5P7¢cZ0IBmbHOIiTWjWuNXH80atwCM

PKlaaS benefits

Entrust PKlaaS provides the following benefits.

« Scalability
« Speed

« Security
« Simplicity

Scalability

Modern use cases demand more and shorter-lived certificates. Entrust PKlaaS is a high-performing, cloud-native
system that scales as needed with nearly limitless capacity, guided by Entrust experts. As a next-generation service
built on today's technology, you will always have the capacity you need—when you need it.

Speed

The speed of business is changing. Your PKI needs to operate swiftly wherever you conduct business. Entrust
PKlaaS deploys and expands within minutes, providing a rapid solution to secure your business use cases. For
example:

+ You can create new issuing CAs in minutes to handle the next generation of use cases.
« You can use the Entrust-hosted automation service to deploy IT use cases, such as mobile device
management and Windows auto-enrollment.

Security
Maintaining your security posture matters. Entrust PKlaaS:

+ Provides you with dedicated root and issuing Certification Authorities (CAs)
« Protects your keys in our Tier lll data centers, secured by Entrust nShield HSMs running at FIPS 140-2 Level 3.

Entrust PKlaaS - Customer Guide 9
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Simplicity

As deployments diversify and use cases grow in complexity, they present a management challenge. With our

PKlaas, Entrust handles PKI management, relieving you of the burden. Use cases are easy to deploy and adaptable,
ensuring they won'timpede business operations. PKlaaS seamlessly interoperates with other Entrust PKI products,

including :

« Entrust Certificate Services Enterprise Portal (ECS).

« Certificate Enrollment Gateway (CEG).

« Certificate Hub.

PKlaa$S capabilities

Entrust PKlaa$S capabilities cover the following areas.

« Certification Authority instantiation

» Certificate issuance
« Certificate management
« Certificate status checking

Certification Authority instantiation

PKlaas provides the following CA instantiation capabilities.

« CAtypes

+ CAkey and signature algorithms
+ Secure CA key management

o CAcreationtime
« CAvalidity period

CAtypes

Each customer may have one or more subordinate issuing CAs. You can:

+ Create an online root CA and add issuing CAs subordinate to this root CA.

+ Add an issuing CA signed by an external root CA - for example, your on-premise Microsoft root CA.

CA key and signature algorithms

The following CA key and signature algorithm pairs are supported.

Key algorithm

ECDSA P-256

ECDSA P-384

ECDSA P-521

RSA 2048

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption
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Key algorithm Signature algorithm
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

() The NIST recommends not using RSA2048 after Dec 31, 2030. See https://nvlpubs.nist.gov/nistpubs/
SpecialPublications/NIST.SP.800-57pt1r5.pdf

Secure CA key management
All CA private keys are stored in Entrust nShield Connect XC high HSMs FIPS140-2 level 3.

CA creation time

CAs are automatically provisioned in ~60 seconds after submitting your request.

CA validity period

CA certificates have a default validity period of 20 years for root CAs and 10 years for subordinate issuing CAs. You
can select a different period when creating each CA.

A Anissuing CAshould have a minimum lifespan of 3 years to support some features. For example, to
automate Intune/MDM enrollment using an Entrust Hosted Certificate Enrollment Gateway, an issuing CA
must have at least 3 years of remaining lifespan when the Enrollment Gateway is created.

Certificate issuance
PKlaas$ capabilities for certificate issuance include the following.

« Certificate profiles

« Subscriber key algorithms
« Validity period

« Enrollment by CSR

« Subject Alt Names

« Extensions

« Proof of possession

Certificate profiles

PKlaas certificate issuance is always in the context of a certificate profile. These profiles are defined within the
PKlaas service and referenced by name in the certificate issuance requests. As described in PKlaaS subscriber
certificate profiles, Entrust tunes the profiles to specific use cases:

« ECS Enterprise Ul
« CA Gateway API
« On-premises Certificate Enrollment Gateway (CEG).

Entrust PKlaaS - Customer Guide 11
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Subscriber key algorithms

PKlaaS supports RSA and EC subscriber certificate key algorithms. PKlaaS is validated to sign certificates that use
the following algorithms for their public key.

« ECDSA P-256
« ECDSA P-384
« ECDSAP-521
« RSA 2048
« RSA3072
« RSA 4096

Validity period

The certificate validity period cannot go beyond the expiry date of the issuing CA. The validity period value defaults
to 3 years if itis not specified in the request.

Enrollment by CSR

All certificate issuance requests are completed through CSR format. The calling application is responsible for the
generation of the certificate's private key.

Subject Alt Names

Subject Alt Names (SANSs) are supplied in the request separate from the CSR. API requests to PKlaaS support the
"subjectAltNames" field of the request.

Some third-party services such as Venafi require to automatically supply SANs using the common names for TLS
server certificates. To automatically supply SANs using common names, PKlaaS$ offers two certificate profiles under
Private SSL (ACMEV2) certificate profiles.

« privatessl-tls-client-server-supply-san
« privatessl-tls-server-supply-san

Extensions

Certificate extensions are supplied in the request separate from the CSR. Use the following API field to supply
extensions.

optionalCertificateRequestDetails.extensions

Proof of possession

The proof of possession check automatically validates that the caller has possession of the private key. The POP
check is always performed during certificate request validation.

Certificate management
To manage certificates, Entrust PKlaa$S provides:

+ The web portal described in Managing certificates with Entrust Certificate Services Enterprise
+ The APl described in https://api.managed.entrust.com/doc/#operation/certificate-events

Entrust PKlaaS - Customer Guide 12
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Certificate status checking
PKlaas provides the following certificate status-checking functions.

« Entrust PKlaaS Certificate Revocation Lists
o Entrust PKlaaS OCSP service

Entrust PKlaaS Certificate Revocation Lists

PKlaa$S publishes Certificate Revocation Lists (CRLs) with the following settings.

Setting Value

CRL validity 7 days

CRL extensions criNumber, invalidityDate, expiredCertsOnCRL
Signing key CA key

CRL type Full CRL

Maximum size 22 MB

CA type Root and issuing CAs

Each CRL is updated:

« Automatically, every 24 hours.

» When including the "publish now" option on revocation requests to the API—this option results in the
issuance of a new CRL within 15 minutes.

» When revoking an end-entity certificate using the ECS Enterprise Ul or the Entrust Certificate Enrollment
Gateway (CEG)—this type of revocation also results in the issuance of a new CRL within 15 minutes.

CRLs are available at the following URLs.

US region

http://crl.pkiaas.entrust.com/crl/{accountId}/{cald}/crl.crl

EU region

http://crl.eu.pkiaas.entrust.com/crl/{accountId}/{cald}/crl.crl

Entrust PKlaaS - Customer Guide

13



@ ENTRUST

PQ Lab region

http://crl.pglab.pkiaas.entrust.com/crl/{accountId}/{cald}/crl.crl

Where {accountId} isyouraccountidentifier,and {caId} isthe Certification Authority identifier.

Entrust PKlaaS OCSP service
The Online Certificate Status Protocol (OCSP) supports:

« Nonce extension

« Archive Cutoff extension

« Multiple OCSP certificates per request

+ Signed/Unsigned requests

+ Delegated keys

« OCSP may be configured for both roots and issuing CAs

OCSP services are available at the following URLs.

US region

http://ocsp.pkiaas.entrust.com/ocsp/{accountId}/{cald}

EU region

http://ocsp.eu.pkiaas.entrust.com/ocsp/{accountId}/{cald}

PQ Lab region

http://ocsp.pqlab.pkiaas.entrust.com/ocsp/{accountId}/{cald}

Where {accountId} isyouraccountidentifier,and {caId} isthe Certification Authority identifier.

PKlaa$S operation

See below for a summary of the PKlaaS operational procedures.

« Physical locations

« Access control and trusted roles
« CAkey management

« Audit logging

» Disaster recovery

Entrust PKlaaS - Customer Guide
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() Forthe PKlaa$S terms and agreements, see https://www.entrust.com/legal-compliance/entrust-certificate-
services-repository

Physical locations

In each region, Entrust has implemented two physical datacenters with failover between the two.

Region Datacenters
us Dallas (TX), Denver (CO)
EU Munich (Germany), Frankfurt (Germany)

Cloud-based components use multiple availability zones for high availability and a second region for disaster
recovery.

Access control and trusted roles

The HSM and Activation Data are located in either Tier Ill, SSAE-18 datacenters or a two-person controlled safe
located in a facility. The personnel in Trusted Roles with access:

+ Can backup, store, and recover CA Private Keys using dual control in a physically secured environment.
+ Receive alarm notifications on any violation of the rules for accessing the HSM or a CA.

« Are trained for their specific role and must undergo background investigations.

« Cannot change the product code.

CA key management

When a customer requests to provision a new CA, an APl-based process generates the CA key pair within HSMs in a
physically secured environment.

Audit logging

Significant security events in the CAs are automatically time-stamped and recorded as internal audit logs. Audit
logs are:

+ Periodically archived.
+ Constantly monitored by the Entrust Security Information and Event Management (SIEM) system.

Additionally:

+ The operations and security teams review the alerts generated by possible policy violations and other
significant events.

+ You can see the basic audit logs related to your PKlaaS account in the Enterprise Ul using the Reports
function.

Disaster recovery
To mitigate the event of a disaster, PKlaa$ utilizes:

« Two data centers in each region (US and EU) with highly available HSMs

Entrust PKlaaS - Customer Guide 15
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«+ Secure on-site and off-site storage of backup HSMs containing copies of all CA private keys

« Database replication between primary and secondary cloud regions and maintained in real-time.

« Daily database backups within both the primary and secondary cloud regions and weekly backup of critical
data to a secure off-site storage facility

PKlaaS governance model

Defining the governance model for an enterprise-level PKl is a long and challenging process involving teams across
the organization. To save you time and expense, and to ensure that you have a proper PKI, Entrust provides a pre-
defined set of policies and practices governing these PKls. See the following sections for a summary.

« Entrust responsibilities
« Customer responsibilities

See also:

« The PKlaaS Certification Practices Statement (CPS) for full documentation of these policies and practices.
« The RFC 647 for a general description of the policy and practices framework.

Entrust responsibilities
In PKlaa$, Entrust has the following responsibilities.

» Root CA

« Issuing CAs

+ Policy Authority

+ Operational Authority

Root CA

The root CA serves as your PKI trust anchor. This CA is a dedicated root CA for your company alone to use. Root CAs
are not shared. You define the common name of your root, though we ask for a naming relationship with your
company so that we can support you more easily. Your root CAs will issue certificates to your issuing CAs and OCSP
services.

Issuing CAs

You may have one or more issuing CAs. PKlaa$ will support any number of use cases (and associated certificate
profiles) on one issuer, or you can split the responsibility to multiple issuing CAs.

You will define Registration Authorities (RAs) that can issue certificates for all use cases supported by the issuing CA,
so if you wish to have some division of responsibility, you may want to set up more than one issuing CA. These
issuing CAs are subordinate to your root and issue certificates for subscribers.

Policy Authority

Entrust is the Policy Authority and is responsible for overseeing and setting policy and practices as applicable to the
operation of the Certification Authorities.

Operational Authority

Entrust manages all root and issuing CA systems hosted and operated on your behalf, as part of PKlaaS. These
systems issue and manage

« Certificates
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« Certificate Revocation Lists (CRLS)
« OCSP responses

As the Operational Authority (OA), Entrust is responsible for all the operations of the CAs per the CPS.

Customer responsibilities
In PKiaa$, customers have the following responsibilities.

« Registration Authority
« Subscribers
« Relying parties

Registration Authority

In PKlaa$, you and your company are the Registration Authority (RA). The RA is the person or entity that decides
whether to issue a certificate in response to a Subscriber request. Specifically, RAs:

1. Verify the identity of applicants. They are responsible for the applicant registration, identification, and
authentication processes.
2. Submit certificate issuance requests on their behalf.

() To perform RA tasks, you will typically use software applications, such as the Entrust Certificate
Enrollment Gateway, that interface with the PKlaaS API.

Subscribers
Subscribers are the end-users and entities that request and use certificates. Typical examples of Subscribers are

« Employees or contractors and their devices,
« Enterprise servers and infrastructure,
+ loT devices.

& AstheRA,you are responsible for determining who may be a subscriber and determining which people,
entities, and devices may receive certificates.

Relying parties

Arelying party is an entity that uses a certificate, for example, to verify and identity. PKlaaS is tuned to support
enterprise-level privately trusted certificates. You are responsible for assuring that relying parties perform the
necessary certificate validity and status checks.

() Entrust PKlaa$S supports both CRL and OCSP checks.

PKlaa$S quotas and limits

Entrust PKlaaS enforces the following quotas and limits.

+ Region limits
+ Rate limits
« Certificate issuance capping
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Region limits
PKlaaS currently supports setting up your PKl in the US or EU regions.

+ You can set up your whole trust chain (root CA and issuing CA) in the same region.
+ PKlaaS does not support cross-region trust chains; you cannot sign an issuing CA using a root CA from
another region.

Rate limits

PKlaa$S has two tiers of quotas based on your PKlaaS certificate inventory.

Quota Purchased certificates
Standard quota Less than 1 million
Premium quota 1 million or more

To protect against burst requests and prevent abuse, PKlaaS enforces a request rate limit based on 10-
second intervals.

Capability Standard quota Premium quota

Certificate creation = 100 requests/10 seconds 1000 requests/10 seconds
OCSP 100 requests/10 seconds 1000 requests/10 seconds
CRL 100 requests/10 seconds 1000 requests/10 seconds
All others 100 requests/10 seconds 1000 requests/10 seconds

If the number of requests exceeds the allowed rate limit:

« The APl access is temporarily blocked
+ Allrequests return a 429 HTTP status code with a "TooManyRequests" error message.

Certificate issuance capping

When the number of active certificates reaches the number of PKlaaS certificates purchased by your Entrust
Certificate Service Enterprise account, PKlaa$S blocks your account from issuing any additional certificates. To issue
more PKlaaS$ certificates, you can either:

« Revoke some of the active certificates.
« Contact your sales representative to purchase more certificates.

Compliance frameworks

See below for some of the certifications the Entrust corporation and the PKlaaS solution comply with.

« Entrust headquarters certifications
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« PKlaaS data center certifications

Entrust headquarters certifications

At an enterprise-wide level, the Entrust headquarters comply with the following ISO certifications.

Certification Headquarter
ISO 27001 (Information Security Management All
Systems)

ISO 27701 (Privacy Information Management Systems)  All
ISO 9001 (Quality Management Systems) Entrust global headquarters in Shakopee, Minnesota

ISO 14001 (Environmental Management Systems) Entrust global headquarters in Shakopee, Minnesota

For details on these certifications, check:

« https://www.entrust.com/legal-compliance/iso-certifications
« https://www.entrust.com/legal-compliance/security

PKlaaS data center certifications

The Entrust PKlaaS solution is hosted by reputable data centers following the best security practices and complying
with security and privacy certifications, including but not limited to:

« Type 1 Attestation HIPAA/HITECH
« SOC2Type?2

« SOC3

« 1SO 27001

« HITRUST

« PCI-DSS

Entrust PKlaaS - Customer Guide 19


https://www.entrust.com/legal-compliance/iso-certifications
https://www.entrust.com/legal-compliance/security

@ ENTRUST

3 Ordering and activating PKlaaS

Follow the steps below to order and activate your PKlaaS account.

+ Placingan order

+ Activating your Entrust Certificate Service Enterprise account
+ Checking your PKlaaS inventory

« Activating Entrust TrustedCare (optional)

Placing an order

Your Entrust Sales Representative usually helps you place orders based on your business needs. Alternatively, if you
already have an Entrust Certificate Service Enterprise Account with eStore access, you can also order by yourself.

» Purchasing enterprise bundles
» Purchasing services a la carte

Purchasing enterprise bundles

For most customers, we recommend buying the pre-packaged enterprise bundles according to the number of
issuing CA and certificates, and whether an Entrust-managed offline root CA is required.

* 1,000 certs * +1 Offline Root
*1 CA Bundle (Online root & issuing)

* Cloud Protocols (InTune, MDM, WSTEP, ACME)
*1 OCSP for 1,000 certs
¢ Platinum Support

* 1,000 certs ¢ +1 Offline Root
*2 CA Bundle (Online root & issuing, Test/Prod)

* Cloud Protocols (InTune, MDM, WSTEP, ACME)
*2 OCSP for 10,000 certs
¢ Platinum Support

* 1,000 certs * +1 Offline Root
#2 CA Bundle (Online root & issuing, Test/Prod)

¢ Cloud Protocols (InTune, MDM, WSTEP, ACME)
*2 OCSP for 100,000 certs
* Platinum Support

*1,000,000 certs * +1 Offline Root
*2 CA Bundle (Online root & issuing, Test/Prod)

* Cloud Protocols (InTune, MDM, WSTEP, ACME)

*2 OCSP for 1,000,000 certs

* Platinum Support

() Thecloud version of the ACME automation features has not yet been released.
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Purchasing services a la carte

You can also purchase each Entrust PKlaaS service a la carte instead of Purchasing enterprise bundles.

Private TLS/SSL ACMEv2
Service
Optional Optional
PKlaaS X {WSTER)
(AL + Certificates + oGP + (On-premise
CEG)
Online Root CA Min: 1 certificate Tiered pricing MDM-Service
Online Issuing CA based on the #
CRL of certificates .
Hosted Enrollment Gateway Microseftintune
(WSTEP, Intune, MDM) —

Orders for PKlaaS generally consist of the following.

+ PKlaaS CA bundles

« PKlaaS certificate licenses

+ OCSP (optional)

« Enrollment service bundles (optional, On-prem Enrollment Gateway)

PKlaaS CA bundles
Each PKlaaS CA bundle includes:

+ Aroot CAlicense

+ Anissuing CA license

+ An external root CA license for Adding an issuing CA under an external root CA.
« ACRLinstance for each CA

+ Allthe pre-configured Subscriber certificate profiles.

« Entrusted-hosted Enrollment Gateway for WSTEP, Intune, MDM,

You should purchase CA bundles based on how many issuing CAs you need. Specifically:

« PKlaa$S only charges for the issuing CAs.
« Anonline root CA and a connection to an external root CA are free for each issuing CA purchased.

() See Checkingyour PKlaa$S inventory for how to validate and track your inventory using the ECS Enterprise
ul.

PKlaas certificate licenses
PKlaaS certificate licenses are reusable within the terms of your contract.

« Each "normal" and "held" certificate requires one certificate license.
« "normal" means certificates issued but not expired, suspended, or revoked.
+ "held" means a suspended certificate.
« Arevoked or expired certificate returns the license to the certificate license inventory (the inventory refresh
might be delayed by up to 30 minutes).

Purchase certificate licenses based on the certificates you want to issue.

Entrust PKlaaS - Customer Guide 21



@ ENTRUST

« If you are bulk-renewing certificates (issuing new certificates before existing certificates are revoked or
expire), you must purchase 2 times the certificate licenses.

« You can also renew the certificates by batch; that way, you only need surplus license inventory to issue new
certificates while the existing certificates are still active.

OCSP (optional)

If you want to use OCSP as your VA (Validation Authority) method, you must purchase the OCSP service for each CA
that needs OCSP enabled. The pricing of the OCSP per CA is based on the volume of the certificates you purchased.
A higher volume of certificates translates to a higher price for the OCSP service because the cost of the OCSP
(queries and responses) is directly impacted by the number of certificates.

In many use cases, OCSP is not required or recommended; PKlaaS offers free CRL for each PKlaaS CA.

Enrollment service bundles (optional, On-prem Enrollment Gateway)

You can automate the following enrollment mechanisms when using Certificate Enrollment Gateway (CEG)
software that needs to be deployed on your premises.

« ACME (Private SSL/TLS)
. SCEP

For these services, you get:

+ Access to https://trustedcare.entrust.com for downloading the Entrust Certificate Enrollment Gateway
software.

« An enrollment service license per issuing CA to activate a use case on Entrust Certificate Enrollment
Gateway. See Automating enrollment with an on-premises Enrollment Gateway for details.

For example, each PKlaaS WSTEP Enrollment Service Bundle includes:

+ The TrustedCare access to download the Certificate Enrollment Gateway software as described in Activating
Entrust TrustedCare (optional).
+ Alicense to activate the WSTEP protocol on the Certificate Enrollment Gateway software

() WSTEP, Intune, and MDM enrollment automation can be done directly on the ECS enterprise portal using
Entrust Hosted Enrollment Gateway free of charge. A customer should only buy the on-premises
Certificate Enrollment Gateway for the use case not supported by the Entrust-hosted solution yet, such as
SCEP and ACME.

Activating your Entrust Certificate Service Enterprise account

When purchasing an Entrust Certificate Service (ECS) Enterprise account, you will receive a mail from auto-
notice@entrust.com with the credentials and instructions to activate your account. For example:

Dear John Smith

You have received this email because you have been added as an administrator on an Entrust Certificate
Services account (ECS), where you can create and manage your digital certificates. To start:

1. Login to https://cloud.entrust.net with your username: john.smith@abc.com
2. Enteryour temporary password: XXXXXX

3. Enter a new password.

4. Set up your second-factor authentication method and security questions.
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5. Enter your One-Time Password (OTP) as sent to this email address.
6. Follow the directions on the ECS Get Started screen.

See below for how to activate your Entrust Certificate Service Enterprise account with these credentials.
To activate an Entrust Certificate Service Enterprise account

1. Openyour browser in the Entrust Certificate Services portal at cloud.entrust.net
2. Type your username and click Next.

HasE
Certificate Services Login

Username:
[ ]
Remember my username

Forgot your username?

3. Type the temporary password provided in the registration email and click Log In.

B8 | (Esispanish
Certificate Services Login

Password:

[ |
T

Forgot your password?
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4. Replace the temporary password with a password of your choosing and click Submit.

Password Change

Wour password REs expired. To changs il, eiar your clamand
adhere b the paseword naes Delow

Curreni Password:

MHéw Passwaord:

Conlinm Passwarnd:

5. Enter a mobile phone number for setting the two-factor authentication.

It is recommended to provide your mobile phone number to enable text message authentication codes as your second factor

authenticator. If you choose "No, | will choose another option later”, you will be required to choose a second factor authenticator
upon your first login

Mobile Phone

— |

| Mo, | will chod:l another option later | Yes. Use Text Message

When entering your mobile number, use the following rules

« Don't include any brackets () or dashes

If you are in North America, enter your number with the leading 1. For example: 12125551234

+ If you are in the United Kingdom, start with the country code. For example: 447700900123

« For all other countries:

If your mobile number begins with a zero (0), enter the country code plus your mobile number, but leave out the
leading zero. For example: if your number is 07922531843 in Jordan, enter it as 96627922531843

If your mobile number does not begin with a zero (0), enter the country code plus your full mobile number.

6. Click Yes. Use Text Message.
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7. Enter the authentication code sent via SMS to the mobile phone and click OK.

A text message with your authentication code has been sent to the Mobile Fhone Number you provided

Authentication

Challenge

Please enter the authentication code delivered to your Mobile Phone Number.

I Resend Authentication code

I do not have access to my Mobile Phone

& You will need the username, password, and a second-factor authentication code for your future
Entrust Certificate Service Enterprise logins.

Checking your PKlaaS inventory

To check your PKlaa$S inventory in Entrust Certificate Services (ECS), navigate to Administration > Inventory >
View Total Inventory.

ENTRUST

Home Create » Certificates » Sites Reports » Administration v Help +

Inventory

Buy More Inventory
User Management

Group Management View Expiring Inventory

Account Inventory Allocated to Gf

OU Management Vie Details
Product Total Used Remaining Total Used

Domain Management
ACME Enrollment Gateway 99 [+} 99 0 L

t Management

Advantage OV SSL 100 8] 100 0
Intune Enroliment Gateway 99 [+] 99 4]
Intune Enroliment Service 99 1 98 o}
Multi-Domain EV S5L 100 [} 100 (s} 100
Multi-Domain OV S5L 100 0 100 Q Q 100
PKlaas Certificate 100000 [a] 100000 [a] o (o] 100000 o 100000
PKlaa$ Issuing CA 99 1 98 0 0 Q0 L 1 o8

The inventory view is refreshed every 30 minutes and might not reflect the license consumption changes made
within the 30 minutes window.

© Checkthatyou have all the required licenses as discussed in Ordering and activating PKlaaS.
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Activating Entrust TrustedCare (optional)

You only need an Entrust TrustCare account when you purchase one of the on-premises Certificate Enrollment

Gateway (CEG) enrollment services.

« TrustedCare credentials
« Certificate Enrollment Gateway download license

TrustedCare credentials

TrustedCare allows you to download the purchased software and access detailed documentation. If you are a new
customer and do not have access to Entrust TrustedCare, you will receive an email with instructions to set up your

TrustedCare login at https://trustedcare.entrust.com.

Welcome to Entrust TrustedCare

«
e noreply@salesforce.com on behalf of TrustedCare Support(i © 9=

To  Support Verification‘ 3
Retention Policy 5 Year Delete (Default) (5 years) Expires 3/21/2026

@ The actual sender of this message is different than the normal sender. Click here to learn more.

S e

TrustedCare access be part of the single sign on experience.
Let's Get Started:

1. Your Account — Entrust ID

o We have created your unique Entrust ID using your email
address, providing you with a secure, customized experience for
accessing TrustedCare, Partner Central and the Entrust Store.
Your Entrust ID cannot be changed or used by another user — as
each pariner contact has their own unique Entrust ID. The
Entrust ID will not change, and it will be your login for
TrustedCare, Partner Central, and the Entrust Store.

2. Login
o Use your Entrust ID to log in.

Certificate Enrollment Gateway download license

With the Certificate Enrollment Gateway purchase, you should also receive an email from
SoftwareDistribution@entrust.com to notify you that you can access the Entrust Certificate Enrollment Gateway
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software on TrustedCare.

@ Software Distribution €3 Reply 5 Reply AN = Fooward
To ® & = §

Cear i S = Sl -

Thank you for licensing Entrust software and continuing with the "Layered Security’ appreach to enable
suceess within your organization. We appreciate your business.

‘ou have licensed the following Entrust software:
TN AW AR PR R REN. LA S LA TSRS, ESERE P ACTE N S IR 0] TR e
You can download Entrust software using the following link:

https Mtrustedoans. antrust.com

For any support issues please contact Entrust Support via telephone:

Platinum Customers: 1-877-754-7878 in North America or +1-613-270-3700 elsewhere
Silver & Gold Customers: 1-877-754-7878 in North Amarica or +7-613-270-3715 elsewhers
Email: support@entrust com

Now you can create your PKI hierarchy using ECS Enterprise, including automating your PKI use case using

Certificate Enrollment Gateway, if desired.
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4 PKlaa$ setup wizard

Entrust Certificate Services Enterprise provides a Set up PKlaa$ wizard to perform the main PKlaaS setup
operations.

CERTIFICATE SERVICES
Enterprise

Home Createw Reportsw Administrationw Help w

Get Started | Summary | % Detailed | ©

Complete Product & Account Setup

SSL/TLS Certificates

Set up PKlaasS

@ Support

Code Sighing
Certificates

No Entrust verifications are required before creating PKlaaS certificates. There are preparation steps, though; you
must set up your private Root CA and Issuing CA ahead of time so that the certificate parameters are defined

To create PKlaa$ certificates, you must have Certificate Authority licenses and PKlaaS certificate licenses.

Document Signing

Certificates Steps More info

1. View the PKlaaS guide +
Signing Automation 2. Request a PKlaaS Administrator role +
Service

3. Add a Root CA +
Remote Signing Service 4. Add an Issuing CA +

. 5. +

SMIME Certificates

6. +
Mark Certificates &

7. Certificate Enroliment +
PKI as a Service Gi y for Intune (optional)

8. Create an Entrust-hosted Certificate Enrollment +

Gateway for MDM-WS. (optional)

9. an Entrust-hosted Certificate Enrollment +

G r WSTEP (optional)

10. Create a PKlaaS certificate +

Status

COMPLETED

ACTIVE

ACTIVE

ACTIVE

ACTIVE

NOT STARTED

ACTIVE

ENABLED

To display this wizard:

1. Click Home in the menu bar.
2. Select the Get Started tab.
3. Click PKlaaS in the sidebar.

See below for the operations provided by this wizard.

# Step

1 View the PKlaa$S guide

2 Request a PKlaaS Administrator role

3 Add a root CA

4 Add an issuing CA

5 Create a CA Gateway API credential

6 Create a customer-hosted Certificate Enrollment
Gateway

Entrust PKlaaS - Customer Guide

Section of this document

All

Role-Based Access Control

Creating an online root CA

Creating an issuing CA under an online root CA

Generating CA Gateway credentials

Automating enrollment with an on-premises
Enrollment Gateway
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10

Step

Create an Entrust-hosted Certificate Enrollment
Gateway for Intune

Create an Entrust-hosted Certificate Enrollment
Gateway for MDM-WS

Create an Entrust-hosted Certificate Enrollment
Gateway for WSTEP

Create a PKlaaS certificate

Entrust PKlaaS - Customer Guide

Section of this document

Automating Intune enrollment with an Entrust-
hosted Enrollment Gateway

Automating MDM enrollment with an Entrust-
hosted Enrollment Gateway

Automating WSTEP enrollment with an Entrust-
hosted Enrollment Gateway

Issuing certificates
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5 Role-Based Access Control

See below for how to manage PKlaaS user roles in Entrust Certificate Services (ECS).

« User types with PKlaaS roles
« Creating a user with PKlaaS roles
« Granting PKlaaS roles to existing users

User types with PKlaaS roles

Entrust Certificate Services (ECS) Enterprise offers various user types; however, only the following users can assume
PKlaaS roles.

« Super Admin
* Requester

& Do not create Sub Admin or Singer users, as these users are only for public SSL service.

Super Admin
Super Admin users can do the following.

« When granted the User Management role:
« Add, remove, and manage users
+ Assign PKlaaS roles to users.
« Conduct all the activities for the public SSL service.

Requester
Requester users can perform PKlaaS operations based on the roles granted to them by Super Admin users.
This Request user type is only granted to request public SSL certificates. Choose this type if you are using the

Entrust public SSL certificate service and do not want to provide this permission to a PKlaaS user.

() Ifyou areapublic SSL service user, please read the how-to guide at the Certificate Services Enterprise
guide.

Creating a user with PKlaaS roles

See below for adding a new user and granting the corresponding roles.
To add a new user with PKlaaS roles

1. Loginto Entrust Certificate Services as a Super Admin with the User Management role.
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2. Navigate to Administration > User Management.

CERTIFICATE SERVICES @
5 B Messages & support S Account v
Enterprise - o = SUpP -

ENTRUST
Home Createw Certificatesw Sites Reportsw  Administration w  Help w  Entrust Admin v Logout [

Get Started | Summary | % Detailed | © (ECE

User Management
Complete Product & Account Setup

]

Group Management

OU Management

SSL/TLS Certificates Set u p SS L/T L Domain Management

) Client Management
Code Signing The various certificate types require dif
Certificates validation (OV) and you must have at |G CIG UL

certificate types, you must complete Organization

o £V certificates require the addition of £ [ERHUIA SR certificates require two additional steps beyond EV:
Document Signing Qualified and PSD2 verification Public URLs
Certificates

Note: If a verification step shows the DflRRCICUIELEELEUEH
Entrust Verification team at: ECSVerificd

v clicking the link again. For more help, contact the
Signing Automation Discovery Scanner

Service Steps More info Status

3. Inthe left sidebar, select Add Users.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates » Sites Reports = Administration =
Add User Add New User

Super Admin Users
o Select the user role. To import multiple Signer users, click Add Multiple Signer users.

Sub Admin Users

Requester Users Select User Role

Signer Users Super Admin i
Sub Admin i
All Users Requester :
Signer H

4. Select the Super Admin or Requester user types described in User types with PKlaaS roles.
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Home Croatew Certificates w Sites Reports w Administration w Help
Add User Edit Super Admin User Jonah Guo
SeE AT e Status: Active
Sub Admin Users User S —
Requester Users Name: Name:
Signer Users. Title/Pesition: Address:
Phone: i city:

All Us

e Email Address: Country:

User ID: State/Province:

ZIP/Postal Cade:

Public Trust Approvals

5. Click Next to display to display the user configuration dialog.
ENTRUST

ed Public Trust approvals to be

OV Public Trus

tion about that

EV Public Trust is

—[ User Management
OV Public Trust Status:

Approved

Role Management @

EV Public Trust Status:  Approved

—[§] PKlaas Management

PKlaaS Administrator @

O Pxiaas Auditor @
—[@ Public Trust

O Manage Domains @

View Certificates (@

[0 PKlaaS CA Administrator @

[ PKiaas Certificate Administrator @

[ View Client Information @

6. Fillin the User and Company forms.

7. Under Roles, click Public Trust and ensure View Certificates is enabled so the user can access the

Certificate tab and browse PKlaaS certificates.

8. Under Roles, click PKlaaS Management and select or deselect the PKlaaS roles.

+ PKlaaS Administrator
+ PKlaaS CA Administrator
+ PKlaaS Certificate Administrator
+ PKlaaS Auditor
See the below table for the permissions granted to each of these roles.

A The Certificates category requires enabling the View Certificates role as explained above.

Category Permission PKlaaS
Administ
rator

CA View all private CAs

Export to Excel

Download CA Certificates

Create CA

(< I < I < T < T <

Configure CA

Entrust PKlaaS - Customer Guide

PKlaa$S
CA
Administ
rator

o

O 0 & O

PKlaaS
Certificate
Administrat
or

O & 0 0 0O

PKlaa

Audit

O 0 6 0 O
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Category

CA Gateway

Enrollment Gateway

Certificates

Entrust PKlaaS - Customer Guide

Permission

Delete CA

View existing CA Gateway
credentials

Download CA Gateway
credentials

Generate CA Gateway
credentials

Remove CA Gateway
credentials

View Enrollment Gateway

Add Enrollment Gateway

Update Enrollment Gateway

Remove Enrollment
Gateway

Create certificates from root
orissuing CA

View PKlaas certificates

Export to Excel

Export certificates

Revoke PKlaaS certificates

PKlaa$S
Administ
rator

o
o

O 0 00 06 o

O O 0 O

PKlaa$S
CA
Administ
rator

o
o

O O 0 0 0 o

O 0 & 0O

PKlaaS
Certificate
Administrat
or

9
o

O 0 6 6 0 o

O 0 & O

PKlaa

Audit
or

O 0 06 0 0 o

0O & 0 O
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Granting PKlaasS roles to existing users

See below for granting roles to an existing PKlaa$ user.

To granting PKlaaS roles to an existing user

1. Loginto Entrust Certificate Services as a Super Admin with the User Management role.

2. Navigate to Administration > User Management

Cloud build 50 (Tue Jan 30 21:49:07 U
CERTIFICATE SERVICES -

Enterprise

Group Management

OU Management

SSL/TLS Certificates

. Client Management
Code Signing The various certificate types require dif

Certificates Validation (OV) and you must have at |JRENCCERUCHEECHEY

o EV certificates require the addition of E
Document Signing Qualified and PSD2 verification, Public URLs
Certificates .
Note: If a verification step shows the DflRRCICUIELEELEUEH

Signing Automation Entrust Verification team at: ECS\Verific SNINYINING

Service Steps

Signing Automation

024) X

Buy R Messages & support & Account v

ENTRUST
Home Createw Certificates w Sites Reports w Administration v Help w  Entrust Admin w Logout [
Get Started | Summary | % Detailed | © (ECE
User Management
Complete Product & Account Setup a

Set up SS L/TL Dormain Management

certificate types, you must complete Organization
t

certificates require two additional steps beyond EV:

v clicking the link again. For more help, contact the

More info Status

3. Inthe left sidebar, select Super Admin Users or Requester Users types described in User types with PKlaaS

roles.
CERTIFICATE SERVICES 4 &
. Bu; & Messages -
Enterprise Wewy = g
ENTRUST
Home Create w Certificates w  Sites Reports w  Administration v  Help w  Entrust Admin w
Add User ¥ Actions B Export to Excel | T View Filters | }# View Sorting
Super Admin Users Actions Name | i Status n Role n Remote Signing Service
Sub Admin Users
D testSuperAdmin Pending Super Admin
Reguester Users
D testSuperAdmin Pending Super Admin
Signer Users
All Users O testSuperAdmin Pending Super Admin
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4. Inthe content pane, click on a user name to display the user details.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Croate w Certificates v Sites Reports w. Administration v Help v
Add User Edit Super Admin User Jonah Guo
Super Admin Users Status: Active

Sub Admin Users

Company
Requester Users Name:
Signer Users. Title/Position: ‘Address:
Phone: i City:
Al Gsers Email Address: Country:
User ID: State/Province:

ZIP/Postal Code:

r— a

Super Admins and Sub Admins need Public Trust approvals to be able to create and manage certificates that

rely on Entrust Public Certificate Authorities, including shared Private SSL Certificate Authorities. The primary The roles listed below allow Cerfificate Services userd
Ciient contacts in your erganization must approve the Admin i e T e B e
The N/A status means that there is no OV or EV Client in the account. (i ] e ety e e ¥ o oo,

specific infermatien about that role

OV Public Trust is required for all certificates that require Organization Validation (QV)
EV Public Trust is required for all certificates that require Extended Validation (EV).

—[ User Management

OV Public Trust Status:  Approved Role Management @

EV Public Trust Status:  Approved (=] PKizaS Management
PKlaaS Administrator (@
[J PKlaaS CA Administrator @
[ PKiaa$ Certificate Administrator @
[J PKiaas Auditor @

—[& Public Trust
[0 Manage Domains @
[ Wiew Client Information @

View Certificates @

5. Under Roles, select the PKlaaS Management and Public Trust roles already described in Creating a user
with PKlaasS roles.
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6 Managing CAs with Entrust Certificate Services Enterprise

Once logged into Entrust Certificate Services (ECS) Enterprise, you can manage your Certification Authority (CA)

hierarchy as follows.

+ Creating an online root CA

+ Creating anissuing CA under an online root CA

+ Selecting the certificate profiles of a CA
« Creating an external subordinate CA
+ Adding an external root CA

+ Adding an issuing CA under an external root CA

+ Downloading a CA certificate
+ Deletinga CA

© Ensureyou have enough inventory before creating a CA.

Creating an online root CA

See below for how to create an online root CA for your PKlaa$S CA hierarchy.

() Alternatively, you can add your own root CA as explained in Adding an external root CA.

To create an online root CA

1. Navigate to Administration > PKlaaS Management.

CERTIFICATE SERVICES

Enterprise

ENTRUST

Home Create v Certificates w

Add Private CA .
v Export to Excel

All Private CAs

Sites Reports w

AW Actions } Friendly Name Common Name
Credentials D L Mobile Device Issuing CN=Bob
z:rt(:ulvr:j:t O . Root with exSubCA Root with exSubCA
D L] profiletestca2 test srress
D L] profiletestca jonah test ca
O L] wow2 CN=marko2
O L] wow CN=Marko
D L My Company’s Issuing My Company's Issuing

Cloud build #13.4.

Administration »

Inventory

User Management
Group Management
OU Management
Domain Management

Client Management

Root

PKlaaS Management «

Public URLs

Advanced Settings

Discovery Scanner

2. Inthe side pane, click Add Private CA.
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3. In Select CA, choose Online Root Certificate Authority.

Cloud build #13.4.0.118 (Tue Nov 22 13:50:56 EST 2022) X

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration v Help w Entrust Admin v
Add Private CA Add Private CA

All Private CAs
o Add a Certificate Authority and start issuing certificates.

CAGW To add Certificate Authority licenses, go to Administration > Inventory > Buy Now.
Credentials

Enrollment
G Select CA
ateways

@ Online Root Certificate Authority i

Remaining inventory: 10087

(O External Root Certificate Authority (&

Remaining inventory: 995

O Online Issuing Certificate Authority '

Remaining inventory: 10083

4. Click Next to display the CA information screen.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration v Help » Entrust Admin w
Add Private CA Add Online Root CA

All Private CAs
o CA Distinguished Name
CA GW Credentials Fill in the following Certificate Authority information.

Enrollment Gateways

CA Information
Friendly Name : | !
Signing Key Details *  RSA-4096+SHA512 v

BSalen *| --select CA Regio
Expiry Date: elect CA Re

Eurape (Frankfurt)
Services
US East (N. Virginia)

Distinguished Name Fields

5. Enter the values described below.
+ Friendly Name
« Signing Key Details

+ Region
« Expiry Date
» Services

« Service Profiles
« Distinguished Name Fields
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6. Click Next and review the CA information.

Cloud build #13.4.0.118 (Tue Nov 22 13:50:56 EST 2022) X

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration v Help w Entrust Admin w
Add Private CA Add Online Root CA
All Private CAs
o You have requested creation of a Private Root Certificate Authority with the following DN and Friendly name.
CA GW Click Submit to create the Certificate Authority.
Credentials
Enroliment
CA Details
Gateways
CA Friendly Name: ABC First Root CA
CA Distinguished Name: cn=ABC First Root CA, 6=ABC, st=California, c=US
Signing Key Details: RSA-4096+SHAS12
Region: US East (N. Virginia)

(o ][ | NN

7. Click Submit.

8. Inthe confirmation request, click OK to start the CA creation process.

9. When the CA creation completes, check the CA details in the CA grid view.
10. Refresh the grid. You will notice that the status changes to Active.

Friendly Name
Enter an informal name for the new CA.

Mandatory: Yes.

Signing Key Details
Select one of the algorithms described in Certification Authority instantiation.

Mandatory: Yes.

Region
Select the region in which the CA will be hosted.
& Theregion of the root CA decides the region of the issuing CA.

Mandatory: Yes.

Expiry Date

Select the expiry date for the CA certificate. Use the date picker or enter a date in the following format.

mm/dd/yyyy

Mandatory: No. If you do not assign a specific expiry date, the expiry period defaults to 20 years for root CAs.
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Services

Select a predefined set of certificate profiles.

(@) Foronlineroot CAs, the current PKlaa$S version only supports the External Sub-CA profile set.

Mandatory: No.

Service Profiles

Select the certificate profiles you want to enable in the root CA. See the following table for the certificate profiles
included in each service.

Service Service Profiles

External Sub-CA External subordinate CA certificate profiles

Mandatory: No.

Distinguished Name Fields
Enter a value for each field in the Distinguished Name of the CA certificate.

Mandatory: Only the Common Name certificate field.

Creating an issuing CA under an online root CA
See below for how to create an issuing CA after Creating an online root CA.

To create an issuing CA

1. Navigate to Administration > PKlaaS Management.
ENTRUST

Home Create w Certificatesw Sites Reports w  Administration v Help »  Entrust Admin

Get Started | Summary | £ Detailed | @ azsiiesy

User Management

Complete Product & Account Setup
Group Management

OU Management

SSL/TLS Certificates Set u p SS L/T L Domain Management

" " . Client Management
Code Slgnmg Certificates The various certificate types require dif] | certificate types, you mu
Organization Validation (0V) and you iR bormain

Document Signing

Signing Automation
EV certificates require the addition of iSRS

steps beyond EV: Qualified and PSD2 v (V] K

. certificates require two a
Certificates

Signing Automation Note: I a verification step shows the DJEEEEICUELERLI=H] by clicking the link again.

Service help, contact the Entrust Verification tel Discovery Scanner om

2. Intheside pane, click Add Private CA.
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3. In Select CA, choose Issuing Certificate Authority.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create v Certificates w Sites Reports w Administration v Help w Entrust Admin w
Add Private CA Add Private CA

All Private CAs
o Add a Certificate Autharity and start issuing certificates.

CAGW To add Certificate Authority licenses, go to Administration > Inventory > Buy Now.
Credentials

Enrollment
Select CA
Gateways
(O Online Root Certificate Authority i

Remaining inventory: 10086

(O External Root Certificate Authority i

Remaining inventory: 995

@ Online Issuing Certificate Authority &

Remaining inventory: 10083

cancel m

4. Click Next to display the CA Information screen.

Add Online Issuing CA

o CA Distinguished Name
Fill in the following Certificate Authority information.

CA Information

Root CA
Friendly Name
signing Key Details

Region

* | ABC First Root CA

- ‘ ABC Issuing CAZ

* RSA-4096+SHASI2

| us East (. virginia)

Enable ocsp @
Expiry Date: MM/dd/yyyy (i)

Services

uished Name Fields

Common Name ‘

Organization ‘

Organizational Unit ‘

Country --Selact Value--

State/Province ‘

Locality Name ‘

Domain Component ‘

5. Enter the values described below.
« Root CA
+ Friendly Name
+ Signing Key Details
+ Region
« Enable OCSP
« Expiry Date
« Services
« Service Profiles
+ Distinguished Name Fields
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6. Click Next to review the CA information.

Bl Coprlilel il RasdFuin ity

C& Pripnciiy My

C& Danfruprihd S
Seprere) bloy Dty
Tl

(==

Click Submit.

In the confirmation request, click OK to start the CA creation process.
When the CA creation completes, check the CA details in the CA grid view.
Refresh the grid. You will notice that the status changes to Active.

© v xA

Root CA

Select the CA created in Creating an online root CA.

Mandatory: Yes.

Friendly Name
Enter an informal name for the new CA.

Mandatory: Yes.

Signing Key Details
Select one of the algorithms described in Certification Authority instantiation.

Mandatory: Yes.
Region
This view-only field displays the region of the root CA.

& You cannot change the region for an issuing CA. The region of the issuing CA will be decided by the region
of the root CA that signs the issuing CA.

Enable OCSP
Check box if you want to enable OCSP for this issuing CA.

& You cannot change this setting after provisioning the CA.

Mandatory: No.
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Expiry Date

Select the expiry date for the CA certificate. Use the date picker or enter a date in the following format.
mm/dd/yyyy

& The expiry date of an issuing CA must be earlier than the expiry date of the root CA.

Mandatory: No. If you do not assign a specific expiry date, the expiry period defaults to 10 years for issuing CAs.

Services
Select a predefined set of certificate profiles. For example,

+ Select Intune for Automating Intune enrollment with an Entrust-hosted Enrollment Gateway.
+ Select Active Directory for Automating enrollment with an on-premises Enrollment Gateway and WSTEP.

Mandatory: No.

Service Profiles

Select the certificate profiles you want to enable in the issuing CA.

« Active Directory (WSTEP) certificate profiles
o CMPV2 certificate profiles

» Code signing certificate profile

« eSIM certificate profiles

o EST certificate profiles

« External subordinate CA certificate profiles
« Intune certificate profiles

« MDMWS certificate profiles

« Mobile device certificate profile

« Multiuse certificate profiles

« Private SSL (ACMEV2) certificate profiles

« S_MIME certificate profiles

 SCEP certificate profiles

« Smartcard certificate profiles

» V2G certificate profiles

Mandatory: No.

Distinguished Name Fields
Enter a value for each field in the Distinguished Name of the CA certificate.

Mandatory: Only the Common Name certificate field.

Selecting the certificate profiles of a CA

Affter Creating an issuing CA under an online root CA, you can edit the CA settings to select or deselect certificate
profiles.

To select the certificate profiles of a CA
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1. Navigate to Administration > PKlaaS Management.

Cloud build #13.4.0.118 (Tue N
CERTIFICATE SERVICES
Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration » Help w
Inventory
Add Private CA .
v Export to Excel User Management
All Private CAs
Actions i Friendly Name Common Name PR ETEE Raot
CA GW
OU Management
Credentials D L Mabile Device Issuing CN=Bob
Enroliment Domain Management
nrolimen
O L4 Root with exSubCA Root with exSubCA : 0
Gateways Client Management
D L] profiletestca2 test srress PKlaaS Management v
D L] profiletestca jonah test ca Public URLs
O . wow2 CN=marko2 Advanced Settings (]
D . o CN=Marko Discovery Scanner o
D L My Company’s Issuing My Company's Issuing

2. Clicka CArow in the grid to open the CA details.
3. Configure the values described below.

« Services

+ Service Profiles

CA Information

Root Certificate Authority: ABC First Root CA

Status: Active
Subject DN: cn=ABC First Issuing CA. ou=IT, e=ABC, st=Califernia, e=US
Issuer DN: cn=ABC First Root CA, 0=ABC, st=California, c=US

Serial Number: 1650B5971679E7972198ABDCETD99A 24

WValidity:

Signing Key Details:

Friendly Name:

CA Identifier:

From Sep 27, 2021 to Sep 25, 2031

ECDSAP256+5HA256

ABC First Issuing CA

ecsspsddbpomyvz-flvmwBE] Twanyx

Services: Intune x |[PDSSL x |[s/MIME x |[wsTEP x || x| @
ocsp: Intune

PDSS

Download Certificate

Update

| Cancel |

4. Click Update to finalize your changes.

Services
Select a predefined set of certificate profiles. For example,

+ Select Intune for Automating Intune enrollment with an Entrust-hosted Enrollment Gateway.
+ Select Active Directory for Automating enrollment with an on-premises Enrollment Gateway and WSTEP.
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Mandatory: No.

Service Profiles
Select the certificate profiles you want to enable in the issuing CA.

« Active Directory (WSTEP) certificate profiles
o CMPV2 certificate profiles

» Code signing certificate profile

« eSIM certificate profiles

o EST certificate profiles

« External subordinate CA certificate profiles
« Intune certificate profiles

« MDMWS certificate profiles

« Mobile device certificate profile

« Multiuse certificate profiles

« Private SSL (ACMEV2) certificate profiles

« S_MIME certificate profiles

 SCEP certificate profiles

« Smartcard certificate profiles

» V2G certificate profiles

Mandatory: No.

Creating an external subordinate CA

PKlaaS root CA currently supports two types of subordinate Certification Authorities (CAs):

« TLS Proxy CA.
« Azure Firewall Subordinate CA.

To create an external subordinate CA, follow the steps described in Issuing certificates. The only difference from
creating an end-entity certificate is you should select the following values.

Field Value

Certificate Authority Select an online root CA with the External Sub-CA service.
See Creating an online root CA for how to create this CA.

Certificate Profile Select one of the External subordinate CA certificate profiles.
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CeRTIFICATE seRvicEs
Enterprise

Home Create v Certificates w Sites

PKlaas

Reports v

SELECT CERTIFICATE AUTHORITY

™ Buy Mes
Administration Help v
CERTIFICATE DETAILS

PKlaas
Create a certificate based on your private Certificate Authority. Select an Issuing Certificate
Authority and a corresponding Certificate Profie.
Certificate Authority

ABC Root v
Certificate Profile
[ sproxy-ca-subora g

[select certificate profile]

tisproxy-ca-subord

Rem i uy More

() Anexternal subordinate CAissued by a PKlaa$S root CA only consumes one PKlaa$ Certificate license.

Entrust does not charge for the certificates issued by an external subordinate CA because those certificates

are considered external and not using the PKlaaS infrastructure.

Adding an external root CA

If you want to leverage PKlaaS issuing CAs while maintaining the root of trust within your organization, PKlaa$S
allows you to sign an issuing CA using a non-PKlaa$ root CA you owned.

() For this use case, you must add your external root CA certificate in ECS Enterprise before adding an issuing
CA (as explained in Adding an issuing CA under an external root CA).

To add an external root CA

1. Navigate to Administration > PKlaaS Management.

ENTRUST

Add Private CA
All Private CAs

CA GW
Credentials

Enrollment
Gateways

CERTIFICATE SERVICES

Enterprise

Home Create w Certificates w Sites Reports »
Export to Excel
Actions } Friendly Name Common Name
D L Mobile Device Issuing CN=Bob
O . Root with exSubCA Root with exSubCA
D L profiletestca2 test srress
D L] profiletestca jonah test ca
O L] wow2 CN=marko2
O L] wow CN=Marko
D L] My Company’s Issuing My Company's Issuing

Cloud build #1

Administration »

Inventory

User Management
Group Management
OU Management

Domain Management

Client Management

PKlaaS Management
Public URLs
Advanced Settings

Discovery Scanner

v

Root

2. Intheside pane, click Add Private CA.
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3. In Select CA, choose Exter

Enterprise

ENTRUST

Add Private CA Add Private CA

nal Root Certificate Authority, and click Next.

Cloud build #13.4.0.118 (Tue 3:50:56 ES 2)

CERTIFICATE SERVICES

Home Create v Certificates w Sites Reports w Administration v Help w Entrust Admin w

All Private CAs

o Add a Certifica
CAGW To add Certific

Credentials

te Authority and start issuing certificates.
ate Authority licenses, go to Administration > Inventory > Buy Now.

Enroliment
Gateways Select CA

@ External Roof

(O Online Root Certificate Authority i

Remaining inventory: 10086

t Certificate Authority (&

Remaining inventory: 995

() Online Issuing Certificate Authority &

Remaining inventory: 10083

4. Click Next to display the CA Information form.

Add External Root CA

CA Distinguished Name
cn=CHIA-ROOT-CA

CA Information

Friendly Name L

Self-Signed Root Certificate *

Region -

External MS Root i

----- BEGIN CERTIFICATE--- -l @
MIIDCTCCATGaAwWIBAgIQEVWKSPIGMAICE| /MAS/GuzANBOKghkiGIWOBAGQSFADAX
MRUWEWYDVQQDEwWXDSEIBLVJPTIQtGOEWHNCNMiAWMIIIMTCcOMDUOWhCNMIUwMill
MTcIMDUOW]AXMRUWEwWYDVQQDEwxDSEIBLVIJPTIGtQOEwWggEIMAOGCSqGSIb3DQEB
AQUAAAIBDWAWIIEKAOIBAGDNE40XnkBt2xMlesOBMHhoeO/txNdHY XZBGIWEoT7rI
PDybOigAZAGYBWbx4oViTNMEFSXZ/IsXRyjNFL/22GDON/Rg7Q7KLYxrSILWNyUb

LCbbM97EC2DRQYHO ™71 ~hisuman CVIqOaRohPd566sr1Q7sZalWu67CdS2
8p5QjDvgNNICL+xtUE |QAQ2DIANB+RBANUYEAEHAFY X+
dKFILGIEL/BIVJ/Wmly. U7q¥CPIdDvgeclOaBwCGiYmokps

vV+5SvTUO+jRceh80vHOINJKHVJJTTREAnYRfcEBSNMBAgGMBAAG|UTEPMASGAIUd
DwQEAwIBhjAPBgNVHRMBAFBEBTADAQH/MBOGAIUJDgQWBETtpbzOcIsIQnKYaZVK
iue3+ay9CjAQBgkrBgEEAYI3FQEEAWIBADANBgkahkiGIwWOBAGQsFAAOCAGEAIUJwW
eeuhxlyUcSAWECTyjzN4IDnNXUrUZHMDO1eMBUaGvAa208 T TIFX JfiZFxxpn+X
4p0Dfa+ekqf0fp2edraV T+QBDCxFu+N3KVmMVN/viEj2SmVk/ZUoMVB5g2AKKCCVh
g0s6vAKBNThIAKNLXgIFcl6qzeK60p28sV|BVLoIrBktf//DB2YYaOmslgYcNv3F
7Q/J4aYDgNMvly+hdBKtHGh7CIFPknEKtfaBCcy 7VagMCljuEs2a8jNYoSMsakgwW
0GESxmAsKt+NIaX,/xFHsX3it9JAVNPUSUFyv3IZQJKLoz7ZDWIShpLBOQxySgJ8b
voTO9MP27sFQUbx7sHQ==

----- END CERTIFICATE===-=

US East (N. Virginia) w | @

5. Enter the following information.

 Friendly Name
+ Self-Signed Root Ce
+ Region
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6. Click Next to review the external root CA information.
Add External Root CA

o You have requested import of an External Root Certificate Authority with the following details.
Click Submit to import the Certificate Authority.

CA Details

CA Friendly Name: External MS Root

Serial Number: 12FCOA4A92069B8D42F23ECCOI2FCEBB
Subject DN: cn=CHIA-ROOT-CA

Validity: From Feb 25, 2020 to Feb 25, 2025
Signing Key Details: R5A-2048+5HA256

Region: US East (N. Virginia)

7. Click Submit.
8. When the CA creation completes, check the CA details in the CA grid view.
9. Refresh the grid. You will notice that the status changes to Active.

Friendly Name

Enter an informal name for the new CA.

Mandatory: Yes.

Self-Signed Root Certificate
Paste the base64-encoded (PEM) self-signed root CA certificate.
Mandatory: Yes.

Region

Select the region in which the CA will be hosted.

& Theregion of the root CA decides the region of the issuing CA.

Mandatory: Yes.

Adding an issuing CA under an external root CA

See below for how to add an issuing CA under the CA created in Adding an external root CA.
To add an issuing CA under an external root CA

1. Add anissuing CA as explained in Creating an issuing CA under an online root CA. In the Root Certificate
Authority field, select the external root CA you added in Adding an external root CA.

2. When the CA creation completes, check the CA details in the CA grid view.

3. Refresh the grid. You will notice that the status changes to CSR Ready.
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4. Select the new issuing CA in the grid and select Actions > Download CSR.

Cloud bulld #15.4.0.118 (Tue Nov 22
CERTIFICATE SERVICES
Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration Help w» Entrust Admin w
Add Private CA N
¥ Actions ¥ B Export to Excel
All Private CAs
chow Download C3R Friendly Name i Common Name i Issued By H Root H CA Type
Credentiol ~ Uplozd Certificate
redentials external root Root Root (] External
Remove
Enrollment -
i [m] (] My Company's Issuing My Company's Issuing Issuing
Gateways
My Company's Shared
.
O oot (] External
- profiletestca jonah test ca testroot Issuing
O L4 subcalLinkedtoEXRootinE... subcalinkedtoEXRootinE... Root ECC Issuing

5. Process the downloaded CSR with your external root CA to issue a CA certificate in base-64 format.
6. Select the new issuing CA in the grid and select Actions > Upload Certificate.
7. Paste the signed certificate base-64 text in the Issuing CA Certificate box.

CA Information Upload Certificate

CA Distinguished Name
en=iCAZ signed by Ex MS Root , ou=EU, o=entrsut, I=Barcelona, st=Catalonia, c=ES

o6IVrtXqOsfuHbVdxp/YApLcjcIShip6BaSAZeefKZ255r0

Issuing CA Certificate: TXelB8RQs ST AQ/S:

EMtzh+m+dQick

UdHwRIMEcw

PKNBGee
IPWExpUoUTuif T
F21/yCKKI2mityiq 7931y HpWi
QBXzZUX2BMSTV CX!

——END CERTIF
| v

m

FyGIUQPRYSkr+rzbpGytKo22kYmB3TXIF
mmirSojAzvBoaBeYa/0ZX/32TQ==

8. Click Update. In the CA grid, the issuing CA status will change to Updating.
9. Refresh the grid; the issuing CA is ready to use when the status changes to Active.

Downloading a CA certificate
See below for how to download the CA certificate of a root or issuing CA.

To download a CA certificate
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1. Navigate to Administration > PKlaaS Management.

2.
3.

4.

Cloud build #13.4.0.118 (Tue Nov 22 13:50:56 E|
CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration » Help w
Inventory
Add Private CA .
Export to Excel User Management
All Private CAs
CAGW Actions } Friendly Name : Common Name Group Management Root
OU Management
Credentials D L Mabile Device Issuing CN=Bob
Enroll t Dormain Management
nrolimen
O L4 Root with exSubCA Root with exSubCA : 0
Gateways Client Management
D L] profiletestca2 test srress PKlaaS Management
D L] profiletestca jonah test ca Public URLs
O . wow2 CN=marko2 Advanced Settings (]
O * wow CN=Marko Discovery Scanner (]
D L My Company’s Issuing My Company's Issuing

In the left navigation sidebar select All Private CAs.
Check the box at the left of the CA name.

CERTIFICATE SERVICES
Enterprise

ENTRUST

Home Create w Certificates w Sites Reports - Administration v Help w

Add Private CA N
% Actions v B Export to Excel

All Private CAs
Download Certificate

CA GW Credentials ~ Remove g Commo... ; Issued By Root : CA Type H Valid From
Enrollment Gateways Entrust AWS Entrust AWS Entrust AWS
L LIGHTSAIL LIGHTSAIL LIGHTSAIL ° Root Jul 3, 2023
PKI ROOT PKI ROOT PKI ROOT
ABC Issuing ABC Issuing ABC Root
L]
CA cA A Issuing May 10, 2023

select Actions > Download Certificate.

Deleting a CA

When deleting CAs take into account that:

Before deleting a root CA, you must delete all issuing CAs under the root CA.

Before deleting an issuing CA, you must first remove any CA Gateway Credential and Enrollment Gateway
associated with this CA.

When you delete an issuing CA, you also delete all the certificates you issued from this CA.

After deleting a CA, the CA license returns to inventory, generally within 24 hours.

o

CA deletion is not reversible.

To deletea CA
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1. Navigate to Administration > PKlaaS Management.

CERTIFICATE SERVICES

Cloud build #13.4.0.118 (Tue Nov 22 13:50:56 E|

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration » Help w
Inventory
Add Private CA .
Export to Excel User Management
All Private CAs
CAGW Actions } Friendly Name : Common Name Group Management Root
OU Management
Credentials D L Mabile Device Issuing CN=Bob
Enroll t Dormain Management
nrolimen
O L4 Root with exSubCA Root with exSubCA : 0
Gateways Client Management
D L] profiletestca2 test srress PKlaaS Management v
D L] profiletestca jonah test ca Public URLs
O . wow2 CN=marko2 Advanced Settings (]
D . o CN=Marko Discovery Scanner o
D L My Company’s Issuing My Company's Issuing

2. Select the row of the CA you want to delete and select Actions > Remove

CERTIFICATE SERVICES

Enterprise

ENTRUST

Home Create w Certificates w Sites. Reports w Administration w Help w Entrust Admin w

Add Private CA N
¥ Actions v B Export to Excel

All Private CAs
Download CSR

oW Friendly Name i Common Name i Issued By H Root H CA Type
Credential — Upload Certificate
redentials external root Root Root V] External
Remove
Enroliment
O L] My Company's Issuing My Company's Issuing Issuing
Gateways
My C 's Shared
o . Rgfutumpanys are: ® Externsl
. profiletestca jonah test ca testroot Issuing
O L] subcalinkedtoEXRootinE... subcalinkedtoEXRootinE. Root ECC Issuing

3. Review the information on the confirmation request before confirming the deletion.
4. Inthe CA grid view, the CA status becomes Deleting while the deletion is processed (usually ~60 seconds).
Refresh the grid. You will notice that the deleted CA is no longer listed.
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7 Managing certificates with Entrust Certificate Services
Enterprise

Once logged into Entrust Certificate Services (ECS) Enterprise, you can manage your certificates as follows.

« Issuing certificates

» Browsing and downloading certificates

» Revoking certificates

» Managing reports, alerts, and notifications
« Configuring auto-enrollment

Issuing certificates

Depending on the selected certificate profile, you can issue certificates on the following modes.

» Processing a Certificate Signing Request
« Generating a PKCS #12

Processing a Certificate Signing Request
Issue a certificate by processing a Certificate Signing Request (CSR) for pre-generated keys.
To process a Certificate Signing Request

1. Select Create > PKlaas.

Cloud build #13.4.0118 (Tue Nov 22 13:50:56 EST 2022) X
CERTIFICATE SERVICES -

Enterprise

ENTRUST

Home Create v Certificates w Sites Reports w Administration w Help » Entrust Admin w

SSL/TLS

eSiM .

Device SELECT CERTIFICATE AUTHORITY CERTIFICATE DETAILS

Code Signing

SMIME Enterprise
PKlaa$S

Create a certificate based on your private Certificate Authority. Select an Is.

Document Signing

Verified Mark Authority and a corresponding Certificate Profile.

PKlaas
Certificate Authority

Import Certificates

[Select Certificate Authority] ~

Certificate Profile

2. Select the Certificate Authority.
3. Select a Certificate Profile configured to process Certificate Signing Requests.
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4, Click Next to display the certificate form.

© ®

SELECT CERTIFICATE AUTHORITY CERTIFICATE DETAILS

@ Create PKlaas Certificate

Certificate Authority Shared Issuing CA
Certificate Profile privatessi-tls-client *These fields are required.
Key Usage: digital signature, key encipherment

Subject DN * (i Certificate Signing Request (CSR)

Certificate Expiry (i
Nov 23, 2023 =]

Subject Alternate Names
SAN type Value
DNS Name v Add

Previous

5. Configure the following settings:
+ Subject DN
« Certificate Expiry
+ Subject Alternate Names
« Certificate Signing Request (CSR)
6. Click Submit to issue the certificate.
7. On the confirmation page, click the link to download the issued certificate.

Subject DN
Write the Distinguished Name (DN) of the certificate subject. For example:

CN=www.entrust.com, OU=PKIaaS, O=Entrust, c=CA

Certificate Expiry

Select the certificate expiration date. Specifically, the certificate will expire at 23:59:59 on the selected date,
calculated for the time zone set in your browser.

& Because of Daylight Savings Time (if applicable) and the time zone set in your browser, you may see a
discrepancy between the actual certificate expiry date (the one you set) and the expiry date you will see in
some system viewers or parsers. The Windows System Viewer, in particular, does not handle Daylight
Savings Time correctly.

Subject Alternate Names
Select optional Subject Alternate Names (SAN) for the certificate subject - for example:

« S/MIME email certificates require an RFC822 Name email address.
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« Network device or web server certificates for TLS authentication require a DNS Name or IP Address value
matching the URL used by the client.

See below for the supported types.

[ © The selected CA profile may forbid some Subject Alternate Names.

SAN Type Sample value

DNS Name server.example.com

IP Address 192.168.1.1

RFC822 Name john.doe@example.com

Directory Name cn=john doe,o=example inc,c=us

Uniform Resource Identifier http://example.com/

Registered ID 1.2.3.4.5.6.7.8

Other Name 0BgGCCsGAQUFBwgDoAwwCgwIMTIZNDU2Nzg=

(@ The Other Name value is a DER encoding because this type supports an unbounded number of possible
subtypes which often cannot be represented as simple strings.

Certificate Signing Request (CSR)
Paste the Certificate Signing Request (CSR) contents.

() PKlaaS currently does not support copying DNs or SANs from the CSR. You must manually input the DNs
and SANs on the certificate creation page. As explained in Private SSL (ACMEv2) certificate profiles, PKlaaS
has two certificate profiles that use the CN (common name) input value to fill the DNS Name field.

Generating a PKCS #12

Generate a PKCS #12 file containing both a certificate and a key pair.

To generate a PKCS #12
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1. Select Create > PKlaaS.

CERTIFICATE SERVICES

Document Signing
Verified Mark

PKlaaS

Import Certificates

2. Select the Certificate Authority.

Cloud build #13.4.0118 (Tue Nov 22 13:50:56 EST 2022) X

Enterprise
ENTRUST

Home Create w Certificates w Sites Reports w Administration w Help w Entrust Admin
SSL/TLS
eSIM .
i SELECT CERTIFICATE AUTHORITY CERTIFICATE DETAILS
Code Signing
SMIME Enterprise

PKlaasS

Create a certificate based on your private Certificate Authority. Select an Is:
Authority and a corresponding Certificate Profile.

Certificate Authority

[Select Certificate Authority] ~

Certificate Profile

3. Select a Certificate Profile configured to generate PKCS #12 files.

4. Click Next to display the certificate form.

©

SELECT CERTIFICATE AUTHORITY

CERTIFICATE DETAILS

@ Create PKiaas Certificate

Certificate Authority Mobile Device lssuing

Key Usage: digital signature

Certificate Profile mobile-device-pl2-digital-signature-client-authentication *These fields are required.

Subject DN * (i

PKCS #12 Password *

Certificate Expiry (i

Confirm PKCS #12 Password *

‘ Mar 22,2024 i |

Subject Alternate Names
SAN type Value
‘ DNS Name v | | | Add

Previous

5. Configure the following settings:
+ Subject DN
« Certificate Expiry
+ Subject Alternate Names
+ PKCS #12 Password
+ Confirm PKCS #12 Password

6. Click Submit to generate the certificate and the key pair.

7. On the confirmation page, click the link to download a PKCS #12 file containing the certificate and the key

pair.

Subject DN

Write the Distinguished Name (DN) of the certificate subject. For example:
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CN=www.entrust.com, OU=PKIaaS, O=Entrust, c=CA

Certificate Expiry

Select the certificate expiration date. Specifically, the certificate will expire at 23:59:59 on the selected date,
calculated for the time zone set in your browser.

& Because of Daylight Savings Time (if applicable) and the time zone set in your browser, you may see a
discrepancy between the actual certificate expiry date (the one you set) and the expiry date you will see in
some system viewers or parsers. The Windows System Viewer, in particular, does not handle Daylight
Savings Time correctly.

Subject Alternate Names
Select optional Subject Alternate Names (SAN) for the certificate subject - for example:

« S/MIME email certificates require an RFC822 Name email address.
« Network device or web server certificates for TLS authentication require a DNS Name or IP Address value
matching the URL used by the client.

See below for the supported types.

© The selected CA profile may forbid some Subject Alternate Names.

SAN Type Sample value

DNS Name server.example.com

IP Address 192.168.1.1

RFC822 Name john.doe@example.com

Directory Name cn=john doe,o=example inc,c=us

Uniform Resource Identifier http://example.com/

Registered ID 1.2.3.4.5.6.7.8

Other Name 0BgGCCsGAQUFBwgDoAwwCgwIMTIZNDU2Nzg=

(@ The Other Name value is a DER encoding because this type supports an unbounded number of possible
subtypes which often cannot be represented as simple strings.
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PKCS #12 Password
Type a password to protect the PKCS #12 contents.

Confirm PKCS #12 Password
Retype the password.

Browsing and downloading certificates

Once issued as explained in Issuing certificates, you can browse and download certificates in bulk.

() PKlaasS certificates issued via APl or Enrollment Gateway might take up to 30 seconds to show up in the
grid view.
To browse and download certificates

1. Go to Certificates > Managed Certificates.

CERTIFICATE SERVICES

Enterprise

ENTRUST

Home Create w Certificates v Sites. Reports v Administration w Help w Entrust Admin w

Managed Certificates v
© ECS Certificates | © Pending Apprd © Pending User Pickup | @ Pending Requester Confirmation | @ PKlaaS Certificates
Unmanaged Certificates

¥ Actions(2) * | B Export to Excel | Y View Filters | }% View Sorting | §li Export Certificates(2)

Drag a column header and drop it here to group by that column

Common Name i Serial Number (Hex) i Status - Certificate Profile i Organization (O) i Organizational Unit (OU) I Iss
O John 746fee682e7ceb5738e93. Normal privatessi-tis-client MyCorp Sales Sh
David 37348762efbB44413¢60cf. Normal privatessl-tls-client Shy
Bob 26eb69e0ce7I0c2571a22..  Normal privatessi-tis-client N
D CN=Bob 2a154451575cdc507efd94. . Normal basic-ca-subord Rox
O esib 285c0bd12f97818eb0O6LE...  Normal tisproxy-ca-subord Ro

2. Select the PKlaaS Certificates tab.
3. Select one or more certificates on the grid.
4. Click Export Certificates to download a ZIP file containing the certificates in DER format.

Revoking certificates

You can revoke issued certificates to invalidate them before the expiry date.

To revoke a certificate
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1. Go to Certificates > Managed Certificates.

CERTIFICATE SERVICES

Cloud build #13.4.0.117 (Mon Nov

Enterprise

ENTRUST
Home Create w Certificates » Sites Reports w Administration w Help w Entrust Admin w
Managed Certificates v
@ ECS Certificates | @ Pending Apprd © Pending User Pickup | @ Pending Requester Confirmation | @ PKlaaS Certificates
Unmanaged Certificates

¥ Actions * | [ Export to Excel | Y View Filters | 12 View Sorting | ¢l Export Certificates(1)

Drag a column header and drop it here to group by that column

Common Name i Serial Number (Hex) i Status - Certificate Profile i Organization (O) i Organizational Unit (OU) i Issy
O Jobn 746feeb82e7ceb5738e93.. Normal privatessl-tls-client MyCorp Sales Shal
David 37348762efbB44413c60cf .. Normal privatessl-tls-client Shal
O Bob 26eb69e0ce790c2571a22.. Normal privatessl-tls-client CN
D CN=Bob 2a154451575¢dc507efd94. Normal basic-ca-subord Rog

2. Select the PKlaa$ Certificates tab.
3. Select a certificate on the grid.
4, Select Actions > Revoke.
5. Select the Reason for Revocation.
Revoke X
Certificate Profile: privatess|-tls-client
CA Friendly Name: Shared Issuing CA
Issuer Name: Shared lssuing CA
Subject DN: cn=David
Expiry Date: Nowv 22, 2023
Serial Number (Hex) 37348762efb844413c60cfGebaaf77ad

ik
Reason for Revocation: ‘ [Please provide a reason] v ‘

Revocation Comments: ‘ ‘

After you confirm, it will take a few minutes for the certificate row Status column to update
to Revoked status. You can check its status by refreshing the grid.

Cancel

6. Click Confirm.

7. The revoked certificate will disappear from the PKlaas$ Certificate grid view because the default filter only

displays active certificates. Select Status > Filter >Select All to display also the revoked certificates.
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CERTIFICATE SERVICES
Enterprise

Cloud build #13.4.0.117 (Mon Ng

ENTRUST

Home Create w Certificates w Sites Reports w Administration w

© ECS Certificates © Pending Approvals @ Foreign Certificates © Pending User Pickup © Pending Requd

¥ Actions E| Export to Excel | ¥ View Filters | % View Sorting ﬁ Export Certificates

Drag a column header and drop it here to group by that column

Common Name i Serial Number (Hex) i Status i Certificate Profile i Organization (O)

* Sort Ascending

D John 7A6fee682e7cebs738293 . MNormal MyCorp
1 Sort Descending
O David 37348762efb844413c60cf..  Normal
Ml Columns >
Bob 26eb69e0ce790c2571a22... N al
a o eb69e0ce790c a arma Y Filter S
[0 CN=Bob 2a154451575cdcE07efdo4..  Normal  [H Set Column Position » | 4 Normal
B Revoked
0 exsib 285c0bd12f97818eb06b9... Normal tisproxy-ca-subord B Held
D testcertificates.com 32bfeeB8973019a0b951aas... MNormal scep-digital-signature- 5 items selected
D testcertificates.com laOda534a666553a/c9df... Normal scep-key-enciphermen m
D testcertificates.com 77d20b513bbaf84ef0O4feb... MNormal scep-digital-signature

Managing reports, alerts, and notifications

Define reports based on the information your business needs, such as daily certificate issuance, revocation, and
renewal activity. Select:

+ Reports > Report Center to view reporting, notifications, and alerts.
+ Reports > Report Schedule to schedule report.
+ Reports > Alerts to program alerts, for example, based on certificate state.

Configuring auto-enrollment
To set up Itune or MDM auto-enrollment, you need a Registration Authority (RA) certificate.

« Issuing this certificate requires one PKlaaS certificate license.

» Renewing this certificate requires an unused PKlaaS certificate in the inventory - to issue the new certificate
before revoking the old one. The license of the revoked certificate returns to the inventory within half an
hour of the revocation.
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8 Automating Intune enrollment with an Entrust-hosted
Enrollment Gateway

Configure an Entrust-hosted Enrollment Gateway to operate as SCEP Server and process Intune enrollment
requests with PKlaa$ Certification Authorities.

+ Intune integration requirements

« Creating an Intune application in Azure

« Configuring Intune automation in Entrust Certificate Services
+ Configuring Intune profiles in Azure

« Enrolling user devices with the Intune Company Portal

» Renewing enrolled certificates

See the following video for a quick guide on the required steps.
https://www.youtube.com/watch?v=XHOpwhowK0Q
See also the Microsoft documentation for details on the third-party SCEP integration with Intune.

https://learn.microsoft.com/en-us/mem/intune/protect/certificate-authority-add-scep-overview

Intune integration requirements

You must meet the following requirements to automate Intune enrollment with an Entrust-hosted Enrollment
Gateway.

« Entrust Certificate Services

» Microsoft Azure

« Supported operating systems

« Supported encryption algorithms

Entrust Certificate Services

You need an Entrust Certificate Services (ECS) Enterprise account with privileges to create an issuing Certification
Authority.

Microsoft Azure

You need a Microsoft Azure account with privileges to create and configure an Intune application.

Supported operating systems

This release of the Intune automated enrollment is tested with devices running the following operating systems.

(03 Tested versions
MacOS Ventura 13.2.1
iPhone/iPad 16.3.1
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oS Tested versions
AndroidOS 13

Microsoft Windows 10and 11
ChromeOS —

For more details on the supported operating systems, please check the Microsoft documentation:

https://learn.microsoft.com/en-us/mem/intune/fundamentals/supported-devices-browsers

Supported encryption algorithms

The Intune automated enrollment with an Entrust-hosted Enrollment Gateway supports the following encryption
algorithms.

» aes128-CBC-PAD
» 2es128-GCM

» aes256-CBC-PAD
* 2es256-GCM

« desCBC

« des-ede3-chc

+ id-RSAES-OAEP
« rsaEncryption

Creating an Intune application in Azure

In the Microsoft Azure portal, create an application for running the Intune service.

() Atthe end of this process, you should have the Application (client) ID, Directory (tenant) ID, and Client
secret values required when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune.

To create an Intune application in Azure

1. Loginto portal.azure.com as a user with administrative permissions.
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2. Go to Home > App registrations.
Home > TenantMonkey

= TenantMonkey | App registrations =

Azure Active Directory

« -+ New registration @ Endpoints ﬂ Troubleshooting O Refresh i

© Overview

I3 Preview features
o Starting June 30th, 2020 we will no longer add any new features to Azure Active
# Diagnose and solve problems provide technical support and security updates but we will no longer provide fe
(MSAL) and Microsoft Graph. Learn more

Manage
a4 Users All applications Owned applications  Deleted applications
a& Groups
O Start typing a display name or application (client) ID to filter these r...

BB External Identities
4t Roles and administrators 4 applications found

3 Administrative units Display name T

% Delegated admin partners ﬂ ABC
5 Enterprise applications HostedIntune
Cl Devices ﬂ Noman-CEG-Eclipse
£5  App registrations pkiaas-ceg-intune-app001

3. Click New registration to display the Register an application page.
Home > TenantMonkey | App registrations >

Register an application

*Name

The user-facing display name for this application (this can be changed later)

[ ABClintune-scep ca -

Supported account types

Who can use this application or access this API?

@) Accounts in this organizational directory only (TenantMonkey only - Single tenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant)

O Accounts in any organizational directory (Any Azure AD directory - Multitenant) and personal Microsoft accounts (e.g. Skype, Xbox)

O Personal Microsoft accounts only

4. Inthe Name field, type the name of the new Intune application.

5. Inthe Supported account types list, be sure that Accounts in this organizational directory only
(TenantMonkey only - Single tenant) is selected.

6. Click Register to display the details of the new application.

Home > TenantMonkey | App registrations >

B ABC Intune-SCEP CA =

« 1 Delete @ Endpoints [ Preview features

i Overview

A Essentials
& Quickstart
Display name Client credentials
# Integration assistant ABC Intune-SCEP CA Add a certificate or secret P
Application (client) ID Redirect URIs
Manage 812a810f-1c46-44ab-8796-515ee63a3537 Add a Redirect URI
B Branding & properties Object ID Application ID URI
b3c8ccc6-bde3-4894-9d9a-f08188696fa2 Add an Application ID URI
2 Authentication
Directory (tenant) ID Managed application in local directory
Certificates & secrets deaf5884-33ca-4357-b117-adc604e9a14a ABC Intune-SCEP CA

Supported account types
My organization only

{1l Token configuration
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7. Copythe Application (client) ID and Directory (tenant) ID values in a text file. You will use these values
when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune.
8. Click Add a certificate or secret to display the Certificates & secrets page.

Home > TenantMonkey | App registrations > ABC Intune-SCEP CA Add a client secret
ABC Intune-SCEP CA | Certificates & secrets =

Description | ABC SCEP CA Intune API Key
O Search « &7 Got feedback?

[£ ‘ A Expires Recommended: 180 days (6 months)
I8 Overview Recommended: 180 days (6 months)
& Quickstart Credentials enable confidential applications to identify themselves to th 90 days (3 monthe)

scheme). For a higher level of assurance, we recommend using a certific
# Integration assistant 365 days (12 months)
Manage 545 days (18 months)

@ Avplication registration certificates, secrets and federated credentials |

B2 Branding & properties 730 days (24 months)
2 Authentication Custom

Certificates (0) Client secrets (0)  Federated credentials (0)
Certificates & secrets
A secret string that the application uses to prove its identity when requ
1l Token configuration

o API permissions —+ New client secret

9. Click New client secret to display the Add a client secret dialog.
10. Inthe Description field, write a description of the new secret.
11. Inthe Expires drop-down list, select the expiration date of the new secret.
12. Click Add to add the new secret and close the Add a client secret dialog.
13. Onthe Certificates & secrets page, copy the Value of the new secret in a text file. You will use this value
when Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune.

© Thesecretvalue will no longer be available after leaving this page.

Home > TenantMonkey | App registrations > ABC Intune-SCEP CA
@ Update app)

ABC Intune-SCEP CA | Certificates & secrets = Successfully ups

credentials
0 Search « &7 Got feedback?
i Overview
& Quickstart @ Got a second to give us some feedback? =
7 Integration assistant

Credentials enable confidential applications to identify themselves to the authentication service when receiving tokens at a web ad|
Manage scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret) as a credential.

B Branding & properties

D Authentication @ Application registration certificates, secrets and federated credentials can be found in the tabs below.

Certificates & secrets

It Token configuration Certificates (0)  Client secrets (1)  Federated credentials (0)

- APl permissions
A secret string that the application uses to prove its identity when requesting a token. Also can be referred to as application pass

& Expose an API

¥ App roles ~+ New client secret

25 Owners Description Expires Value © Copy to clipboard et ID
&, Roles and administrators ABC SCEP CA Intune API Key 8/8/2023 0UQ8BQ~VRSDMgZkio.OXk~FJ8I8v9Ca... [  34fclebe-24
Manifest
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14. In the navigation sidebar, click APl permissions to display the APl permissions page.

Home > TenantMonkey | App registrations > ABC Intune-SCEP C Request API permiSSiOnS
- ABC Intune-SCEP CA | APl permiss
() Azure Rights Management .
Koy services /A Azure Service Management
0 Search ‘ « () Refresh &G Allow validated users to read and write Programmatic access to much of the
protected content functionality available through
s the Azure portal
¥ Overview A You are editing per
& Quickstart
#" Integration assistant
D Dynamics CRM Flow Service
™ @ The "Admin conser
anage may not reflect the Access the capabilities of CRM business Embed flow templates and manage
= Branding & properties software and ERP systems flows
2 Authentication Configured permissi
Certificates & secrets Applications are authoriz
include all the permissiol
11! Token configuration G Office 365 Management APIs [’ OneNote
+ Adda permission
- APl permissions Retrieve information about user, admin, Create and manage notes, lists,
API / Permissi system, and policy actions and events pictures, files, and more in OneNote
& Expose an API ermissions nam from Office 365 and Azure AD activity notebooks
I
B App roles “ Microsoft Graph (2) 09

15. Click Add a permission to display the Request APl permissions sidebar.

= u vi + 3 % &  mauri@patrickdemol.o.. @
ER V=Y NN © search resources, services, and docs (G+/) 5 ® 8 0 & ol Y

Home > App registrations n Request API permissions X
- ABCinc | APl permissions %

] « O refresh | & Gotfeedback?

#' Integration assistant

Manage )

Configured permissions

= Branding & properties Applications are authorized to call APls when they s Select permissions
not

all the permissions the application needs. Learn m

9 adbentcaton (5 St iping = permision o ir tese st

Certiicates & secrets t Add a permission \/ Grant admin consent permission Admin consent required

I Token configuration API / Permissions name Type
> AccessReview
o API permissions

@ Expose an AP Delegated > Acronym

i App roles
> AdministrativeUnit
2 Owners
To view and manage consented permissions for indi

&, Roles and administrator

> Agreementacceptance
M Manifest

> Agreement
Support + Troubleshooting

& Troubleshooting > ApiConnectors
& New support request
> AppCatalog

> Application-RemoteDesktopConfig

\/ Application (1)

ApplicationRead All ©
Read all aoolications

16. Inthe Request API permissions sidebar:
a. Click Microsoft Graph.
b. Click Application permissions.
c. Under Select permissions, expand the Application list and select the Application.ReadAll
permissions.
d. Click Add permissions.
17. Click Add a permission to display the Request APl permissions sidebar again.
18. Inthe Request API permissions sidebar:
a. Click Intune.
b. Click Application permissions.
c. Under Select permissions, select the scep_chanllenge_provider permission.
d. Click Add permissions.
19. Onthe API permissions page, click Add admin consent for the TenantMonkey for granting these
permissions to the new Intune application.
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Configuring Intune automation in Entrust Certificate Services

Follow the instructions below on the Entrust Certificate Services Enterprise portal to configure an Entrust-hosted
Enrollment Gateway for Intune enrollment.

+ Configuring an Entrust PKlaa$ issuing CA for Intune

» Downloading the Entrust PKlaaS CA certification chain for Intune

« Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune
+ Getting the Intune Service URL

Configuring an Entrust PKlaaS issuing CA for Intune

On the Entrust Certificate Services Enterprise portal, add the Intune service profile to either a new or an existing
issuing CA.

@ SeeCreating anissuing CA under an online root CA for how to create issuing CAs.

CERTIFICATE SERVICES
Enterprise
ENTRUST
Home Create w Certificates w Sites Reports v Administration v Help w Entrust Admin w
Add Private CA CA Information
All Private CAs
CA GW Credentials Root CA: ABC First Root CA
Enrollment Gateways Status: Active
CA Type: Issuing
Region: US East (N. Virginia)
Subject DN: cn=ABC Issuing CA
Issuer DN: cn=ABC First Root CA, 0=ABC, st=California, c=US
Serial Number: 30002894BB886724ABCTIA939B5268CE
Validity: From Jan 25, 2023 to Jan 22, 2033
Signing Key Details: RSA-4096+SHA512
Friendly Name: “| ABC Issuing cA
CA Identifier: ec 1820k wck
Services: Intune @ Mobile Device @ x @
Service Profiles: v Intune
intune-digital-signature-key-encipherment
intune-digital-si

Downloading the Entrust PKlaaS CA certification chain for Intune
On the Entrust Certificate Services Enterprise portal, download the certificates for:

» The CA previously created in Configuring an Entrust PKlaaS issuing CA for Intune.
+ Theroot CA.

You will use these certificates when Configuring Intune profiles in Azure.

(@ SeeDownloading a CA certificate to download CA certificates from the Entrust Certificate Services
Enterprise portal.
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Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune

On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process

Intune requests.

To configure Entrust Certificate Enrollment Gateway for Intune

1. Loginto cloud.entrust.net

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create v Certificates w Sites Reports v
Get Started | Summary | £ Detailed | @

CUlpIeLe FIOUUCL & ACLOUTIL SEeLUp

Set up SSL/TLS

The various certifical

Code Signing

types require different kinds of verif
. (OV) and you must have at least one approved Domain
Document Signing

EV certificates require the addition of Extended Validation

and PSD2 verification €

Signing Automation

Service Note: If a verification step show

the Declined status, you d

Verification team at: ECSVerification@Ent! o

Remote Signing Service Disc
Steps

SMIME Enterprise

. Submit your Organization for verification

L

Submit a domain for verification

Verified Mark

L

Submit your EV information for verification

PKlaas

IS

. Submit your Qualified information for verification

«

. Submit your PSD2 information for verification

L

Create your Certificate

Administration w

Client Management

Help w

Inventory

User Management
Group Management
©OU Management

Domain Management

PKlaa$ Management

ing Automation

Public URLs

Advanced Settings

overy Scanner

+
+
+
+
+

Status

APPROVED
APPROVED
APPROVED

APPROVED

Entrust Admin w

[ you must complete Organization Validation

re two additional steps beyond EV: Qualified

again. For more help, contact the Entrust

NOT STARTED

2. Inthe menu bar, select Administration> PKlaaS Management.
3. Inthe navigation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

CERTIFICATE SERVICES

Enterprise

ENTRUST

Home Create w Certificates w Sites Reports w

Add Private CA
% Add Enrollment Gateway

All Private CAs

Administration v Help »

Entrust Admin w

Enroliment Gateway for Intune

CA GW Credentials Actions i Type Certificate Authority
Enroliment Gateways . Enroliment Gateway for Intune ABC lIssuing CA

. Enroliment Gateway for Intune Tim's Issuing CA

°

Tim's Issuing CA

4. Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

CERTIFICATE SERVICES
Enterprise

ENTRUST

Home Create w Certificates w Sites Reports w

Add Private CA Add Certificate Enroliment Gateway

Administration w Help w

Entrust Admin w

All Private CAs
CA GW Credentials

Enroliment Gateways

o Entrust Hosted Certificate Enrollment Gateway runs on Entrust servers to offer enrollment protocols to certificate-requesting applicat]
certificates from this Private CA, select the desired CA and gateway type, fill out fields and click Submit.

Note: If you have an application that uses the CA Gateway API directly, do not add an Enrollment Gateway here. Instead, go to CA G

Enroliment Gateway Information

Gateway Location:

Certificate Authority: ABC Issuing CA

O Customer Hosted ® Entrust Hosted

Type: Enroliment Gateway for Intune v
Microsoft Intune
Tenant ID: “ deaf5884-1 : 4e9alda
AppID: *| 9f7826ad- eb01f434
AppKey: " tDFBQ-GMB-: HiWRBx8cicl

Service Profiles: intune-digital-signature-key-en,

intune-key-encipherment @

cipherment €

intune-non-repudiation @

intune-digital-signature €

5. Configure the following settings.
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« Certificate Enrollment Gateway Information
+ Microsoft Intune
6. Click Submit.
7. Click OK in the Add Enrollment Gateway Confirmation dialog and wait while the Entrust Certificate
Services provision the new Certificate Enrollment Gateway.
8. Click OK on the Enrollment Gateway Request Submitted dialog.

Certificate Enrollment Gateway Information

Add the following settings on the Certificate Enrollment Gateway Information section of the Add Certificate
Enrollment Gateway page.

Setting Value
Gateway Location Select Entrust Hosted.
Certificate Authority Select the Certificate Authority described in Configuring an

Entrust PKlaaS issuing CA for Intune.
Type Select Enrollment Gateway for Intune.

Microsoft Intune

Add the following settings on the Microsoft Intune section of the Add Certificate Enrollment Gateway page.

Setting Value

Tenant ID Paste the Directory (tenant) ID value previously obtained when
Creating an Intune application in Azure.

AppID Paste the Application (client) ID value previously obtained
when Creating an Intune application in Azure.

AppKey Paste the secret value previously obtained when Creating an
Intune application in Azure.

Service Profiles Select the desired Intune profiles.

Getting the Intune Service URL

After Configuring an Entrust-hosted Certificate Enrollment Gateway for Intune, click on the name of the new
Certificate Enrollment Gateway.
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CERTIFICATE SERVICES 5
i Bu &0 Messages & Support Chat
Enterprise Wewy N I &, SUPP L

ENTRUST

Home Create w Certificates w Sites Reports w Administration v Help v

Add Private CA

All Private CAs
Gateway Location: Entrust Hosted

CA GW Credentials

Certificate Authority:  ABC Issuing CA

Enrollment Gateways
Enrollment Gateway  Intune
Type:
Tenant ID: ‘l Gear 142 ‘
AppID: | 61371 . 8426 ‘
AppKey: | ovLe <RbDK ‘

Profiles: * | intune-digital-signature €

intune-digital-signature-key-encipherment @
intune-key-encipherment €
intune-non-repudiation &

Intune Service URL: https://intune pkiaas entrust.com/intune/scep/acsmen’ 13/intune-digital-signature
https://intune.pkiaas.entrust.com/intune/scep/ecsmeni 13/intune-digital-signature-key-encipherment
https://intune pkiaas.entrust.com/intune/scep/ecsmeni 13/intune-key-encipherment
https://intune.pkiaas.entrust.com/intune/scep/ecsmeni 13/intune-non-repudiation

On the CEG Information page, copy the Intune Service URL value to use later when Configuring Intune profiles in
Azure. The syntax of these URLs is the following.

US region

https://intune.pkiaas.entrust.com/intune/scep/{accountId}/{cald}/{profileld}

EU region

https://intune.eu.pkiaas.entrust.com/intune/scep/{accountId}/{cald}/{profileld}

Where:

« {accountId} isyouraccountidentifier.
« {cald} isthe Certification Authority identifier.

« {profileld} isone of the profiles described in Intune certificate profiles.

Configuring Intune profiles in Azure

In the Microsoft Azure portal, create and configure the required profiles to automate Intune enrollment with an
Entrust-hosted Enrollment Gateway.

« Creating Intune profiles for Windows in Azure

« Creating Intune profiles for Android in Azure

« Creating Intune profiles for MacOS in Azure

« Creating Intune profiles for iOS and iPadOS in Azure

See the following Microsoft guides for more details on Azure profile management.

« https://learn.microsoft.com/en-us/mem/intune/protect/certificates-trusted-root

« https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep

« https://learn.microsoft.com/en-us/troubleshoot/mem/intune/certificates/troubleshoot-scep-certificate-
profiles
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Creating Intune profiles for Windows in Azure
Create the following profiles for enrolling Microsoft Windows devices with Intune.

« Aroot CA profile
+ Anissuing CA profile
+ A SCEP profile

To create a Windows profile for Intune

1. Loginto endpoint.microsoft.com as a user with administrative privileges.
2. Go to Devices >Windows > Configuration profiles.

Microsoft Endpoint Manager admin center i)
€ Home > Devices | Windows > Windows Create a profile
H . . X . X
.t & Windows | Configuration profiles
Edl Dashboard
B Platform
= All services [ 2 search | « |- Create profile == Columns () Refresh & Export /' Filter Windowe 10 and laver
O Devices B Windows devices D Search by name Profile type
&2 Apps Windows enrollment Profile name Templates
@ endpoint security Windows policies 02-09_17-44-1675964651-ROOT-CEG-SMOKE Templates contain groups of sef
N P don't want to build policies mar{
B [ Compliance policies 02-09_17-44-1675964651-SCEP-CEG-SMOKE networks, such as configuring W
& Users B
7 G e aa-ceg-intune-scep-pkiaas-windows ‘/g rusted
&2 Groups
I PowerShell scripts aa-pkiaas-hei-root-ca-cert-windows Template name

&¥ Tenant administration
22 Update rings for Windows 10 and aa-pkiaas-hci-SCEP-windows

K Troubleshooting + support later

Trusted certificate

aa-pkiaas-root-ca-windows

3. Click Create profile.
4. Configure the values described in the following sections.
« Create a profile
+ Basics
« Configuration settings
+ Assignments
+ Applicability Rules
+ Review and create

Create a profile

In the Create a profile dialog, select the following values for each Windows profile.

Setting root CA profile issuing CA profile SCEP profile

Platform Windows 10 and later Windows 10 and later Windows 10 and later

Profile type Templates Templates Templates

Template name Trusted certificate Trusted certificate SCEP certificate
Basics

In the Name field of the Basics page, type the name of the profile - for example:

« ABC Root
« ABClssuing
« ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.

Entrust PKlaaS - Customer Guide

68


https://endpoint.microsoft.com/

@ ENTRUST

Microsoft Endpoint Manager admin center

Home > Devices | Windows > Windows | Configuration profiles
H . ge

(o Trusted certificate
4l Dashboard Windows 10 and later
= All services

5 © Basics
W Devices
5 Apps Name * ABC Root v
.} Endpoint security Description
Reports
&A Users
& Groups
& Tenant administration
¥ Troubleshooting + support Platform

profile type

Configuration settings

When creating a root or issuing CA profile for Windows, configure the following settings on the Configuration

settings page.

Setting

Certificate file

Destination store

Root CA profile Issuing CA profile

The root Certification Authority The issuing Certification Authority
certificate certificate

Computer certificate store - Root Computer certificate store -

Intermediate

() SeeDownloading a CA certificate to download CA certificates.

When creating a SCEP profile for Windows, configure the following settings on the Configuration settings page.

Setting

Certificate type

Subject name format

Subject alternative name

Certificate validity period

Key storage provider (KSP)

Entrust PKlaaS - Customer Guide

Value

Select User.

The syntax of the certificate subject names. This field supports
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

The value of each attribute in the certificate subject alternative
name. Optional.

The validity period of the certificates.

Select Enroll to Software KSP for Windows 10 Intune
enrollments; select any of the listed values for Windows 11.
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Setting Value

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 (Entrust PKlaaS does not support key sizes below
2048).

Hash algorithm Select SHA-2.

Root certificate Select the root CA profile

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune
Service URL.

Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsoft Endpoint Manager admin center

Home > Devices | Windows > Windows | Configuration profiles
£.3 6o Trusted certificate
4l Dashboard Windows 10 and later
= All services
s @ basic @ Configuration settings € Assignments
52 Apps Included groups
@ Endpoint security A&, Add groups
Reports Groups Group Members (O Filter Filter mode
4h Users AA-PKlaaS-HCI 0 devices, 1 users None None
e Excluded groups
&2 Tenant administration
K Troubleshooting + support @ When excluding groups, you cannot mix user and device groups across include and exclude. Click here to learn more about excluding groups.
Applicability Rules

On the Applicability Rules page, select optional filters for the selected group - for example, the operating system
of the devices.
Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for Android in Azure

Create the following profiles for enrolling Android devices with Intune.

« Aroot CA profile
+ Anissuing CA profile
+ A SCEP profile
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To create an Android profile for Intune

1. Loginto endpoint.microsoft.com as a user with administrative privileges.
2. Go to Devices > Android > Configuration profiles.

Home > Devices | Android > Android Create a profile %
1 Home 8 Android | Configuration profi
- Festiocers Platform
3 Devices © Oveniiew [2 searchby  Profile type
i apps B Aandroid devices Profile name | Trusted certificate ~|
@ encpoint security B Android enroliment Import the trusted roct certificate from your Certification Authority and assign it to devices

aa-cg-instun
that use SCEP and PCKS certificates to authenticate with your org's resources.
Reports

Android policies aa-pkiaas-ro
& Users .
[k Compliance policies aa-pkiaas-su

&8 Groups
aa-sm-rsa-ct

[& Configuration profiles

&} Tenant administration
ABC-ICA-Tak

K Troubleshooting + support

ABC-ROOT-1

3. Click Create profile.
4. Configure the settings described in the following sections.
+ Create a profile
« Basics
« Configuration settings
« Assignments
+ Review and create

Create a profile

In the Create a profile dialog, select the following fields for each Android profile.

Setting Root CA profile Issuing CA profile SCEP profile

Platform Android Enterprise Android Enterprise Android Enterprise

Profile type Trusted certificate Trusted certificate SCEP certificate
Basics

In the Name field of the Basics page, type the name of the profile - for example:

+ ABC Root
« ABClIssuing
« ABC Digital Signature SCEP Cert

Optionally, add a description of the profile purpose.
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Microsoft Endpoint Manager admin center

Home > Devices | Windows > Windows | Configuration profiles
H . ge

(o Trusted certificate
4l Dashboard Windows 10 and later
= All services

5 © Basics
W Devices
5 Apps Name * ABC Root v
.} Endpoint security Description
Reports
&A Users
& Groups
& Tenant administration
¥ Troubleshooting + support Platform

profile type

Configuration settings

When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

Setting Root CA profile Issuing CA profile
Certificate file The root Certification Authority The issuing Certification Authority
certificate certificate

(@ SeeDownloadinga CA certificate to download CA certificates.

When creating a SCEP profile for Android, configure the following settings on the Configuration settings page.

Setting Value
Certificate type Select User.
Subject name format The syntax of the certificate subject names. This field supports

the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

Subject alternative name The value of each attribute in the certificate subject alternative
name. Optional.

Certificate validity period The validity period of the certificates.

Key usage The key usage of the enrolled certificates.

Key size (bits) Select 2048 or 4096 (Entrust PKlaa$ does not support key sizes
below 2048).

Hash algorithm Select SHA-2.
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Setting Value

Root certificate Select the root CA profile

Extended key usage Select Client Authentication.

SCEP Server URLs Paste one of the URLs obtained when Getting the Intune
Service URL.

Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsoft Endpoint Manager admin center

€ Home > Devices | Windows > Windows | Configuration profiles
{30l Trusted certificate
Ell pashboard Windows 10 and later
= All services
[ Devices o Basics o Configuration settings [:] Assignments
55 Apps Included groups
@ Endpoint security A, Add groups
Reports Groups Group Members O Filter Filter mode
4h Users AA-PKlaaS-HCI 0 devices, 1 users None None
L G Excluded groups
&2 Tenant administration
K Troubleshooting + support @ When excluding groups, you cannot mix user and device groups across incluce and exclude. Click here to leam more about excluding groups.

Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for MacOS in Azure
Create the following profiles for enrolling MacOS devices with Intune.

« Aroot CA profile
« Anissuing CA profile
« A SCEP profile

To create MacOS profile for Intune

1. Loginto endpoint.microsoft.com as a user with administrative privileges.
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2. Go to Devices >MacOS > Configuration profiles.

mauri@patrickdemot.o.. (@

Microsoft Intune admin center

[ ——
< Home > Devices | macOS macOS Create a profile >
Home - i i
# [}, macOs | Configurati
Ed] Dashboard
Platform
CH Devices B macOs devices Profile type
Ef apps B macos enrcliment [Femplates ~
&, Endpoint security Templates contain groups of settings, organized by functionality. Use a template when you

> mac0s policies don't want to build policies mani
Reports netwo
[k Compliance policies

onfigure devices to access corporate
earn more

such as configuring WiFi o VPN. L

& users

[+ configuration profiles 2 trusted
&8 Groups

B shell scripts Template name Ty
&} Tenant administration

@& Custom attributes Trusted certificate

# Troublesheoting + support
B update policies for macOS

3. Click Create profile.
4. Configure the settings described in the following sections.
+ Create a profile
+ Configuration settings
« Assignments
+ Review and create

Create a profile
On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile SCEP profile
Platform MacOS Enterprise MacOS Enterprise MacOS Enterprise
Profile type Templates Templates Templates
Template name Trusted certificate Trusted certificate SCEP certificate

Configuration settings

When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.

Setting Root CA profile Issuing CA profile
Certificate file The root Certification Authority The issuing Certification Authority
certificate certificate

() SeeDownloadinga CA certificate to download CA certificates.

When creating a SCEP profile, configure the following settings on the Configuration settings page.
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Setting
Certificate type

Subject name format

Subject alternative name

Certificate validity period
Key usage

Key size (bits)

Hash algorithm
Root certificate
Extended key usage

SCEP Server URLs

Assignments

Value

Select User.

The syntax of the certificate subject names. This field supports
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

The value of each attribute in the certificate subject alternative
name. Optional.

The validity period of the certificates.

The key usage of the enrolled certificates.

Select 2048 or 4096 (Entrust PKlaaS does not support key sizes
below 2048).

Select SHA-2.

Select the root CA profile.

Select Client Authentication.

Paste one of the URLs obtained when Getting the Intune
Service URL.

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsoft Endpoint Manager admin center

Group Members © Filter Filter mode

0 devices, 1 users None None

€ Home > Devices | Windows > Windows | Configuration profiles
# tome Trusted certificate
Edll Dashboard Windows 10 and later
= All services
B Devices o Basics o Configuration settings
8 Apps Included groups
@ endpoint security A, Add groups
Reports Groups
ik Users AA-PKIaaS-HCI
tACm Excluded groups
&3 Tenant administration

K Troubleshooting + support @ When excluding groups, you cannot mix user and device groups across include and exclude. Click here to leam more about excluding. groups.
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Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Creating Intune profiles for iOS and iPadOS in Azure
Create the following profiles for enrolling iOS and iPadOS devices with Intune.

« Aroot CA profile
+ Anissuing CA profile
+ A SCEP profile

To create i0S/iPadOS profiles for Intune

1. Loginto endpoint.microsoft.com as a user with administrative privileges.
2. Goto Devices >i0S/iPadOS > Configuration profiles.

Microsoft Intune admin center

mauri@patrickdemor.o...
"TENANTMONKEY (PATRICKDEM_

Home > Devices | i0S/iPsd0S > i0S/iPadOs Create a profile %
. . . . .
Alos Y i0S/iPadOS | Configuration p
EAl Dashboard
Platform
EH Devices B i0s/iPadOs devices 1 searchby  Profile type
B Apps [ ios/iPados enrollment Templates ~
W Endpoint security ality. Use a template when you
rerort 105/iPad0s policies ild p evices to access corporate
eports e
[k compliance policies e 5= coniauring
& Users
[ configuration profiles 3a-pldaas-io A trusted
& Groups
Bt update policies for ios/iPados sa-pkizas-ta Template name ™

& Tenant administration
aa-pkizasst  Trusted certificate

& Troubleshooting + support

A0S Roott

3. Click Create profile.
4. Configure the settings described in the following sections.
 Create a profile
» Configuration settings
« Assignments
+ Review and create

Create a profile

On the Create a profile dialog, select the following fields for the SCEP profile.

Setting Root CA profile Issuing CA profile SCEP profile
Platform i0S/iPad0OS i0S/iPad0S i0S/iPad0OS
Profile type Templates Templates Templates
Template name Trusted certificate Trusted certificate SCEP certificate

Configuration settings

When creating root or issuing CA profiles, configure the following settings on the Configuration settings page.
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Setting Root CA profile Issuing CA profile

Certificate file The root Certification Authority The issuing Certification Authority
certificate certificate

(@ SeeDownloading a CA certificate to download CA certificates.

When creating a SCEP profile, configure the following settings on the Configuration settings page.

Setting

Certificate type

Subject name format

Subject alternative name

Certificate validity period

Key usage

Key size (bits)

Hash algorithm

Root certificate

Extended key usage

SCEP Server URLs

Entrust PKlaaS - Customer Guide

Value

Select User.

The syntax of the certificate subject names. This field supports
the variables described in https://learn.microsoft.com/en-us/
mem/intune/protect/certificates-profile-scep

The value of each attribute in the certificate subject alternative
name. Optional.

The validity period of the certificates.

The key usage of the enrolled certificates.

Select 2048 or 4096 (Entrust PKlaaS does not support key sizes
below 2048).

Select SHA-2.

Select the root CA profile.

Select Client Authentication.

Paste one of the URLs obtained when Getting the Intune
Service URL.

7


https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep

@ ENTRUST

Assignments

On the Assignments page, select the user group of the Intune-enrolled devices.

Microsoft Endpoint Manager admin center

Group Members O Filter Filter mode

0 devices, 1 users None None

€ Home > Devices | Windows > Windows | Configuration profiles
{3l Trusted certificate
4]l Dashboard Windows 10 and later
= Al services
O Devices @ tBasic @ Configuration settings @ Assignments
S5 Apps Included groups
@ Endpoint security A, Add groups
Reports Groups
4 Users AA-PKlzaS-HCI
(2 G Excluded groups
& Tenant administration
K Troubleshooting + support @ When excluding groups, you cannot mix user and device groups across include and exclude. Click here to learn more about excluding groups.

Review and create

On the Review + create page, check the settings of the new profile and click Create to confirm the profile creation.

Enrolling user devices with the Intune Company Portal

When completing the Intune integration steps, download and install the Intune Company Portal to enroll your

device.

+ Enrolling Windows devices with the Intune Company Portal
+ Enrolling Android devices with the Intune Company Portal

+ Enrolling iOS devices with the Intune Company Portal
+ Enrolling MacOS devices with the Intune Company Portal

For more details, check the Microsoft Intune documentation at learn.microsoft.com/en-us/mem/intune/user-help

Enrolling Windows devices with the Intune Company Portal

Install the Intune Company Portal application to enroll your Windows device with Intune.

To enroll a Windows device with Intune

1. Download the Intune Company Portal app from the Microsoft Store:

https://apps.microsoft.com/store/detail/company-portal/9WZDNCRFJ3PZ
Log into the application with your Microsoft user credentials.

Follow the application instructions to enroll your device with Intune.
In the Windows Settings panel of your device, go to User accounts > Sync your settings.

orwn

Enable the device synchronization.

Enrolling Android devices with the Intune Company Portal

Install the Intune Company Portal application to enroll your Android device with Intune.

To enroll an Android device with Intune

1. Download the Intune Company Portal app from the Google Play Store:

https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal
2. Loginto the application with your Microsoft user credentials.

3. Follow the application instructions to enroll your device with Intune.

Entrust PKlaaS - Customer Guide

78


https://learn.microsoft.com/en-us/mem/intune/user-help/
https://apps.microsoft.com/store/detail/company-portal/9WZDNCRFJ3PZ
https://play.google.com/store/apps/details?id=com.microsoft.windowsintune.companyportal

@ ENTRUST

4. Wait while the installation process adds the application to:
« The Personal workspace.
« The Work workspace.

Enrolling iOS devices with the Intune Company Portal
Install the Intune Company Portal mobile application to enroll your iOS device with Intune.
To enroll an iOS device with Intune

1. Download the Intune Company Portal application from the App Store:
https://apps.apple.com/us/app/intune-company-portal/id719171358

2. Loginto the application with your Microsoft user credentials.

3. Follow the application instructions to enroll your device and install the Certificate Management Profile.

Enrolling MacOS devices with the Intune Company Portal
Enroll your MacOS device with the Intune Company Portal application as explained in the following guide.

https://learn.microsoft.com/en-us/mem/intune/user-help/enroll-your-device-in-intune-macos-cp

Renewing enrolled certificates

When close to expiring, the Microsoft Intune protocol automatically renews certificates on Windows and Android
devices. However, as reported in the Microsoft documentation, the iOS, iPadOS, and macOS devices have the
following issue.

Renewal behavior on i0S/iPad0OS and macOS: Certificates can only be renewed during the renewal threshold phase.
In addition, the device has to be unlocked while synching with Intune. If the renewal was not successful, the expired
certificate will remain on the device and Intune does not trigger a renewal anymore. Also, Intune does not offer an
option to redeploy expired certificates. Affected devices need to be excluded from the SCEP profile temporarily to
remove the expired certificate and request a new one.

() See https://learn.microsoft.com/en-us/mem/intune/protect/certificates-profile-scep for details on this
issue.

Therefore, to renew certificates on iOS, iPad, and macOS devices, you must:

1. Deselect the device on the Intune Company Portal application.
2. Reenroll the device on the Intune Company Portal.
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9 Automating MDM enrollment with an Entrust-hosted
Enrollment Gateway

Configure an Entrust-hosted Enrollment Gateway to operate as SCEP Server and process MDM (Mobile Device
Management) enrollment requests with PKlaaS Certification Authorities.

« MDM integration requirements

« Configuring MDM automation in Entrust Certificate Services
« Configuring MDM automation in Ivanti Mobilelron Cloud

« Configuring MDM automation in Jamf

« Configuring MDM automation in VMware Workspace ONE

MDM integration requirements

You must meet the following requirements to automate MDM enrollment with an Entrust-hosted Enrollment
Gateway.

 Entrust Certificate Services
« MDM providers
« Operating systems and devices

Entrust Certificate Services

You need an Entrust Certificate Services (ECS) Enterprise account with privileges to create an issuing Certification
Authority.

MDM providers
Enrollment integration is tested for this release with the following MDM providers.

o Jamf
« VMware Workspace One
« lvanti

Other MDM vendors that leverage dynamic SCEP are not validated yet. Please get in touch with customer support if
you run into any issues during integration.

& Static SCEP is not a secure protocol for a cloud service; therefore, PKlaaS does not support static-only
solutions like Google Endpoint Management and Chromebook OS. See Automating enrollment with an on-
premises Enrollment Gateway for how to connect these solutions with a generic SCEP server.

Operating systems and devices

Enrollment integration for this release is tested and validated with the following devices and operating systems.

Provider iPad iPhone MacOS Windows Android ChromeOS

Jamf 16.6 16.6 Ventura 13.5.1 N/A N/A N/A
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Provider iPad iPhone

Workspace ONE 16.6 16.6

Ivanti Mobilelron
Cloud

MacOS

Ventura 13.5.1

Windows Android ChromeOS

10and 11 13 N/A

Other devices and operating systems listed in the Jamf and Workspace One support documents should work but

have not been tested.

Configuring MDM automation in Entrust Certificate Services

Configure an Entrust-hosted Enrollment Gateway for MDM enrollment.

+ Configuring an Entrust PKlaaS issuing CA for MDM

+ Downloading the Entrust PKlaasS root CA certificate for MDM
« Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM
+ Getting Certificate Enrollment Gateway settings for MDM

Configuring an Entrust PKlaaS issuing CA for MDM

On the Entrust Certificate Services Enterprise portal, add the MDMWS service profile to either a new or an existing

issuing CA.

(@ SeeCreatinganissuing CA under an online root CA for how to create issuing CAs.

CERTIFICATE SERVICES
Enterprise
ENTRUST

Home Create w Certificates w

Add Private CA CA Information

All Private CAs

Serial Number:
Validity:

Signing Key RSA-4096+SHAS12

Details:

CA GW Credentials Root CA: ABC First Root CA
Enrollment Gateways Status: Active
CA Type: Issuing
Region: US East (N. Virginia)
Subject DN: cn=ABC Issuing CA
Issuer DN:

! Buy

Sites  Reports e  Administration v Help w  Entrust Admin w

cn=ABC First Root CA, 0=ABC, st=California, c=US
6976183E76EDEE47DISFEQCEFT4CEETA

From Feb 7, 2023 to Feb 4, 2033

Friendly Name: * ABC Issuing CA 2

CA Identifier:
Services: MDMWS @
Service Profiles: v MDMWS

ecsa8x2umd7a8z-qgti7uodjtetkm

mdmws-digital-signature
mdmws-digital-signature-key-encipherment

mdmws-digital-signature-key-encipherment-cli

2% Messages
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Downloading the Entrust PKlaaS root CA certificate for MDM

After Configuring an Entrust PKlaaS issuing CA for MDM, download the certificates of the root and issuing CAs. You

will use these certificate when:

« Configuring MDM automation in Jamf
« Configuring MDM automation in VMware Workspace ONE

() SeeDownloadinga CA certificate to download CA certificates from the Entrust Certificate Services

Enterprise portal.

Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM

On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process

MDM requests.

To configure Entrust Certificate Enrollment Gateway for MDM

1. Loginto cloud.entrust.net

CERTIFICATE SERVICES
Enterprise
ENTRUST

Home Create v

Get Started | Summary | % Detailed | ©
COINPIELE FTOUUCL & ACCOUNL SELUp

Code Signing

Document Signing

Certificates w Sites Reports w

Set up SSL/TLS

The various certificate types require different kinds of veriff
(OV) and you must have at least one approved Domain,

EV certificates require the addition of Extended Validation
Signing Automation and PSD2 verification
Service Note: If a verification step shows the Declined status, you 4
Verification team at: ECSVerification@Entrust.com
Remote Sighing Service
Steps
SMIME Enterprise 1. Submit your Organization for verification
" 2. Submit a domain for verification
Verified Mark
3. Submit your EV information for verification
PKlaaS 4. Submit your Qualified information for verification
5. Submit your PSD2 information for verification
6. Create your Certificate

Administration v Help v Entrust Admin w

Inventory

User Management
Group Management
OU Management
Domain Management
Client Management |, you must complete Organization Validation
PKlaa$ Management

re two additional steps beyond EV: Qualified

Signing Automation

Public URLs
again. For more help, contact the Entrust

Advanced Settings

Discovery Scanner Status
¥ APPROVED
APPROVED
APPROVED

APPROVED

NOT STARTED

+ o+ 4+ + 4+

2. Inthe menu bar, select Administration> PKlaaS Management.

3. Inthe navi

CERTIFICATE SERVICES

Enterprise

ENTRUST

Add Private CA

All Private CAs

@ Add Enroliment Gateway

Type

ation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

Home Create w Certificates w Sites Reports w Administration v Help - Entrust Admin w

Certificate Authority

CA GW Credentials Actions |
Enrollment Gateways o

L]

°

Enroliment Gateway for Intune
Enroliment Gateway for Intune

Enroliment Gateway for Intune

ABC Issuing CA
Tim's Issuing CA

Tim's Issuing CA
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4. Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

CERTIFICATE SERVICES

. Bu % Messages
Enterprise ! y L] c
ENTRUST
Home Create w  Certificates w  Sites Reports w  Administration v Help w  Entrust Admin w
Add Private CA Add Certificate Enroliment Gateway

All Private CAs
o Entrust Hosted Certificate Enroliment Gateway runs on Entrust servers to offer enrollment protocol
CA GW Credentials inside your enterprise. To set up your Entrust Hosted Enrollment Gateway to get certificates from tl
and gateway type, fill out fields and click Submit.

Enrollment Gateways
Note: If you have an application that uses the CA Gateway API directly, do not add an Enrollment G
Credentials and select Generate CA Gateway Credential.

Enroliment Gateway Information

Gateway Location: O Customer Hosted ® Entrust Hosted
Certificate ABC Issuing CA 3 M
Authority:
Type: Enrollment Gateway for MDM-WS &
Digital ID Information
Profile ID *  mdmws-digital-signature W
RDN Format

+
| CN=<varl> <iggroup> <devicetype> |

Parent DN " | OU = PKlaas, C=CA |

<+ Add digital Id
=

5. Configure the following settings.
« Gateway Location
« Certificate Authority
* Type
« Profile ID
+ RDN Format
+ Parent DN
6. Optionally, click Add digital Id to add new identifier information.
Click Submit.
8. Click OK in the Add Enrollment Gateway Confirmation dialog and wait while the Entrust Certificate
Services provision the new Certificate Enrollment Gateway.
9. Click OK on the Enrollment Gateway Request Submitted dialog.

~

Gateway Location
Select Entrust Hosted.

Certificate Authority

Select the Certificate Authority described in Configuring an Entrust PKlaa$S issuing CA for MDM.

Type
Select Enrollment Gateway for MDM-WS.
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Profile ID

Select the CA profile for issuing the enrolled certificates.

RDN Format

The Relative Distinguished Name (RDN) format to build certificate Subject Names. This field supports custom
variable names using the <variable> syntax - for example:

CN=<varl> <var2> <var3> SampleStaticText

© Entrust PKlaaS will only process enrollment requests containing values for all variables defined in this
field.

Jamf enrollment requests will always contain values for the following RDN variables, even if this field does not
define them.

Variable Value

igusername The name of the device user.
iggroup The group of enrolled devices.
devicetype The type of enrolled device.

To make use of these RDN variables on Jamf, define an RDN format like the following.

CN=<dgusername> <iggroup> <devicetype>

() See Configuring MDM automation in Jamf for how to add custom variables outside of the above variables.

Parent DN

The parent Distinguished Name (DN) for building the RDN of a certificate. Specifically, the selected value is
appended to the end of the Subject DN after the RDN Format variables have been processed.

Getting Certificate Enrollment Gateway settings for MDM

After Configuring an Entrust-hosted Certificate Enrollment Gateway for MDM, click on the name of the Certificate
Enrollment Gateway to display the CEG Information page.
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CERTIFICATE SERVICES

: )
" Bu Messages Support Chat
Enterprise ! Y = 9 & SUPP '
ENTRUST
Home Create w Certificates w Sites Reports v Administration v Help v
Add Private CA CEG Information
Al Private CAs
CA GW Credentials Gateway Location: Customer Hosted © Entrust Hosted
Enrollment Gateways Certificate Authority: [ aBC Issuing CA |
Enroliment Gateway ‘ MDMWS ‘
Type:
Basic Auth Show Shared Credentials
Credentials:
Digital ID Information
Rame ‘ b9uls g iizh ‘
Profile ID: *  mdmws-digital-signature-key-encipherment
RDN Format * [ en=<vari> <iggroup> <devicetype> J
Barsat DO ‘ ou=pkiaas, c=CA ‘
SCEP URL: https:/mdm.pkiaas.entrust com/mdm/scep/ecsm w/b9 zh B
MDM-WS URL: https;/mdm.pkiaas.entrust.com/mdm/mdmws/ec nsuw
@ Remove digital Id

Copy the following values to use later when Configuring MDM automation in Jamf.

+ Basic Auth Credentials

+ Digital ID Information / Name

+ Digital ID Information / SCEP URL

+ Digital ID Information / MDM-WS-URL

Basic Auth Credentials
Click Show Shared Credentials to copy the UserID and the Password.

Digital ID Information / Name

Copy your digital configuration name.

Digital ID Information / SCEP URL
Copy the URL of the SCEP enrollment web service.

US region

https://mdm.pkiaas.entrust.com/mdm/scep/{accountId}/{name}

EU region

https://mdm.eu.pkiaas.entrust.com/mdm/scep/{accountId}/{name}

Where {accountId} isyouraccountidentifierand {name} isyour digital configuration name.

Digital ID Information / MDM-WS-URL
Copy the URL of the MDM enrollment web service.
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US region

https://mdm.pkiaas.entrust.com/mdm/scep/{accountId}

EU region

https://mdm.eu.pkiaas.entrust.com/mdm/scep/{accountId}

Where {accountId} isyouraccountidentifier.

Configuring MDM automation in Ivanti Mobilelron Cloud

When using Mobilelron as MDM provider, the enrollment automation supports the following protocols.

« The PKI protocol for Entrust MDMWS PKCS #12 enrollment.
« The Simple Certificate Enrollment Protocol (SCEP).

See below the MDMWS certificate profiles supported by each protocol.

() Mobilelron Cloud is addressing the limitations in its SCEP implementation to ensure full support for all
profiles.

Profile

)
e

SCEP

)

mdmuws-digital-signature

mdmws-digital-signature-key-encipherment

mdmws-digital-signature-key-encipherment-clientauth

mdmws-key-encipherment

mdmws-non-repudiation

mdmws-p12-digital-signature

mdmws-p12-digital-signature-key-encipherment

mdmws-pl2-digital-signature-key-encipherment-clientauth

O O 0 0 0 0 0 © ©
O O 0 0 © 0 © ©

mdmws-p12-key-encipherment
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Profile PKI SCEP

mdmws-p12-non-repudiation (v) (v)

Follow the steps below to automate MDM enrollment in Mobilelron.

« Adding Entrust as issuing certificate authority in Mobilelron Cloud
« Adding an identity certificate in lvanti Mobilelron Cloud

Adding Entrust as issuing certificate authority in Mobilelron Cloud
Add and configure Entrust as an issuing certificate authority in Mobilelron to automate MDM enrollment.
To add Entrust as issuing certificate authority in Mobilelron

1. Loginto the Mobilelron Cloud portal.
2. Go to Admin > Infrastructure> Certificate Management.

vant  MDM Admin Infrastructure
Formerty Mobilglron Cloud
Dashboard System Access
Infrastructure App Lists
Users
Identity Audit Trails
Devices
Apple Certificate Management
Apps
Windows Derived Credential Providers
Content
Microsoft Azure Connector
Configurations
Google Help@Work
Policies Firmware Management LDAP
,‘i Admin Scripts Sentry

Entrust PKlaaS - Customer Guide



@ ENTRUST

3. Inthe Certificate Management pane, click the Add button of the Certificate Authority tab.

ivanti Admin / Infrastructure / Certificate Management

neurons M DM

Formerty Mobillron Cloud

Certificate Management

|
Dashboard Show Description

2 Users
0 Devices Certificate Authority ssued Cerlificates User Provided Certificates
mm Apps
Creating a certificate authority (CA) allows you to generate self-signed certificates to be used b
N Note: CAs with associated ceriificates can only be disabled, but not deleted. To delete such CAs, remove all tf
= Content
+ Add
. Configurations
STATUS NAME TYPE DATE CREATED
5= Policies
oN CEG-AWS Cloud June 1, 2022
I“ Admin oN CEG-AWS-Taha Cloud September 13, 2023
oM MDMWS-AS Cloud September 13, 2023

4. Inthe Add Certificate Authority dialog, click Continue under Connect to a publicly-trusted Cloud
Certificate Authority.

Connect to a publicly-trusted Cloud Certificate Authority

Use this option to connect to your public CA's certificate issuance cloud.

5. Inthe Create a Cloud Certificate Authority dialog, configure the following settings.
+ Name
« Select Cloud CA
» Description
« Enter URL
+ Enter Username
« Enter Password
« Group
« Cache Identitities on Mobilelron Cloud
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@ Create a Cloud Certificate Authority

- =y

Name

Entrust
. y

Select Cloud CA

Entrust hd

Description

Enter URL 0]
Enter Usermame 0]
Enter Password 0]

Group

Cache ldentities on Ivanti Neurons for MDM

Full identities will be stored on Ivanti Neurons for
MDM instead of being generated each time

|"’-7-\|
| ¢ Back )
M _/

6. Add the MDM configuration described in the following sections.

« Name

+ Select Cloud CA

+ Description

« Enter URL

« EnterUsername

« Enter Password

« Group

« Cache Identitities on Mobilelron Cloud

Name

Enter a name for the Entrust CA

Select Cloud CA

Select Entrust.

Description

Add an optional description for the Entrust CA.
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Enter URL
Enter the following URL.

[

Enter Username

Enter

Enter Password
Group

Cache ldentitities on Mobilelron Cloud

Adding an identity certificate in lvanti Mobilelron Cloud
Add an identity certificate in Mobilelron to automate MDM enrollment.
To add an identity certificate in Mobilelron

1. Loginto the Mobilelron Cloud portal.
2. Go to Configurations > Click Add.

mobileiron Dashboard / Querview

CLOUD

B Dashhoard

0 Devices
EE  nps
= Content
s Configurations

@
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3. Click Identity certificate to display the Create Identify Certificate Configuration dialog.

Configuration Setup mac =

Certificate Distribution

Dynamically Generated b

“
Profile ID dualusage_nordn ~
Profile description
Application
description
Subject Alternate Name RFC 822 Name | v ®
TIPS The 1 of a subject alternative name

|| F{user _]

${userCM}
${userDN}

| ${userDisplayMame}
${userEmailAddressDomain}

${userEmailAddressLocalPart) |
bificate

${userEmailAddress)

4. Configure the following settings.
« Certificate Distribution
« Source
« Profile ID
« Profile description
« Application description
« Subject Alternate Name

+ Type

Certificate Distribution

Select Dynamically Generated.

Source

Select ??

Profile ID

Select ??

Profile description

Add an optional description of the enrollment profile.

Application description

Add an optional description of the enrollment application.
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Subject Alternate Name

Select RFC 822 Name.

Type

Select the following placeholders.

${user}

${userEmailAddress}

Configuring MDM automation in Jamf

Jamfis a cloud service for managing Apple devices such as Mac, iPad, or iPhone. When enrolling these devices, the
SCEP Payload must include the settings described in:

https://support.apple.com/guide/deployment/scep-payload-settings-dep495a6d79/web

If using Jamf as MDM provider, configure and install a profile as described below.

To configure and install a MDM profile in Jamf

1.

2.

3.
4.

Login into the Jamf administration portal.

Mobile Devices

Configuration Profiles

&, Configuration Profiles

Select:

« Computer to create a profile for enrolling Apple computers such as MacBooks.

« Device to create a profile for enrolling iPhones, iPads, etc.
On the sidebar, click on Configuration profiles.
In the Configuration Profiles page, click New.
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5. Onthe New Mobile Device Configuration Profile page, click New to display the New Mobile Device
Configuration Profile form.

Mobile Devices : Configuration Profiles

« New Mobile Device Configuration Profile

General

Category Catogory to add the p

None =

Level Level at which to apply the profile

Device Level ~

Distribution Method Mathod to use for distributing the profile

Install Automatically

6. Configure the following settings.
« Options / General
« Options / SCEP
« Options/ Certificate
« Scope
7. Click Save.
8. To enroll devices, users must login to Jamf and follow the prompts for enrollment.
« Depending on how Jamf was configured, users may or may not be prompted to download and install
CA Certificates.
« Users will be prompted to download and install a profile.
+ Wait while the device is enrolled. Certificates will automatically be issued during enrollment.

Options / General

Click General on the Options tab and configure the following settings.
Setting Value Mandatory
Name Write a profile name to display on the device. o
Description Write a description of the profile purpose. Q
Category Select a profile category. Q
Level Select Device Level. (v
Distribution Method Select Install Automatically. (v

Options / SCEP

Click SCEP on the Options tab and configure the following settings.
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« URL

« Name

« Redistribute Profile

« Subject

« Subject Alternative Name Type
« Retries

« Retry delay

« Challenge type

« Entrust Web Service URL

« Administrator Username

« Administrator Password

« Verify Password

« Digital ID Configuration Name
« Group Name

« RDN Variables

+ KeySize

« Use asdigital signature

« Use for key encipherment

« Fingerprint

URL

Paste the SCEP URL value obtained when Getting Certificate Enrollment Gateway settings for MDM.
Mandatory: Yes.

Name
Enter the name of the SCEP service to display on the device.

Mandatory: Yes.

Redistribute Profile
Select Never.

Mandatory: Yes.

Subject

Enter the Subject Distinguished Name to include in the Certificate Signing Requests (CSRs). The enrollment process
will ignore this dummy value and use instead the Digital ID Information selected when Configuring an Entrust-
hosted Certificate Enrollment Gateway for MDM.

Mandatory: Yes.

Subject Alternative Name Type
Select the type of Subject Alternative Name.
Mandatory: No.

Retries

Select the maximum number of retries after a PENDING response.
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Mandatory: No.

Retry delay
Select the period between retries.

Mandatory: No.

Challenge type
Select Dynamic Entrust.

Mandatory: Yes.

Entrust Web Service URL
Paste the MDM-WS-URL value obtained when Getting Certificate Enrollment Gateway settings for MDM.
Mandatory: Yes.

Administrator Username
Paste the User ID value obtained when Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Administrator Password
Paste the Password value obtained when Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Verify Password
Paste the Password value obtained when Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Digital ID Configuration Name
Paste the Name value obtained when Getting Certificate Enrollment Gateway settings for MDM.

Mandatory: Yes.

Group Name
Enter a name for the group.

Mandatory: When the RDN Format template described in Configuring an Entrust-hosted Certificate Enrollment
Gateway for MDM includes the <iggroup> variable. Jamf will automatically map this Group Name to the

<iggroup> variable.

RDN Variables

Enter a value for each variable evaluated by the RDN Format template described in Configuring an Entrust-hosted
Certificate Enrollment Gateway for MDM. To use Jamf dynamic values, insert the following variables:
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« Payload Variables for Computer Configuration Profiles
+ Payload Variables for Device Configuration Profiles

Omit the following variables from the list of RDN Variables.

+ <igusername>
« <devicetype>

These two variables do not need to be added because Jamf always provides values for these variables.

Mandatory: Yes.

Key Size
Select one of the following values.

« 2048
« 4096

& Entrust PKlaaS does not support key sizes below 2048.

Mandatory: Yes.

Use as digital signature
Check to use the enrolled certificates for signing data.

Mandatory: No.

Use for key encipherment
Check to use the enrolled certificates for ciphering keys.

Mandatory: No.

Fingerprint
Paste the SHA-256 fingerprint (in hexadecimal format) of the whole root CA certificate in DER binary encoding (not
in PEM). You can obtain this value from the certificate properties or run the following commands.

Windows

certutil -hashfile rootca.der SHA256

MacOS

openssl x509 -fingerprint -sha256 -noout -in rootca.crt | sed "s/[:]1//g"

Mandatory: Yes. It is recommended to always configure this field when possible.
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Options / Certificate

Click Certificate on the Options tab and configure the following settings.

Settings Value Mandatory
Certificate Name Write a name for the certificate. (v)
Select certificate option Click Upload (v)
Certificate Upload the certificate file obtained when (v)

Downloading the Entrust PKlaa$S root CA
certificate for MDM.

Scope

Configure the following settings on the Scope tab.

Setting Value Mandatory
Target Mobile Devices Mobile devices to assign the profile to. (v)
Target Users Users to distribute the profile to. (v]

Configuring MDM automation in VMware Workspace ONE
When using VMware Workspace ONE as MDM provider, the enrollment automation supports the following protocols.

» The PKI protocol for Entrust MDMWS PKCS #12 enrollment.
+ The Simple Certificate Enrollment Protocol (SCEP).

See below the MDMWS certificate profiles supported by each protocol.

Profile PKI SCEP
mdmws-digital-signature
mdmws-digital-signature-key-encipherment
mdmws-digital-signature-key-encipherment-clientauth

mdmws-key-encipherment

O 0 0 0 ©
O & & O

mdmws-non-repudiation
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Profile

mdmws-p12-digital-signature

mdmws-p12-digital-signature-key-encipherment

mdmws-p12-digital-signature-key-encipherment-clientauth

mdmws-p12-key-encipherment

mdmws-p12-non-repudiation

See below for additional protocol differences.

Private key

Certificate information

CSR challenge
passwords

Enrollment request

Entrust PKlaaS - Customer Guide

PKI

Generated by the Entrust CA and
delivered to Workspace One as a PKCS
#12. Workspace One delivers the
resulting private key and certificate to
the managed device.

Provided to the Entrust CA using the
MDMWS API.

Not used.

Submitted by Workspace One.

O O 0 0 0
O 0 & O

SCEP

Generated along with the CSR by the
managed device

Contained within the CSR.

Workspace One:

1. Requests challenge passwords
from the MDMWS API of the
Entrust CA.

2. Provides the challenge password
to the managed devices.

The devices embed the challenge
password into the CSR for SCEP
enrollment.

Submitted by the managed devices to the
SCEP endpoint of the Entrust CA.
Optionally, you can use Workspace One
as SCEP Proxy to perform SCEP against
Workspace One instead of the Entrust

CA.
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PKI SCEP

Support status Fully supported

Follow the steps below to automate MDM enrollment in VMware Workspace ONE.

+ Adding a Certificate Authority and a Request Template for MDM automation in VMware Workspace ONE
+ Adding a profile for trusted certificates in VMware Workspace ONE

« Adding a PKI profile for MDM automation in VMware Workspace ONE

« Adding a SCEP profile for MDM automation in VMware Workspace ONE

» Testing MDM automation in VMware Workspace ONE

Adding a Certificate Authority and a Request Template for MDM automation in
VMware Workspace ONE

Add a Certificate Authority and a request template for MDM automation in VMware Workspace ONE.

To add a Certificate Authority and a request template

1. Loginto your Workspace ONE UEM (Unified Endpoint Management).
2. Inthe sidebar menu, go to Groups & Settings > All Settings.

&
GETTING Groups > Groups & Settings
STARTED
All Settings = i
< Groups & Settings
n Configurations
et Manage advanced console-wide settings
Integrations
MONITOR GI’OLIpS
Create and manage custom named groups for s
g -
Hevices All Settings
Setup, installation, Console settings, and other 4
Configurations
RESOURC
RS Establish the foundational settings, customizati
& Integrations
AN Set up and configure the 3rd Party Integration t
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3. Inthe All Settings pop-up, go to System > Enterprise integration > Certificate Authorities.

Settings

~ System
Getting Started
Branding
v Enterprise Integration

Content Gateway
Certificate Authorities
Cloud Connector
Directory Services

Email (SMTP)

VMware Tunne

SEDEMO assalya

system )  Enterprise Integration

Certificate Authorities @

Certificate Authorities Request Templates

Certificate Authority SEerver

4. Configure the following settings.
« Certificate Authorities
« Request Templates

Certificate Authorities

In the Certificate Authorities tab, click ADD to configure a new CA.

Setting

Name

Description

Authority Type

Protocol

Server URL

Username

Password

Entrust PKlaaS - Customer Guide

Value

Enter a name for the CA in the VMware environment.

Enter an optional description for the CA in the VMware
environment.

Select Entrust.

Select the SCEP or PKI protocols described in Configuring MDM
automation in VMware Workspace ONE.

Paste the MDM-WS URL value described in Getting Certificate
Enrollment Gateway settings for MDM.

Paste the UserID value described in Getting Certificate
Enrollment Gateway settings for MDM.

Paste the Password value described in Getting Certificate
Enrollment Gateway settings for MDM.
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Setting Value

SCEP Endpoint URL When Protocol is SCEP, paste the SCEP URL value described in
Getting Certificate Enrollment Gateway settings for MDM.

Click TEST CONNECTION to check the connection with the Entrust CA, and SAVE to save the new CA settings.

Request Templates

In the Request Templates tab, click ADD to configure a new template for the CA.

Setting Value
Name Enter a name for the template in the VMware environment.
Description Enter an optional description for the template in the VMware

environment.

Certificate Authority Select the name of the CA previously created in the Certificate
Authorities tab.
Managed CA Select the CA name described in Getting Certificate Enrollment

Gateway settings for MDM.

Profile name Select the value of the Digital ID Information /| Name value
described in Getting Certificate Enrollment Gateway settings for
MDM.

<field> Configure the RDN Format variables defined in Configuring an

Entrust-hosted Certificate Enrollment Gateway for MDM. You can
provide static text or click the 0 symbol and select a Workspace

Onevariable.
vari |{DeviceP\atform} |
var2 |{EmaiIAddress} |
iCImdinuomaing domain -
o \ User Email
{EmailUserName} -
Username
User Email
Emailaddress
{ } Address
{EnrollmentUser} Username
{EnrollmentUserld} User ID -
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Click SAVE to save the new template settings.

Adding a profile for trusted certificates in VMware Workspace ONE

Profiles with the User Profile context do not support uploading certificates to the Trusted Root certificate store.

Therefore, you must create a profile with the Device Profile context and the following settings.

& When creating a Workspace One profile with the User Profile context, assign them to the same Smart
Group. This way, the devices managed by the user profile will trust the CA certificate chain of the device
profile.

To add a device profile in Workspace One

1. In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

n Resources $» Profiles & Baselines
FREESTYLE
Profiles
Profiles
MONITOR Baselines Filters »
SDK Profiles Profile Details | Add Profile ads
0 O
Profile Resources Upload Profile
DEVICES
Settings Batch Import

Device Updates

RESOURCES

Sensors

2. Inthe content pane, click Add > Add Profile.
3. Follow the wizard pages described below.
Add Profile

Select Device Type

Select Context

General

Credentials

Add Profile

Click on the name of the platform running the enrollment device.

Entrust PKlaaS - Customer Guide

102



@ ENTRUST

Add Profile

Select a platform to start:

Android Apple i0S

Windo%

windows Desktop

Android (Legacy)

Apple macOS

Linux

Select Device Type

Click on the type of enrolled device.

Select Device Type

Windows Desktop

Passwaord WI-FI

VEM Credentlals

Restrictions Defender Explolt
Guard

Data Protection windows Hello

Select Context

Click on Device Profile to enroll devices.

Select Context

a L0

User Profile Device Profile
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General

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value
Name Enter a name for the profile.
Smart Group Select the smart group containing the managed users or devices.
28 EntrustHosted-DualUsage-Windows-Device
Password ‘ @ Workflows that include this profile, use the assignment and deployment settings defined in that workflow.
Wi-Fi
VPN Name * EntrustHosted-DualUsage-Windows-Device
Credentials (3] Jermon o
Restrictions o
Defender Exploit Desc ription
Guard
Data Protection Deployment Managed
Windows Hello
Assignment Type Auto
Firewall Allow Removal Always
Anti-Virus o o o
Encryption -
Windows Updates _ S N B
gacy) Smart Groups Start typing to add a group a
Windows Updates
Exclusions NO YES
Proxy
OEM Updates
SCEP .
Credentials

Click Credentials in the sidebar menu to configure the user credentials.

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.
Certificate Store Select Trusted Root.

Adding a PKI profile for MDM automation in VMware Workspace ONE
See below for creating an MDM automation profile to issue certificates with the PKI protocol.

To add a PKI profile in Workspace One
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1. In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

n Resources $» Profiles & Baselines
FREESTYLE
Profiles
Profiles
RON Baselines Filters » ADD v
SDK Profiles Profile Details | Add Profile ads
0 &
Profile Resources Upload Profile
DEVICES
Settings Batch Import

e Device Updates

RESOURCES

Sensors

2. Inthe content pane, click Add > Add Profile.
3. Follow the wizard pages described below.
« Add Profile
Select Device Type
Select Context
General
Credentials

Add Profile

Click on the name of the platform running the enrollment device.

Add Profile

Select a platform to start:

Android Apple 105 Apple macOs
1|
ul
\J\fincﬁcngzj Android (Legacy) Linux
Windows Desktop
Select Device Type

Click on the type of enrolled device.
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Select Device Type

Windows Desktop

Password WI-FI
VPH Credentlals
Restrictions Defender Explolt
Guard
Data Protection windows Hello
Select Context

Click on User Profile to enroll users or Device Profile to enroll devices.

Select Context

a L0

User Prafile Device Profile

General

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value
Name Enter a name for the profile.
Smart Group Select the smart group containing the managed users or devices.

Entrust PKlaaS - Customer Guide 106



a8 EntrustHosted-DualUsage-Windows-Device
= "
Password ‘ @ Workflows that include this profile, use the assignment and deployment settings defined in that workFflow.
Wi-Fi
VPN Name * EntrustHosted-DualUsage-Windows-Device
Credentials (3] y
Version
Restrictions
Defender Exploit Description
Guard
Data Protection Deployment Managed
Windows Hello
Assignment Type Auto
Firewall (Legacy)
Firewall Allow Remaval Always
Anti-Virus
Managed By Andrew
Encryption
Windows Updates -
(Legacy) Smart Groups Start typing to add a group a
Windows Updates
Exclusions NO YES
Proxy
OEM Updates —
SCEP

Click Credentials in the sidebar menu to configure the user credentials.

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.

Certificate Store Select Personal or Intermediate for profiles with the User

Profile context.

Select Trusted Root for profiles with the User Device context.
Click the o symbol to create a new credential with the following settings.

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Authority Select the CA configured in Adding a Certificate Authority and a
Request Template for MDM automation in VMware Workspace

ONE.
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Field

Certificate Template

Key Location

Certificate Store

Value

Select the request template configured in Adding a Certificate

Authority and a Request Template for MDM automation in VMware

Workspace ONE.

Specify the location for the issued
certificate: Software or Hardware.

Enter the name of the certificate store.

Adding a SCEP profile for MDM automation in VMware Workspace ONE

See below for creating an MDM automation profile to issue certificates with the SCEP protocol.

To add a SCEP profile in Workspace One

1.

11

FREESTYLE

Profiles

MONITOR Baselines

SDK Profiles

8]

DEVICES

Settings

Device Updates

RESOURCES

Sensors

In Workspace One, navigate to Resources > Profiles & Baselines > Profiles.

Profile Resources

Resources $» Profiles & Baselines

Profiles

Profile Details | Add Profile ads

Y

Upload Profile

Batch Import

2. Inthe content pane, click Add > Add Profile.
3. Follow the wizard pages described below.

« Add Profile

« Select Device Type
+ Select Context

« General

« Credentials

« SCEP

Add Profile

Click on the name of the platform running the enrollment device.
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Add Profile

Select a platform to start:

Apple macOS

Android Apple i0S
1
=i
Windo% Android (Legacy) Linux
windows Desktop
Select Device Type

Click on the type of enrolled device.

Select Device Type

Windows Desktop

Passwaord WI-FI

VEM Credentlals

Restrictions Defender Explolt
Guard

Data Protection windows Hello

Select Context
Click on User Profile to enroll users or Device Profile to enroll devices.

Select Context

a L0

User Profile Device Profile
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General

Click General in the sidebar menu to configure the following settings in the content pane.

Field Value
Name Enter a name for the profile.
Smart Group Select the smart group containing the managed users or devices.

28 EntrustHosted-DualUsage-Windows-Device

frororees ]
=

General

Password

‘ @ Workflows that include th

is profile, use the

assignment and deployment settings defined in that workflow.

Wi-Fi
VPN Name * EntrustHosted-DualUsage-Windows-Device
Credentials (3]

Version 16
Restrictions
Defender Exploit Description
Guard
Data Protection Deployment Managed
Windows Hello

Assignment Type Auto

(Legacy)

Allow Removal Always
Anti-Virus

Managed By Andrew
Encryption
Windows Updates _ -
(Legi Smart Groups Start typing to add a gr a
Windows Updates

Exclusions NO YES
Proxy
OEM Updates
SCEP

m CAncE

Click Credentials in the sidebar menu to configure the user credentials.

Field Value

Credential Source Select Defined Certificate Authority.

Certificate Upload separately the certificates of the root and issuing CAs.

Select Personal or Intermediate for profiles with the User
Profile context.

Certificate Store

Select Trusted Root for profiles with the User Device context.

SCEP

Click SCEP in the sidebar menu to configure the following settings in the content pane.
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Field Value

Credential Source Select Defined Certificate Authority.

Certificate Authority Select the CA configured in Adding a Certificate Authority and a
Request Template for MDM automation in VMware Workspace
ONE.

Certificate Template Select the request template configured in Adding a Certificate
Authority and a Request Template for MDM automation in VMware
Workspace ONE.

Key Location Specify the location for the issued

certificate: Software or Hardware.

Testing MDM automation in VMware Workspace ONE
Test the MDM automation in VMware Workspace ONE after completing the configuration steps.
To test MDM automation in VMware Workspace ONE

1. Open a browser at https://getwsone.com

2. Download the VMware Workspace ONE Intelligent Hub application.
3. Install the application on the device you want to enroll.

4. Loginto the VMware Workspace ONE Intelligent Hub.

& The user must belong to the Smart Group selected when adding the profile.
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5. Click Sync Device.

Workspace ONE Intelligent Hub

Basic

DMSPCEGWS1AAO3

® Enrolled

® No compliance set

Sync has completed

Last Sync: 7/24/2023 12:13:45 PM

Support
555-123-4567
Email Support
Collect Logs
Hub Status

Enrollment
Enrolled server

Enrolled group 1D

Network
Internet access

UEM server

Device
Serial number

Encryption

Entrust PKlaaS - Customer Guide

112



@ ENTRUST

10 Automating WSTEP enrollment with an Entrust-hosted
Enrollment Gateway

Entrust PKlaaS integrates into Microsoft Active Directory environments to automate enrollment with the following
Microsoft protocols.

Protocol Purpose See
X.509 Certificate Enrollment Defines the interactions between a learn.microsoft.com/en-us/
Policy Protocol (MS-XCEP) requesting client and a responding server openspecs/

to exchange a certificate enrollment policy, = windows_protocols/ms-xcep
which is the collection of certificate

templates and certificate issuers available

to the requestor for X.509 certificate

enrollment.
WS-Trust X.509v3 Token Define the message formats and server learn.microsoft.com/en-us/
Enrollment Extensions (MS- behavior to manually or automatically openspecs/
WSTEP) enroll X.509 certificates for users and windows_protocols/ms-wstep
computers.

See below for the required configuration steps.
« WSTEP enrollment requirements
+ Planning your WSTEP deployment
« Configuring WSTEP automation in Entrust Certificate Services
+ Preparing the Active Directory forest for WSTEP
+ Configuring WSTEP automation on the PKlaa$ portal
+ Enabling WSTEP for users and devices
+ Managing Microsoft certificate templates in Active Directory
« Managing on-premises PKlaa$S Virtual Machines
+ Troubleshooting WSTEP enrollment issues

WSTEP enrollment requirements

See below the requirements to automate WSTEP enrollment with an Entrust-hosted Enrollment Gateway.

« ECS account requirements for WSTEP enrollment
« PKlaaS Virtual Machine requirements
« Windows requirements for WSTEP enrollment

ECS account requirements for WSTEP enrollment

Automating WSTEP enrollment requires creating an Entrust Certificate Services (ECS) Enterprise user account, as
explained in Creating a user with PKlaa$ roles. Assign to this user one of the following roles.

« PKlaaS Administrator
« PKlaaS CA Administrator

Both roles grant permissions to:

« Create CA
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« Add Enrollment Gateway

To enable the WSTEP certificate profiles, this user must add the Active Directory Service to an issuing CA, as later

explained in Configuring an Entrust PKlaa$S issuing CA for WSTEP.

PKlaa$ Virtual Machine requirements
The on-premises installation of the Entrust PKlaaS Virtual Machine has the following requirements.

« Network requirements for the PKlaaS Virtual Machine
« VMware requirements for the PKlaaS$ Virtual Machine

Network requirements for the PKlaa$S Virtual Machine
The PKlaaS$ Virtual Machine has the following network requirements.

« PKlaaS Virtual Machine connection settings
« PKlaaS Virtual Machine outbound access to Active Directory
« PKlaaSs Virtual Machine outbound access to the Oracle Yum server
« PKlaaS Virtual Machine outbound access to the PKlaaS package repository
« PKlaaS Virtual Machine outbound access to Entrust PKlaaS
PKlaaS Virtual Machine connection settings
The connection of the PKlaaS Virtual Machine requires:
« The NAT (Network address translation) mechanism.
« A DHCP server with configured DNS.

PKlaas Virtual Machine outbound access to Active Directory

Grant the PKlaa$ Virtual Machine the following outbound access to:

+ The Active Directory DNS servers (to query SRV DNS records for the FQDN of Active Directory Domain

controllers).

+ The Active Directory LDAP or LDAPS service (to look up information on Microsoft certificate templates, Active

Directory users, and Active Directory machines).

See below for the required outbound ports.

Target port Protocol Application Target service

53 TCP/UDP DNS Active Directory DNS

389 TCP LDAP Active Directory secured with
StartTLS

636 TCP LDAPS Active Directory

& Ifan attempted LDAPS connection fails, the PKlaaS Virtual Machine switches to LDAP port 389 and

attempts to use StartTLS (because plaintext LDAP is not supported).
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PKlaaS Virtual Machine outbound access to the Oracle Yum server

Grant the PKlaaS Virtual Machine the following outbound access to the Oracle Yum server.

yum.oracle.com
Target port Protocol Application

443 TCP HTTPS

PKlaaS$ Virtual Machine outbound access to the PKlaa$S package repository

Grant the PKlaaS Virtual Machine access to the package repository.
EU region

pkiaas-eu-prod-rpm.s3.eu-central-1.amazonaws.com

US region

pkiaas-prod-rpm.s3.us-east-1.amazonaws.com
Target port Protocol Application

443 TCP HTTPS

PKlaaS Virtual Machine outbound access to Entrust PKlaaS

Grant the PKlaaS Virtual Machine access to the Entrust PKlaaS services.
EU region

idp.eu.pkiaas.entrust.com
satellit.eu.pkiaas.entrust.com
wstep.eu.pkiaas.entrust.com

US region

idp.pkiaas.entrust.com
satellit.pkiaas.entrust.com
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wstep.pkiaas.entrust.com
Target port Protocol Application

443 TCP HTTPS

VMware requirements for the PKlaaS Virtual Machine

Entrust distributes the PKlaaS Virtual Machine as an OVA (Open Virtual Appliance) file. To deploy this virtual
machine on-premises, you need a VMware virtualization platform with the following requirements.

» VMware version for running the PKlaaS Virtual Machine
» VMware machine requirements for running the PKlaas Virtual Machine

(® Unlike the cloud-based PKlaaS WSTEP service, the PKlaa$S Virtual Machine does not currently support high
availability deployments. See Recovering a PKlaasS Virtual Machine from disaster for details on disaster
recovery.

VMware version for running the PKlaa$ Virtual Machine

You need an environment that supports Virtual Hardware version 14. The following VMware products are
compatible with this version.

« ESXi6.7
+ Fusion 10.x
+ Workstation Pro 14.x
« Workstation Player 14.x
VMware machine requirements for running the PKlaa$S Virtual Machine

The OVA file of the PKlaaS Virtual Machine is configured to use the following resources:

« 2cores
« 8GB of RAM
+ 30 GB of disk space

Make sure the VMware environment running the PKlaa$ Virtual Machine provides these resources.

Windows requirements for WSTEP enrollment
The Windows environment of the enrolled devices must meet the following requirements.

» Windows user requirements for configuring WSTEP enrollment
« Network requirements for the Windows devices
« Active Directory requirements for WSTEP enrollment

Windows user requirements for configuring WSTEP enrollment

For Installing the default set of Microsoft Certificate Templates, you will need to log into the root domain of the
forest as a user belonging to the following groups.

« Domain Admins
+ Enterprise Admins
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Network requirements for the Windows devices
See below for the network requirements for all Windows devices in an Active Directory forest.

« Device outbound access to the Entrust WSTEP service
« Device outbound access to the Entrust certificate validation services

() Connection to the Windows domain is not a requirement for certificate enrollment. When fulfilling the
below requirements, domain-joined devices can enroll for certificates even when not connected to the

same network as the Windows domain.

Device outbound access to the Entrust WSTEP service

Grant any device access to Entrust PKlaas.
EU region

wstep.eu.pkiaas.entrust.com

US region

wstep.pkiaas.entrust.com

Target port Protocol Application

443 TCP HTTPS

Device outbound access to the Entrust certificate validation services

Grant any device access to the following Entrust certificate validation services

Target port Protocol Application Target service
80 TCP HTTP See Entrust PKlaaS OCSP service
80 TCP HTTP See Entrust PKlaa$S Certificate

Revocation Lists

Active Directory requirements for WSTEP enrollment
Each Windows Active Directory forest must meet the following requirements.

« LDAPS TLS certificate requirements for Active Directory domain controllers
» SRV record requirements for Active Directory LDAP services
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LDAPS TLS certificate requirements for Active Directory domain controllers
In each Active Directory domain controller, the TLS certificate for LDAPS must meet the requirements described in:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/identity/enable-ldap-over-ssl-3rd-certification-
authority#requirements-for-an-ldaps-certificate

Specifically, this certificate:

« Must be stored in the NT Directory Services (NTDS) personal certificate store.
« Must contain the FQDN (Fully Qualified Domain Name) of the Domain Controller as a DNS SAN (Subject
Alternative Name).
+ Must use the RSA algorithm.
+ Mustinclude Server Authentication (1.3.6.1.5.5.7.3.1) as Enhanced Key Usage.
SRV record requirements for Active Directory LDAP services

Service Location (SRV) resource records for the LDAP Service must be valid for all domains in the forest. Verify this
requirement as explained at:

https://learn.microsoft.com/en-us/troubleshoot/windows-server/networking/verify-srv-dns-records-have-been-
created

() SRVrecordsdo not require extra configuration steps as Active Directory automatically creates and updates
them.

Planning your WSTEP deployment

WSTEP integration requires the on-premises installation of a PKlaa$S Virtual Machine in the customer's LAN. Once
installed, this PKlaa$S Virtual Machine:

« Performs LDAPS queries against the Domain Controllers in an Active Directory forest.
« Establishes an outbound connection with the Entrust Cloud.

The Windows devices send WSTEP requests directly to the PKlaaS service hosted in the Entrust cloud. See below for
the main integration scenarios.

» Deploying a single PKlaaS Virtual Machine for multiple Active Directory forests
 Deploying different PKlaaS Virtual Machines for different Active Directory forests

Deploying a single PKlaaS Virtual Machine for multiple Active Directory forests

A single PKlaa$ Virtual Machine can handle any number of Active Directory forests, provided the virtual machine can
connect with each forest as explained in Network requirements for the PKlaa$ Virtual Machine.
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Deploying different PKlaa$S Virtual Machines for different Active Directory forests

When a single PKlaaS Virtual Machine cannot communicate with all forests, multiple PKIaaS Virtual Machines are
required, as illustrated in the diagram below.

LDAP WSTEP LDAP
|-

M AEER
Virtual Machine

g
WSTEP— LDAP

On -premises customer VLAN

M AEER
Virtual Machine

LDAP

On-premises customer VLAN

In any case, configuring multiple Active Directory forests:

« Requires the domain controllers of each Windows forest to be prepared as explained in this document.
+ Requires the root domain of each Windows Forest to be added to the PKlaaS portal.
« Does not require two-way transitive trusts.

Configuring WSTEP automation in Entrust Certificate Services

Configure an Entrust-hosted Enrollment Gateway for WSTEP enrollment.

« Configuring an Entrust PKlaaS issuing CA for WSTEP
 Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP
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Configuring an Entrust PKlaaS issuing CA for WSTEP

On the Entrust Certificate Services Enterprise portal, add the following services to either a new or an existing issuing
CA.

« The Active Directory service to issue WSTEP-enrolled certificates.
« The Multiuse service to issue LDAPS TLS certificates in P12 format.

(@ SeeCreatinganissuing CA under an online root CA for how to create issuing CAs.

CERTIFICATE SERVICES
@ Enterprise
ENTRUST

Home Create w  Certificates»  Sites Reports w  Administration v  Help »

Add Private CA CA Information

All Private CAs

CA GW Credentials Root CA: ABC Root CA
Enrollment Gateways Status: Active
CA Type: Issuing
Region: US East (M. Virginia)
Subject DN: cn=ABC Issuing CA
Issuer DN: cn=ABC Root CA
Serial Number: EE20C15483B50DFBA4631B50ES860BBE
Validity: From Mar 1, 2024 to Mar 1, 2034
Signing Key RSA-4096+5HAS12
Details:
Friendly Name: * ‘ ABC Issuing CA ‘
CA Ildentifier: ecsmenl58emsuw-whBenmjwmagnnSie
Services: ‘ Active Directory Ol | Multiuse Ql x i
Service Profiles: — Active Directory

wstep-digital-signature
wstep-digital-signature-key-encipherment
wstep-key-encipherment
wstep-non-repudiation

wstep-non-repudiation-key-encipherment

+ Multiuse

Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP

On the Entrust Certificate Services portal, add and configure a Certificate Enrollment Gateway instance to process
WSTEP requests.

To configure a Certificate Enrollment Gateway for WSTEP
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1. Loginto cloud.entrust.net

CERTIFICATE SERVICES

- ¥ Messages ® support
Enterprise = 9 - Supp
ENTRUST
Home Createw Reportsw  Administration w  Help w
Get Started | Summary | & Detailed | ©

Complete Product & Account Setup

SSL/TLS Certificates

Set up PKlaa$S

No Entrust verifications are required before creating PKlaa$ certificates. There are preparation steps, though; you

Code Signing
Certificates must set up your private Root CA and Issuing CA ahead of time so that the certificate parameters are defined

_ To create PKlaa$ certificates, you must have Certificate Authority licenses and PKlaa$ certificate licenses.
Document Signing

Certificates Steps More info Status
1. View the PKiaaS guide +
Sy A E 2. Requesta PKlaaS Administrator role + COMPLETED
SR 3. Add aRoot CA + ACTIVE
Remote Signing Service 4. Add an Issuing CA + ACTIVE
g | (optional) + ACTIVE
SMIME Certificates
stomer-hosted Certificate Enrollment + ENABLED
Mark Certificates (CEETED
7. Create an Entrus ed Certificate Enroll + NOT STARTED
PKI as a Service Gat, for Intune (optional)
8. Create an Entrust-hosted Certificate Enrollment + NOT STARTED
ay for MDM-WS (optional)
te Enrollment + ENABLED

2. Inthe Get Started tab, click PKI as a Service.
3. Inthe Set up PKlaas$ pane, click Create an Entrust-hosted Certificate Enrollment Gateway for WSTEP.

() Alternatively, you can select Administration > PKlaaS Management in the menu bar.

4. In the navigation sidebar, click Enrollment Gateways to display the Certificate Enrollment Gateway list.

CERTIFICATE SERVICES
5 Bu Messages & support
Enterprise ! & = g - SupP
ENTRUST
Home Create v Certificates » Sites Reports v Administration w Help v Entrust Admin v Logout
Add Private CA .
@ Add Enroliment Gateway Search: | Start typing
Al Private CAs
CA GW Credentials Actions :  Type Certificate Authority Service Gateway Location Status
Enroliment Gateways (m] . Enroliment Gateway for Intune  ABC Issuing CA Intune Entrust Hosted Active
[m] . Enroliment Gateway for Intune Tim's Issuing CA Intune Entrust Hosted Active
. \EAZ'S'O"WE”‘ Gateway for MDM- 5 1osuing cA 2 MDMWS Entrust Hosted Active
Enroliment Gateway for MDM-
. e ment Bareeer ABC Issuing CA 3 MDMWS Entrust Hosted Active
. Enrollment Gateway for WSTEP  Jonah Test Active Directory Customer Hosted Active
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5. Click Add Enrollment Gateway to display the Add Certificate Enrollment Gateway page.

CERTIFICATE SERVICES
.E Buy 2= Messages @ Support

Enterprise
ENTRUST
Home Createw Certificatesw Sites Reportsw Administration w  Help w  Entrust Admin w Logout
Add Private CA Add Certificate Enrollment Gateway

All Private CAs
o Entrust Hosted Certificate Enroliment Gateway runs on Entrust servers to offer enrollment protocals to certificate-
CA GW Credentials requesting applications inside your enterprise. To set up your Entrust Hosted Enroliment Gateway to get
certificates from this Private CA, select the desired CA and gateway type, fill out fields and click Submit.
Enroliment Gateways
Note: If you have an application that uses the CA Gateway API directly, do not add an Enroliment Gateway here.
Instead, go to CA GW Credentials and select Generate CA Gateway Credential

Enroliment Gateway Information

Gateway O Customer Hosted ® Entrust Hosted
Location:

Certificate | Demo CA 4 |
Authority:

Type: | Enroliment Gateway for WSTEP v |

~Select Enrollment Gateway type—

Enroliment Gateway for WSTEP

6. In Gateway Location, select Entrust Hosted.

7. In Certificate Authority, select the Certificate Authority described in Configuring an Entrust PKlaaS issuing

CA for WSTEP.
8. InType, select Enrollment Gateway for WSTEP.
9. Click Submit.
10. Click OKin the Add Enrollment Gateway Confirmation dialog.
11. Click OKin the Enrollment Gateway Request Submitted dialog.

Enrollment Gateway Request Submitted *

o Your Entrust-hosted Enroliment Gateway request has been submitted.

It will take a few minutes for your request to be processed, and then you can
start using your Certificate Enrollment Gateway.

12. Inthe Enrollment Gateways view, click the name of the newly created Certificate Enrollment Gateway.

13. In the Certificate Enrollment Gateway details, click Configure Enrollment Gateway for WSTEP.

CERTIFICATE SERVICES

Enterprise
ENTRUST

Home Create w Certificates w Sites Reports w Administration w Help w
Add Private CA CEG Information
All Private CAs
CA GW Credentials Gateway Location: Entrust Hosted
Enroliment Gateways Certificate Authority: Demo CA

Enrollment Gateway Type: Active Directory
Configure Enroliment Gateway for WSTEP
Cancel

14. Wait while being redirected to the PKlaaS portal.
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() Ifdisplayed, ignore the "You are not logged in" warning and wait until you are automatically logged
in with your Entrust Certificate Services credentials.

15. Configure the Certificate Enrollment Gateway as explained in Configuring WSTEP automation on the PKlaaS
portal.

& The new Certificate Enrollment Gateway will not be operational until completing the configuration
in Entrust PKlaaS. Specifically, this configuration will require deploying an on-premises agent to
synchronize the Active Directory settings.

Preparing the Active Directory forest for WSTEP

To prepare for WSTEP enrollment, perform the following operations in the domain controller of the Windows Active
Directory forest's root domain.

« Creating a PKlaaS WSTEP Service Account

« Installing the default set of Microsoft Certificate Templates
» Downloading the certificate chain

« Setting up LDAPS on domain controllers

Creating a PKlaaS WSTEP Service Account

Create a PKlaaS WSTEP service account for the PKlaaS WSTEP agent and PKlaaS WSTEP server to authenticate all
incoming requests from WSTEP clients.

() Eachrootdomain in the Active Directory forest requires a separate PKlaaS WSTEP service account, as each
Active Directory forest must be configured separately.

To create a PKlaaS WSTEP Service Account

1. Loginto a domain controller of the Active Directory forest's root domain as a user who is a member of both
the Domain Admins and Enterprise Admins groups..

& Theservice account created for the PKlaa$S Virtual Machine must have read permissions on
certificate templates, user objects, and computer objects in LDAP.
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2. Select Start > Windows Administrative Tools > Active Directory Users and Computers to open the Active

Directory Users and Computers dialog box.

] Active Directory Users and Computers - O x
File Action View Help
S | =3 - - = | @ e, e == B
e 2@ JBIXE= HE PaETa%
: Active Directory Users and Com|| pame Type Description ~
_— saved Querlels E)Administratnr User Built-in account for ad...
v e sléwgr._ic_amp Ecom M2 Allowed RO... Security Group.. Members in this group c...
- CL“ " " %Cert Publish... Security Group... Members of this group ...
| Computers ) )
= Domain Controllers %Clor.leable D... Secur!t:,r Group... Members T:fth.ls group t..
| ForeignSecurityPrincipal|| - Denied ROD... Security Group... Members in this group c...
“ Managed Service Accour %Domain Ad.. Security Group... Designated administrato...
“ Users %Domain Co.. Security Group... All workstations and ser...
%Domain Con... Security Group...  All domain contrellers i...
%Domain Gue... Security Group... All demain guests
%Domain Users Security Group...  All demain users
%Enterprise.ﬂx... Security Group... Designated administrato...
%Enterprise K.. Security Group... Members of this group ...
%Enterprise R.. Security Group... Members of this group ...
%Gruup Polic..  Security Group...  Members in this group c...
< > E._;Guest User Built-in account for gue... w

3. Right-click the folder where you want to create the new account

4. Select New > User to open the New Object - User dialog box.

Mew Object - User

; Create in:  server example com/Lsers
ded

First name: ‘

Last name: ‘

Full name: ‘

| Initials: I:I
|
|

User logon name:

User logon name (pre-Windows 2000):

| | @server.example.com

|SEHVEH\ | |

5. Enter the First name, Last name, and Full name for the new user account.
6. Enter a Windows User logon name for the user account. Optionally, enter a User logon name (pre-
Windows 2000) for pre-Windows 2000 computers.

< Back Mext >
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7. Click Next to display the password options.
Mew Object - User *

; Create in:  server.example.com/Lsers
Uid

Password: | |

Confirm password: | |

[] User must change password at next logon
[] User cannot change password

[] Password never expires

[ Account is disabled

< Back Mext = Cancel

8. Enter a Password for the user account.

9. Enterthe password again in the Confirm password field.
10. Deselect User must change password at next logon.
11. Click Next to display the confirmation dialog.

Mew Object - User >

; Create in:  server.example com/Users
did

When you click Finish, the following object will be created:

Full name: PKlaas Service Account

User logon name: pkiaasserviceaccount wserver. example com

< Back Cancel

12. Record the user logon name of the account. You will use this logon name later to add a Service Principal
Name (SPN) mapping for Kerberos.
13. Click Finish.
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14. Double-click the account you just created to display the properties dialo

PKlaa% Service Account Properties ? >
Member Of Dial-in Ervvironment Seszsions
Remate contral Remaote Desktop Services Profile COk+
General Address  Account Prafile Telephones Organization
|1zer lagon name:
| kiaazS ervicedcooun | (Sexample. com -
Izer logon name [pre-windows 20007
|E><.-’-‘-.I'v1 PLE", | |pkiaasService.-’-‘-.u:u:nunt
Logaon Hours. . LogOn Ta...
[ ] Unlack account
Account optiong:
[ Use only Kerberos DES enciyption types for this account ~
Thiz account supports Kerberoz AES 128 bit encryption,
Thiz account supports Kerberoz AES 256 bit encryption.
[ Do not require Kerberos preauthentication W
Account expires
(®) Mever
i End of: | Sunday . March 31, 2024
Cancel Help

15. Inthe Account tab, check the following boxes under Account options:
« This account supports Kerberos AES 128 bit encryption.
« This account supports Kerberos AES 256 bit encryption.

16. Click OK.

Installing the default set of Microsoft Certificate Templates

If not installed, install the default set of Microsoft certificate templates, as described in the following sections.

» Enabling the Certificate Templates snap-in

box.

« Installing the default set of Microsoft Certificate Templates using the snap-in

() This section is mainly for new Microsoft Active Directory forests deployments as they do not include a set

of Microsoft certificate templates.
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Enabling the Certificate Templates snap-in

Before Installing the default set of Microsoft Certificate Templates, you must enable the Certificate Templates snap-
in. As explained below, you can perform this operation in either command or graphical mode.

« Enabling the Certificate Templates snap-in using PowerShell
« Enabling the Certificate Templates snap-in using the Windows Server Manager

Enabling the Certificate Templates snap-in using PowerShell

You can enable the Certificate Templates snap-in by simply running the following command on PowerShell.

Install-WindowsFeature RSAT-ADCS-mgmt

For example:

E¥ Administrator: Windows PowerShell

Enabling the Certificate Templates snap-in using the Windows Server Manager
You can enable the Certificate Templates snap-in using the Windows Server Manager wizard.
To enable the Certificate Templates snap-in using the Windows Server Manager

1. Open the Windows Server Manager - for example, by pressing the Windows key on the keyboard and typing
"Server Manager" in the search box.

T Server Manager

Server Manager * Dashboard Manage Tools  View

Add Roles and Features

Remove Roles and Features

% Dashboard 'WELCOME TO SERVER MANAGER

Add Servers
§ Local Server Create Server Group
5 All Servers ~ - ~ o . i
= e Configure this local server S EEEEE
L
& DNS QUICK START

W§ File and Storage Services b 2 Ad

3 Add othe

O manage

2. On the top-right of the window, click Manage > Add Roles and Features.
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3. Inthe Select Features dialog, click Next until the Features section is displayed.

Tz Add Roles and Features Wizard — (] X
+ DESTINATION SERVER
Select features mspeegadast2.example com

Before You Begin Select one or more features to install on the selected server.

Installation

Features Description

Server 5g Active Directory Certificate Services

[®] Remote Server Administration Tools (6 of 44 installed - I
Tools includes the Certification

Server Roles I [[] Feature Administration Tools . N
4 W] Role Administration Tools (6 of 27 installed) Authanﬁ,r Certificate Tgmplates_
- (] AD DS and AD LDS Tools (3 of 4 installed) e andOnins
I [ Hyper-V Management Toals Responder Management snap-ins.
I [] Remote Desktop Services Tools
I [[] Windows Server Update Services Tools
[

Wilacti
[[] Active Directory Rights Management Services
[C] DHCP Server Tools
«| DNS Server Tools {Installed)

[] Fax Server Tools

I [] File Services Tools
[ Network Controller Management Tools
[ Network Policy and Access Services Taols
[] Print and Document Services Tools

I [] Remote Access Management Tools
[ Volume Activation Tools
[71 Windows Deolovment Services Tools

< Previous Next > Install Cancel

4. Check the following box: Remote Server Administration Tools / Remote Administration Tools / Active
Directory Certificate Services Tools.

5. Click Next until the Install button appears, and click the Install button.

6. Wait while the installation completes before proceeding to the next step.

Installing the default set of Microsoft Certificate Templates using the snap-in

After Enabling the Certificate Templates snap-in, add the snap-in to install the default set of Microsoft Certificate
Templates.

To install the default set of Microsoft Certificate Templates using the snap-in

1. Loginto the root Active Directory Domain of the Windows forest as a member of both the Enterprise Admins
and Domain Admin groups.

& Users without these privileges cannot access the dialog options described in this section.

2. Open Microsoft Management Console (MMC) - for example, by pressing the Windows key on the keyboard
and typing "MMC." (ending with a period) in the search box.
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Server Manager * Local Server

Consolel - [Console Root]

@
@ File Action View Favorites Window Help
&

MNew Cirl +N
Open... Ctrl+0
i Save Ctri+S
Save There are no items to show in this view.

AddfRemove Snrin... Cirl+M
Options... J

1 dnsmgmt
2dsa

3 lusrmgr

Edt

3. Select File > Add/Remove Snap-in.
4. In the Available snap-ins column, select Certificate Templates.

Add or Remaowve Snap-ins X
‘fou can seleck snap-ins for this console from those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled.

Available snap-ins: Selected snap-ins;

Snap-in Vendar ~ [ Console Root Edit Extensions. ..
= y " E Certificate Templates
__nctlve Directory Do...  Microsoft Cor... E—
[ Active Directory Sike... Microsoft Cor...
: Active Directory Use... Microsoft Cor...
= Ackiver Conkral Microsaft Car,.. Mowe Up
2 ADSI Edit Microsoft Cor... -
Authorization Manager Microsoft Car... s R
@ Certificate Templates  Microsoft Car...
G Certificates Microsaft Car..,
EalCertification Autharity  Microsoft Car, .,
- Component Services Microsoft Car..,.
;é‘ Computer Managem. .. Microsoft Cor...
;.j.; Device Manager Microsoft Cor,..
e Disk Management Microsoft and... Advanced. ..
& _.._ .o
Description:
The Certificate Templates snap-in allows vou to create and manage certificate templates.
OK Cancel

5. Click Add to move the Certificate Templates snap-in to the Selected snap-ins column.
6. Click OK to close the Add or Remove Snap-ins wizard and return to the Microsoft Management Console.
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7. Inthe Microsoft Management Console, click Certificate Templates under Console Root.
Server Manager * Local Server

i Consolel - [Console Root]
; File Action “iew Favortes ‘“Window Help
_ Console Root Mame

3 Certificate Templates 3 Certificate Ternplates

8. Click Yes in the confirmation dialog.

Certificate Ternplates

Windows has detected that new certificate templates should be
installed. Do wou wantta install them?

© Ifyou accidentally click No in the confirmation dialog, you must remove the Active Directory
Certificate Services Tools and repeat all the steps explained in Installing the default set of Microsoft
Certificate Templates.

Downloading the certificate chain

Loginto cloud.entrust.net and follow the steps described in Downloading a CA certificate to download the
certificate chain of the following certificates:

o The LDAPS TLS certificates.
« The WSTEP-enrolled certificates.

Specifically, you must download:

+ The certificate of the issuing Certificate Authority.
+ The certificate of the root Certificate Authority.

If the LDAPS TLS and WSTEP certificates are not issued by the same Certificate Authorities, you must download both
certificate chains separately.

Setting up LDAPS on domain controllers

If the LDAPS connections with the Active Directory domain controllers are not configured or you want to replace the
current TLS certificates, follow the steps below.

« Establishing trust of the LDAPS TLS chain

» Generating LDAPS TLS certificates on the ECS portal
« Installing the LDAPS TLS certificates

« Validating the LDAPS configuration
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If you want to maintain an existing LDAPS configuration, remember to add the root CA certificate of the LDAPS TLS
certificates when Configuring an Active Directory in the agent.

Establishing trust of the LDAPS TLS chain

Before generating the LDAPS TLS certificates, configure the Active Directory Forest to trust the certificate chain.
Otherwise, there is a risk of breaking the LDAP communications between the various domain controllers. As
explained below, the recommended method to configure the LDAPS certificate chain trust is to create a GPO (Group
Policy Object) linked to all domains in the Active Directory Forest.

 Creating a Group Policy Object for the LDAPS TLS certificate chain
» Importing the LDAPS TLS certificate chain into the Group Policy Object
« Linking the TLS LDAPS Group Policy Object to all domains

Creating a Group Policy Object for the LDAPS TLS certificate chain

The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO) linked to
all domains in the Active Directory forest.

To create a Group Policy Object

1. Loginto the root Active Directory of the forest as an Active Directory administrator.
2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy
Management dialog.

2, Group Policy Management - m} x
5L File Action View Window Help - &
= 2@ 0|lcdl @l
g Group Policy Management ~ || Group Policy Objects in wstepga.com
v A& Forest: ws.tepqa.(om Cortents Delegation
w [Z% Domains -
3 tcom Name GPO Status
v [ wstepga.com [=! Defauit Domain Cortrollers Policy Enabled
sia Default Domain Policy |=[ Default Domain Policy Enabled
,.: LDAPS CA Cert Chain _: LOAPS CA Cert Chain Enabled
) LIAM - RunServices =l LIAM - RunServices Enabled
=i/ MGINX- krb.pkihub.test - Root Cert [=[ NGINX- krb pkihub test - Root Cert Enabled
[ PKlaas Test WSTEP _: PKlaas Test WSTEP Enabled
=/ Remediate arc Group Policy Object _.,: Remediate arc Group Policy Object Enabled
=] Remediate defender Group Policy Object =] Remediate defender Group Policy Object Enabled
2| Domain Controllers
=/ Group Policy Ohjects
5 WMI Filters
] Starter GPOs < »

i Qitec

3. Under the root domain, right click the Group Policy Objects folder and select New to display the New GPO
dialog.

Mewy GPO >

M arne:

Source Starter GPO:

[none] o

Cancel

4. Provide a new Name for the GPO and click OK.
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Importing the LDAPS TLS certificate chain into the Group Policy Object

Import the LDAPS TLS certificate chain into the GPO previously created in Creating a Group Policy Object for the

LDAPS TLS certificate chain.

() SeeDownloading the certificate chain for how to download the required certificates.

To import the certificate chain into the GPO

1. Loginto the root Active Directory of the forest as an Active Directory administrator.
2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy

Management dialog.

5, Group Policy Management — [m]
2L File  Action View Window Help -
e 2= O|d|d=E
\&, Group Policy Management ~ || Group Policy Objects in wstepga.com
w _ﬁ F?rest: ws.tapqa.com Conterts Delegation

w 5 Domains -
&3 tcom MName GPO Status
~ Fg wstepga.com 5[ Default Domain Cortrollers Policy Enabled
s#, Default Domain Policy '=[ Default Domain Policy Enabled
x| LDAPS CA Cert Chain (= LDAPS CA Cert Chain Enabled
5/ LIAM - RunServices '=[ LIAM - RunServices Enabled
,b' MNGIMNX- krb.pkihub.test - Root Cert _: MNGINX- krb pkihub test - Roat Cert Enabled
= PKlaa5 Test WSTEP =[ PKlzaS Test WSTEP Enabled
s/ Remediate arc Group Policy Object =[ Remediate arc Group Policy Object Enabled
4] Remediste defender Group Policy Object '=[ Remediate defender Group Policy Object Enabled
2 Domain Controllers
=t Group Policy Objects
& WMI Filters
5] Starter GPOs <
& Gites v
3. Rightclick the Group Policy Object.
4. Select Edit to display the Group Policy Management Editor.
'=[ Group Policy Management Editor - O

Eile  Action View Help
e (@ E:= H

v i Computer Configuration
| Palicies
| Preferences
~ & User Configuration
| Paolicies
| Preferences

A
v

Select an item to view its description.  Name

=] Default Domain Controllers Poli |~/ pefault Domain Centrellers Policy [CEGM.WSTEPQA,COM] Policy

& Computer Configuration

& User Configuration

\Extended /(‘Standard/

5. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key

Policies.
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6.

7.
8.

9.
10.
11.
12.

13.

14,
15.
16.
17.
18.

Right click Trusted Root Certificate Authorities and select Import.

[ Group Policy Managerment Editor = m}
File Action View Help
= 7@ 0|6z HE
v | Windows Settings A || Object Type

Mame Resolution Policy
| Scripts (Startup/Shutdown)
~ 3y Security Settings
3 Account Policies
_] Local Policies

| Encrypting File System

| Data Protection

| BitLocker Drive Encryption

| BitLocker Drive Encryption Network Unlock Certificate
| Automatic Certificate Request Settings

3 Eventlog = ki -
4 Resticted Groups B st Root Certification Authoritc puey
3 System Services Enterprise Trust Import...
4 Registry | Interrediate Certification Authontie All Tasks["f 3
4, File Systemn | Trusted Publishers
~of Wired Network {IEEE 802.3) | Untrusted Certificates Refresh
. | Windows Defender Firewvall | Trusted People Help
Metwork List Manager Polic -':‘JCertificate Services Client - Certificate concrnvmies vy
Zafl Wireless Network (|EEE 802, gl Certificate Path Validation Settings
| Public Key Policies 7 Certificate Services Client - Auto-Enrollment

In the Certificate Import Wizard, click Next and select the root CA certificate file to import.
Click Next to reveal the Certificate Store settings.

& L# Certificate Import Wizard

Certificate Store

Certificate stores are system areas where certificates are kept,

Windows can automatically select a certificate store, or wou can specify a location Far
the certificate,

Automatically select the certificate store based on the type of certificate
(®) Place all certificates in the following stare

Certificate store!

| Trusted Root Certification Autharities | Browse, .,

Mext Cancel

Verify the selected certificate store is Trusted Root Certification Authorities.

Click Next to display the Completing the Certificate Import Wizard,

Click Finish to return to the to the Group Policy Management dialog.

In the Group Policy Management dialog, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies,

Right-click Intermediate Certificate Authorities and select Import to display the Certificate Import
Wizard.

Click Next and select the issuing CA certificate file to import.

Click Next to reveal the Certificate Store settings.

Verify the selected certificate store is Trusted Root Certification Authorities

Click Finish.

Select File > Exit to close the Group Policy Management Editor.

Linking the TLS LDAPS Group Policy Object to all domains

In each domain of the Active Directory forest, repeat the following procedure to link the Group Policy Object created
for the LDAPS TLS certificate chain.

To link a Group Policy Object with a domain

1.

Log into the root Active Directory of the forest as an Active Directory administrator.
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2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy

Management dialog.

1= Group Policy Management
5L File  Action  Miew Window  Help

| HE 28| Xd HE

'}, Group Policy Management
W _-é_ Forest: exarmple.corm
w (24 Domains
b _Els_il pxwarmmla moee

LDAPS Cert Chain
Scope  Detals  Seftings
Links

=5l Create a GPO in this dormain, and Link it here... % locatiar:
T Link an Existing GPO.., 3. domains,
": F Block Inheritance
all
v [Ef ¢ Group Policy bModeling Wizard..,

Mew Organizational Unit

3. Right-click the domain name and select Link an existing GPO.... to display the Select GPO dialog.
4. Select the Group Policy Object.
5. Click OK.

Generating LDAPS TLS certificates on the ECS portal

Follow the steps described in Generating a PKCS #12 to generate a LDAPS TLS certificate for each domain.
Specifically:

+ Select the issuing CA described in Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP

« Use the multiuse-p12-key-encipherment-client-server certificate profile described in Multiuse certificate
profiles.

« The CN in the subject DN must match the FQDN of the Domain Controller (for example: dc.example.com).
+ The validity period cannot exceed 397 days.

« The Subject Alternative Names must include a DNS matching the FQDN of the Domain Controller.

Installing the LDAPS TLS certificates

Repeat the following steps in each domain controller to install the LDAPS TLS certificate in the NTDS\Personal
certificate store.

To install the LDAPS TLS certificate in a Domain Controller

1. Copy inthe Domain Controller machine the P12 file obtained when Generating LDAPS TLS certificates on the
ECS portal.

2. If not already installed, install the Certificate Templates snap-in as explained in Enabling the Certificate
Templates snap-in.
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3. Inthe management console, right-click NTDS\Personal under Certificates.

[ File Action Miew

Consolel - [Console Root\Certificates - Service (Active Directory Dormain Services) on Local ComputeryWTDS Personal]

Favorites  Window  Help
== | 2F 68| 6= HE

| Console Root

| WNTDS\Personal
~| NTDS\Trusted R
| MTDS\Enterpris
~| NTDS\ntermec
~| NTDS\Trusted F
| NTDE\Untruste
| MTDS\Third-Pa
~| NTDS\Trusted F
~ NTDS\Client A1

W __,‘tJ Certificates - Service (Active Din

Ohbject Type

There are no iterns to show in this view,
Find Certificates..

Al Tasks > Find Certificates...
Wiew > Impart.,
[eniiindonitomlhies Advanced Operations >

Mewy Taskpad Wiew,.,

Refresh

4. Select All Tasks > Import to display the Certificate Import Wizard.
5. Follow the wizard instructions to import the certificate file, enter the password and install the certificate in
the NTDS\Personal certificate store.

Validating the LDAPS configuration

After completing the LDAPS TLS configuration, open a command shell in any machine with OpenSSL installed and
run the following command for each Domain Controller.

openssl s_client -connect <DOMAIN-FQDN>:636 -showcerts

Where <DOMAIN-FQDN=> is the Fully Qualified Domain Name of the Domain Controller. For example:

openssl s_client -connect dcl.example.com:636 -showcerts

If LDAPS is properly configured properly, this command will display the LDAPS certificate for the selected domain
controller.

Configuring WSTEP automation on the PKlaa$S portal

Once created, as explained in Creating an Entrust-hosted Certificate Enrollment Gateway for WSTEP, configure the
Enrollment Gateway in the Entrust PKlaa$S portal.

« Downloading the PKlaaS Virtual Machine

« Running the PKlaa$ Virtual Machine

« Registering the PKlaa$S Virtual Machine

« Adding an agent to the PKlaaS Virtual Machine

« Linking additional Active Directories to an agent
« Managing PKlaaS Virtual Machine configurations
» Managing Active Directory configurations

Once set, the final configuration must include:

+ An on-premises PKlaaS Virtual Machine linked to one PKlaa$ Virtual Machine configuration.
» One WSTEP enrollment agent associated with the PKlaaS Virtual Machine configuration.
« One or more root Active Directory configurations linked with each WSTEP enrollment agent.
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Downloading the PKlaaS Virtual Machine

Automating WSTEP enrollment requires installing a PKlaaS Virtual Machine on your premises. See below for how to

download this machine.

Permitted use of the PKlaa$ Virtual Machine

You may use PKlaas Virtual Machine for integrating the on-premises Windows infrastructure of a User with your
cloud-based PKlaaS instance. You may only use PKlaa$ Virtual Machine in connection with your validly licensed
use of Entrust PKlaaS. You are expected to keep reasonable records relating to at least the number of copies of
the software that you have made, used and distributed, and the environments where they have been deployed.

To download the PKlaa$ Virtual Machine

1. Click Getting Started in the navigation sidebar.

CERTIFICATE SERVICES

Enterprise

ENTRUST

Getting Started

Virtual Machine Configuration

Agents ~

WSTEP ~

Root Active Directories

Set up WSTEP

Enrall your network devices using the
WSTEP Microscft protocol and the
Certificate Authorities managed by
Entrust PKlaas. As illustrated by the
diagram below, the WSTEP integration
with Entrust PKlaaS requires installing an
PKlaas Virtual Machine on your
premises. Refer to section "Automating
WSTEP enrcllment with an Entrust-
hosted Enrollment Gateway™ of the
Entrust PKlaas online guide for how to
nstall this machine and configure your
Windows domain.

steps

1. Configure the Windows domain

Set up WSTEP
2. Install PKlaaS Virtual Machine
3. Register PKlaa$s Virtual Machine
4. Add Agent

5. Integrate the Windows domain

More Info

+

+ + 4+ +

On-Premises VLAN

Status

Mot Applicable

Completed
Completed
Completed

Mot Applicable

2. Onthe Set up WSTEP pane, click the Install PKlaas$ Virtual Machine step to display the PKlaa$ Virtual

Machine Installation Instructions dialog.
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PKlaa$S Virtual Machine Installation Instructions

using one of the below options
Copy Download Link
Click to copy the software download link

9 Download (Entrust PKlaaS Cloud)

e Install the PKlaaS Virtual Machine in your VMware platform

Click to download the software from
Entrust PKlaaS Cloud

Click to download the software from

@ Download (Entrust TrustedCare)

Entrust TrustedCare

3. Inthe PKIaa$ Virtual Machine Installation Instructions dialog, click one of the download options.

« Click Copy Download Link to copy the PKlaaS Virtual Machine download URL in your computer
clipboard. You can provide this URL to your VMware vSphere infrastructure to automatically
download the machine.

« Click Download (Entrust PKlaa$ Cloud) to directly download the PKlaaS Virtual Machine from
Entrust.

« Click PKlaa$ Virtual Machine to download the PKlaaS Virtual Machine from the Entrust TrustedCare
portal.

Running the PKlaaS Virtual Machine

Install and run the PKlaa$S Virtual Machine on your premises.

(D) ThePKlaaS Virtual Machine is stateless and stores all configuration settings on the Entrust cloud.

To download and run the PKlaa$ Virtual Machine

1. Use thefile or the link obtained in Downloading the PKlaaS Virtual Machine to install the PKlaas Virtual
Machine on VMware.
2. Make sure the environment meets the Network requirements for the PKlaaS Virtual Machine.
3. Run the PKlaaS Virtual Machine.
PKlaaS Virtual Machine

PKIaaS Virtual Machine rumning
Uersion: vZB2482168726
Commected to PKIaa3

Region: PROD-US
OTP: 315918 | 1B8s

Go to the PKlaaS portal, click “"Register PKlaaS Uirtual
Machine"”, and paste this OTP to register the virtual machine
in your account.

Virtual Machine Configuration

Agent installation
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4, Take note of the One-time Password (OTP) the PKlaa$S Virtual Machine displays on start. You will need this

OPT for Registering the PKlaaS Virtual Machine.

& The PKlaaS Virtual Machine refreshes the OTP every 30 seconds.

Registering the PKlaaS Virtual Machine

Once installed on your premises, register the PKlaa$S Virtual Machine in the Entrust PKlaa$S portal.

To register the PKlaaS Virtual Machine

1. Click Getting Started in the navigation sidebar.

CERTIFICATE SERVICES

WSTEP enrcliment with an Entrust-
hosted Enrollment Gateway™ of the
Entrust PKlaa% online guide for how to
nstall this machine and configure your
Windows domain.

1. Configure the Windows domain +
Set up WSTEP
2. Install PKlaa5 Virtual Machine
3. Register PKlaa$s Virtual Machine
4. Add Agent

5. Integrate the Windows domain

+ + 4+ +

Enterprise
EMTRUST
Getting Started
Set up WSTEP
Virtual Machine Configuration Enrall your network devices using the
WSTEP Microsoft protocol and the
Agents ~ Certificate Authorities managed by
Entrust PKlaas. As illustrated by the
diagram below, the WSTEP integration
WSTEP ~ with Entrust PKlaaS requires installing an
PKlaas Virtual Machine on your WETEP
Root Active Directories premises. Refer to section “Automating

steps More Info

On-Premises VLAN

Status

Mot Applicable

Completed

Completed
Completed
Mot Applicable

2. Onthe Set up WSTEP pane, click the Register PKlaa$ Virtual Machine step to display the Register PKlaa$

Virtual Machine pane.

Register PKlaas Virtual Machine

o

Enter a one-time password

Enter a one-time password Wirtual Mac

ine Configuration

Install the PKIaas Virtual Machine before proceeding with the registration process. Click
here to download the software.

3. Inthe Enter OTP field, enter the one-time password you obtained when Running the PKlaa$ Virtual

Machine.
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& The PKlaaS Virtual Machine refreshes the OTP every 30 seconds.

4. Click Next and wait while Entrust PKlaaS registers the machine
5. Click Continue in the Registering confirmation dialog.

Registering

PKlaa5 Virtual Machine
o (pkitestorg__friwS6swvieis) successfully

registered in PKlaas Cloud

‘ Continue |

6. Inthe PKlaa$ Virtual Machine Configuration form, enter a unique name for the machine and an optional

description.
Register PKlaaS Virtual Machine
Enter a one-time password wirtual Machine Cenfiguration
o PKlaas Virtual Machine (f g__f successfully reg . Enter the machine name for completing the configuration.

Note that you do not have any existing Virtual Machine Configurations, so the Virtual Machine Configuration selection is currently disabled.

Virtual Machine Configuration

Name

Drescription

| Close |

7. Click Add to display the registration confirmation.

Reqgister PKlaasS Virtual Machine

@ @

Enter a one-time password virtual Machine Configuration

o PKlaas Virtual Machine registration complete. You can now add Agents via the "Actions™ menu of the "Virtual Machine Configuration” grid.

8. Click Close.

Adding an agent to the PKlaaS Virtual Machine

Add an enrollment agent to the PKlaaS Virtual Machine you previously registered in Registering the PKlaaS Virtual
Machine.

& You cannot link the same Active Directory to different agents. However, you can link additional Active
Directories to an agent as explained in Linking additional Active Directories to an agent.
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To add an agent to a PKlaa$ Virtual Machine

1. Click Virtual Machine Configuration in the navi
CERTIFICATE SERVICES
Enterprise

ation sidebar to display the PKlaasS Virtual Machines grid.

ENTRUST

Getting Started

M | Register PKlaaS Vinual Machine

‘irtual Machine Configuration

MActions Details Name Machine ID
Agents hd » machine_2 pkitestorg__ uS14rkE01gj
> machine_1 pkitestorg__1u2rS9rjebk

2. Inthe PKlaaS Virtual Machines grid, click the ... three dots icon of the machine you registered in Registering
the PKlaa$ Virtual Machine.

CERTIFICATE SERVICES

Enterprise

ENTRUST

Getting Started

P | Register PKlaas Virtual Machine
virtual Machine Configuration Actions Detalls Mame Machine ID
Agents ~ » machine_2 pkitestorg__u514rk691gj
Edit ine_1 pkitestorg__ 1uzrsarjehk

1 Manage Agent 3 Add Agent
Delete

3. Select the Manage Agent > Add Agent command to display the Add Agent form.

Add Agent

o Select an Agent type in the “Agent” list and click “Mext" to provide additional information

WSTEP

4. Select WSTEP in the Agent list.
5. Click Next and follow the steps below.
« Configuring an Active Directory in the agent
» Preparing the service account for Kerberos
» Synchronizing the agent with the root Active Directory

Configuring an Active Directory in the agent

Each agent must be associated with at least one Active Directory.
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Add Root Active Directory

Password *
ssaes ©

The service account password

DNS Server
10.34.22.55:53

The DNS server for the WSTEP Agent to query. Enter the IP and port (in IP:PORT syntax), or just the IP to assume the default port 53.

Certificate Authority

My Subordinate CA -

The default Certificate Authority for the root Active Directory certificate templates. You can later select a different Certificate Authority via the "Manage Certificate
Templates™ action in the "Root Active Directories” grid

LDAPS Trusted Certificates

qRCTAUQET1ZFSrTamx508RpqdLKip8cYh/
Wvc2xRQUZnWEWZAIR1u/E2p5Cac/yX
yWt1pRsQOFNePXRNi+CXvIRg+hmujhPeo09RbGIpSAGPUXTLDLsNd ST=Barcelona,C=ES
Trlt4DiR4rY
kmlTrakmxhBqqCgnzQR31ksbI6MMkxE8YDIh29qnIVBSSFVIOULTA 4

Distinguished Name CN=demoserver,O=Entrust,

Certificate Authority CN=demoserver,O=Entrust,

e ST=BarcelonaC=ES
Paste the PEM or Base64 encoded certificate. To add more, click the Add

Certificate button Serial (Hex) 22200f5¢85dad245¢21509
9a736fd6fac9a0301b

Valid From  April 17, 2024 at 11:30 AM
GMT+2

Valid To  April 17. 2025 at 11:30 AM

Close m

See below for the required parameters.

« Domain Name

« Username

+ Password

« DNS

« Certificate Authority

o LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active
Directory forest for WSTEP.

« If an Active Directory with the same name exists and is linked to another agent, the wizard will display an
error message.
« If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a
confirmation request to load the Active Directory configuration.
« The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain
controller.
Username

The user logon name obtained when Creating a PKlaaS WSTEP Service Account. This parameter supports the two
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith
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john.smith@mydomain.com

Password

The password selected when Creating a PKlaaS WSTEP Service Account.

DNS

The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following
syntax to set this value.

<machine>:<port>

Where

« <machine> isthe domain name or IP address of the DNS server.

« <port> isthe port of the DNS service.

Certificate Authority
The Certificate Authority you configured in Configuring an Entrust PKlaa$S issuing CA for WSTEP.

LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKlaaS Virtual Machine will use this root CA
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or
more root CA certificates.

@ See Setting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.

Preparing the service account for Kerberos

After Configuring an Active Directory in the agent, click Next to display the Preparing Service Account for
Kerberos dialog.

Preparing Service Account for Kerberos

Before continuing, ensure the following command has been executed in a command prompt of the Root
Active Directory domain controller.

ktpass /mapuser pkiaasServiceAccount /princ HT TP/wstep.pkiaas.entrust.com@EXAMPLE.COM /pass *
/ptype KRB5_NTPRINCIPAL /Target EXAMPLE.COM /crypto ALL - Copied

Note that the domain must be a fully-qualified domain name (FQDN) in uppercase. If you have entered an IP
address, replace it in the command with a valid FQDN in uppercase before executing.

Cancel m

If you have not yet executed the displayed command:

1. Click the icon to copy the command.
2. Login to the server hosting the root Active Directory domain controller as either:
+ Adomain administrator
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« Auser who is a member of the built-in Account Operators domain group.
3. Paste the command in the Windows PowerShell.

4. Replace the value of the /pass option with the password entered when Creating a PKlaaS WSTEP Service

Account.
5. Runthe command.

Specifically, this ktpass command maps a Kerberos Principal to:
+ The Service Principal Names (SPN).

« The User Principal Name (UPN).

& These mappings are necessary for compatibility with AES128 and AES256 algorithms in Kerberos
Authentication.

See below for the command syntax.

ktpass /mapuser <USER> /princ HTTP/<PKIAAS-WSTEP-URL>@<UPPERCASE-DOMAIN-NAME> /pass
<PASS> /ptype KRB5_NT_PRINCIPAL /Target <UPPERCASE-DOMAIN-NAME> /crypto ALL

Parameter Value

<USER> The name of the user described in Creating a PKlaaS WSTEP
Service Account.

<PKIAAS-WSTEP-URL> The region-specific URL for Entrust PKlaaS WSTEP.

<UPPERCASE-DOMAIN-NAME> The domain selected when previously Configuring an Active
Directory in the agent, in uppercase.

<USER-PASSWORD> The password of the user described in Creating a PKlaa$
WSTEP Service Account.

Synchronizing the agent with the root Active Directory

After Preparing the service account for Kerberos, click Continue and wait while the agent connects with the root
Active Directory. When the process completes, a confirmation dialog displays the URL of the enrollment service for
the agent.

Link Root Active Directory

Important Information
Agent successfully synchronized with the Root Active Directory (10.34.22.55). The discovered RootRealm Name is oscar.test.

Use the following URL when creating the Group Policy Object for the Certificate Enroliment Policy:
https:/wstep. pkiaas.entrust.com/wstep/pkitestorg/cep

Copy the URL, you will need it when later Enabling PKlaaS WSTEP for users on your Windows domain.
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Linking additional Active Directories to an agent

When Adding an agent to the PKlaaS Virtual Machine, you are asked to enter configuration data for linking a first
Windows root Active Directory. See this section for how to link additional Active Directories.

To link an additional Active Directory to an agent

1. Click PKlaas$ Virtual Machine Configuration in the navigation sidebar to display the PKlaaS Virtual
Machines grid.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Getting Started W | Register PKlaas virual Machine
wirtual Machine Configuration Actions  Details’ Mame Machine ID
Agents i » machine_2 pkitestorg__frvSEsvleis
WSTEP -~ > machine_L pkitestorg__1u2r5arjebk

2. Inthe PKlaaS Virtual Machines grid, click the ... three dots icon of the machine you registered in Registering
the PKlaaS Virtual Machine.

@ CERTIFICATE SERVICES
Enterprise
ENTRUST

Getting Started

W | Register PKlaas virual Machine
virtual Machine Configuration Actions Details MName Machine ID
Agents e > machine_2 pkitestorg__us14rk6a1gj
> machine_1 pkitestorg__ 1u2r59rjebk

4 Edit K

Manage Agent >

Delete

Manage WSTEP > Link New Root Active Directory

Delete Agent

Unlink Root Active Directory

3. Select the Manage Agent > Manage WSTEP > Link New Root Active Directory command.
4. Follow the steps already described in Adding an agent to the PKlaaS Virtual Machine.

+ Configuring an Active Directory in the agent

 Preparing the service account for Kerberos

+ Synchronizing the agent with the root Active Directory

Managing PKlaasS Virtual Machine configurations

To manage the configuration of the PKlaaS Virtual Machines registered in Entrust PKlaaS$, click Virtual Machine
Configuration in the navigation sidebar.

« Selecting PKlaa$ Virtual Machine actions
« Copying the enrollment URL

Selecting PKlaa$S Virtual Machine actions
In the PKlaaS Virtual Machine grid, click the ... three dots line for a PKlaa$S Virtual Machine
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@ Enterprise
ENTRUST

PKl as a Service W | Register Entrust Virtual Machine
Actions  Details Name Machine ID Agents

Welcome

Virtual Machine Configuration > demo pkitestorg__midkov7xo9p

Edit
Agents ~ ot pkitestorg__jxhg0u12w36
__ Manage Agent >
WSTEP ~ Delete

Manage WSTEP > |\ Root Active Directory

Root Active Directories Delete Agent

Select the following actions.

« Edit

+ Manage Agent / Add Agent

+ Manage Agent / Manage WSTEP / Link Root Active Directory

» Manage Agent / Manage WSTEP / Unlink Root Active Directory
+ Manage Agent / Delete Agent

+ Delete

Edit

Select this command to edit the following PKlaaS Virtual Machine Configuration settings.

Setting Value
Machines The identifiers of the PKlaa$S Virtual Machines the configuration is
applied to.
Name The name selected when Registering the PKlaaS Virtual Machine.
Description The optional description added when Registering the PKlaaS Virtual
Machine.
Manage Agent / Add Agent

Select this command to add an agent to the PKlaaS Virtual Machine.

Manage Agent / Manage WSTEP / Link Root Active Directory
Select this command for linking an Active Directory with a WSTEP agent. See below for the required steps.

+ Configuring an Active Directory in the agent
+ Preparing the service account for Kerberos
« Synchronizing the agent with the root Active Directory

Manage Agent / Manage WSTEP / Unlink Root Active Directory

Select this command to unlink an Active Directory configuration from a WSTEP agent.
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Manage Agent / Delete Agent

Select this command to delete the agent.

Delete

Select this command to delete the PKlaas Virtual Machine configuration.

@ Deleting a PKlaa$ Virtual Machine configuration fails when it is still assigned to a machine. Click Edit and
set Machines to <Unassign> to remove any machine assignment.

Copying the enrollment URL

In the PKlaaS$ Virtual Machine grid, click the > arrow to unfold the details of a PKlaa$S Virtual Machine configuration.

@ CERTIFICATE SERVICES
Enterprise
ENTRUST

Getting Started [®] Register PKlaa$ Virtual Machine

Virtual Machine Configuration Actions  Details Name Machine ID Agents

Agents ~
~  demo pkitestorg__aimfnaoxinl (S

WSTEP

Create the Group Policy Object using the following URL for the WSTEP Enrolimg
clipboard.

https: /wstep.dev.pkihub.com/wstep/pkitestorg/cep

Click the 0 panel to copy the WSTEP enrollment URL. You will later need this URL when Enabling PKlaaS WSTEP for
users on your Windows domain.

Managing Active Directory configurations

To manage Windows root Active Directory configurations in Entrust PKlaasS, click Agents >WSTEP > Root Active
Directories in the sidebar.
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CERTIFICATE SERVICES
@ Enterprise
ENTRUST

PKl as a Service [:::] Add Root Active Directory
Actions Domain Name Certificate Authority
Welcome
Virtual Machine Configuration 10.34.22.55 _
7 Edit
Agents ~
Delete
WSTEP ”~ View Certificate Templates
Root Active Directories View Discovered Realms

See below for the available configuration options.

« Add Root Active Directory

« Edit Active Directory

+ Delete Active Directory

+ Manage Certificate Templates
» View discovered domains

Add Root Active Directory

See below for adding a new Active Directory to Entrust PKlaaS.

() You can later link this Active Directory to an agent as explained in Adding an agent to the PKlaaS Virtual
Machine and Linking additional Active Directories to an agent.

To add an Active Directory configuration

1. Click Agents>WSTEP > Root Active Directories in the sidebar.
2. Click the Add Root Active Directory button.
3. Select a PKlaaS Virtual Machine configuration to add the Active Directory to.
4. Click Next and configure the following settings of a new Active Directory.
« Domain Name
+ Username
+ Password
« DNS
« Certificate Authority
+ LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active
Directory forest for WSTEP.

« If an Active Directory with the same name exists and is linked to another agent, the wizard will display an
error message.

« If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a
confirmation request to load the Active Directory configuration.
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« The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain
controller.

Username

The user logon name obtained when Creating a PKlaaS WSTEP Service Account. This parameter supports the two
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith

john.smith@mydomain.com

Password

The password selected when Creating a PKlaaS WSTEP Service Account.

DNS

The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following
syntax to set this value.

<machine>:<port>

Where

« <machine> isthe domain name or IP address of the DNS server.

« <port> isthe port of the DNS service.

Certificate Authority
The Certificate Authority you configured in Configuring an Entrust PKlaa$S issuing CA for WSTEP.

LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKlaaS Virtual Machine will use this root CA
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or
more root CA certificates.

@ See Setting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.

Edit Active Directory
See below for editing the configuration of an Active Directory in Entrust PKlaaS.
To edit an Active Directory configuration

1. Click Agents>WSTEP > Root Active Directories in the sidebar.
2. Click the... three dots line for an Active Directory and select Edit
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3. Update the following configuration settings.

« Domain Name
« Username
« Password
*« DNS
« Certificate Authority
« LDAPS Trusted Certificates

Domain Name

The name of the root domain of the Microsoft Active Directory forest that was used when Preparing the Active
Directory forest for WSTEP.

« If an Active Directory with the same name exists and is linked to another agent, the wizard will display an
error message.
« If an Active Directory with the same name exists but is not linked to another agent, the wizard will display a
confirmation request to load the Active Directory configuration.
« The value used for the domain name should not be an IP address, nor should it be the FQDN of a domain
controller.
Username

The user logon name obtained when Creating a PKlaaS WSTEP Service Account. This parameter supports the two
formats described in:

https://learn.microsoft.com/en-us/windows/win32/secauthn/user-name-formats

For example:

mydomain\john.smith

john.smith@mydomain.com

Password

The password selected when Creating a PKlaaS WSTEP Service Account.

DNS
The DNS of the Active Directory you configured in Preparing the Active Directory forest for WSTEP. Use the following

syntax to set this value.
<machine>:<port>

Where

« <machine> isthe domain name or IP address of the DNS server.

« <port> isthe port of the DNS service.

Certificate Authority
The Certificate Authority you configured in Configuring an Entrust PKlaa$S issuing CA for WSTEP.
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LDAPS Trusted Certificates

The root CA certificate of the LDAPS TLS certificates chain. The PKlaaS Virtual Machine will use this root CA
certificate for validating connections with the Active Directory LDAPS service. Click Add Certificate to import one or
more root CA certificates.

() SeeSetting up LDAPS on domain controllers for how to configure the LDAPS TLS certificates.

Delete Active Directory

See below for removing an Active Directory from Entrust PKlaaS.

& Removing an Active Directory results in an error if the Active Directory is linked to a PKlaa$ Virtual Machine
configuration.
To remove an Active Directory from Entrust PKlaaS

1. Ifstill linked to a PKlaaS Virtual Machine configuration, unlink the Active Directory as explained in Managing
PKlaaS Virtual Machine configurations.

2. Click Agents>WSTEP > Root Active Directories in the sidebar.

3. Clickthe... three dots line for an Active Directory and select Delete.

Manage Certificate Templates

See below for how to browse and manage the Windows certificate templates enabled in an Active Directory for
WSTEP enrollment.

@ See Managing Microsoft certificate templates in Active Directory for how to add and configure certificate
templates in your on-premises Windows environment.
To manage certificate templates

1. Click Agents>WSTEP > Root Active Directories in the sidebar.
2. Click the ... three dots line for an Active Directory and select View Certificate Templates to display the
Manage Certificate Templates pane.
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Manage Certificate Templates

o View the list of certificate templates discovered in the oscar.test domain and select the Certificate Authority that will issue
certificates for each template.

View Certificate Templates by CA: My Subordinate CA -

Certificate Templates Certificate Authority

Administrator - My Subordinate CA m

Certificate Templates Mapping

Certificate Templates Certificate Authority
Administrator My Subordinate CA
CAExchange My Subordinate CA

Close ‘

3. Inthe View Template by CA list of the Manage Certificate Templates pane, select one of the Certificate
Authorities added when Configuring an Entrust PKlaaS issuing CA for WSTEP. Select All to list certificate
templates for all Certificate Authorities.

4. Inthe Certificate Templates field, select a certificate template you want to assign or unassign to a
certificate authority.

5. Inthe Certificate Authority field, select the certificate authority that will issue certificates for the selected

certificate template. Click <Unassign> to assign no certificate authority.
6. Click Save to associate the certificate template with the certificate authority.

View discovered domains
See below for how to list the domains managed by a root Active Directory.
To list the domains managed by a root Active Directory

1. Click Agents>WSTEP > Root Active Directories in the sidebar.
2. Click the ... three dots line for an Active Directory and select View Discovered Domains.
3. Check the name of each domain managed by the Active Directory.

Enabling WSTEP for users and devices

Enable PKlaaS WSTEP enrollment and autoenrollment for users and devices.

+ Creating a Group Policy Object for the WSTEP certificate chain

« Importing the WSTEP certificate chain into the Group Policy Object
« Enabling PKlaaS WSTEP for users

« Enabling autoenrollment for users

« Enabling PKlaaS WSTEP for devices

« Enabling autoenrollment for devices

+ Linking the WSTEP Group Policy Object to all domains
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Creating a Group Policy Object for the WSTEP certificate chain

The recommended method to configure a certificate chain trust is to create a Group Policy Object (GPO) linked to
all domains in the Active Directory forest.

To create a Group Policy Object

1. Loginto the root Active Directory of the forest as an Active Directory administrator.
2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy

Management dialog.

5L Group Policy Management [m|
&, File  Action View Window Help -
es| 25 0|c B
& Group Palicy Management * || Group Pelicy Objects in wstepga.com
~ ﬂ F?rest: ws.tepqa.(om Conterts  Delegation
v 55 Domains -
4 teom Mame GPO Status
v i wstepga.com |5] Default Domain Controllers Policy Enabled
s Default Domain Policy _: Default Domain Policy Enabled
5| LDAPS CA Cert Chain =] LDAPS CA Cert Chain Enabled
=/ LIAM - RunServices =[ LIAM - RunServices Enabled
] MGINX- krb.pkihub.test - Root Cert =[ NGINX- krb pkihub test - Root Cert Enabled
s/ PKlaa$ Test WSTEP |=f PKlaa$5 Test WSTEP Enabled
s/ Remediate arc Group Policy Object '=[ Remediate arc Group Policy Object Enabled
+] Remediate defender Group Policy Object =[] Remediate defender Group Policy Object Enabled
2 | Domain Controllers
=t Group Palicy Objects
5 WMI Filters
3 Starter GPOs < >
B Sitec h

3. Under the root domain, right click the Group Policy Objects folder and select New to display the New GPO
dialog.

Mew GPO *

Mame:

|

Source Starter GPO:

[nione] e

Cancel

4. Provide a new Name for the GPO and click OK.

Importing the WSTEP certificate chain into the Group Policy Object

Import the WSTEP certificate chain into the GPO previously created in Importing the WSTEP certificate chain into
the Group Policy Object.

() SeeDownloading the certificate chain for how to download the required certificates.

To import the certificate chain into the GPO

1. Loginto the root Active Directory of the forest as an Active Directory administrator.
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2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy
Management dialog.

5, Group Policy Management - O ot
_Eé File  Action View Window Help - 8
e« #E 0|c|dE
|5, Group Policy Management * || Group Pelicy Objects in wstepga.com
e _ﬁ F?rest: wstepga.com Conterts Delegation

w 54 Domains -
3 tcom Name GPO Status
v i wstepga.com =] Default Domain Cortrollers Policy Enabled
aé Default Domain Policy '=[ Default Domain Policy Enabled
5/ LDAPS CA Cert Chain '=[ LDAPS CA Cert Chain Enabled
5/ LIAM - RunServices =/ LIAM - RunServices Enabled
5/ MGINX- krb.pkihub.test - Root Cert (=] NGINX- krb pkihub test - Root Cert Enabled
,J PKlaas Test WSTEP _—I PKlaaS Test WSTEP Enabled
5| Remediate arc Group Policy Object =/ Remediate arc Group Poiicy Object Enabled
2] Remediate defender Group Policy Object '=[ Remediate defender Group Policy Object Enabled
2 Domain Controllers
=/ Group Policy Objects
= WMI Filters
5] Starter GPOs < >
& Gites b
3. Rightclick the Group Policy Object.
4. Select Edit to display the Group Policy Management Editor.
'=[ Group Policy Management Editor — O X
Eile Action View Help

s |HE= HBE

= Default Domain Controllers Poli
v il Computer Configuration

=| Default Domain Controllers Policy [CEGM.WSTEPQA.COM] Policy

Select an item to view its description.  Name

~| Policies
i Computer Configuration
vfﬁ, User Cenfiguration

| Preferences

v i, User Configuration
| Policies
| Preferences

~
v

\F_rtended ){Standardf

5. Navigate to Computer Configuration > Policies > Windows Settings > Security Settings > Public Key

Policies.
6. Right click Trusted Root Certificate Authorities and select Import.
| Graup Palicy Management Editor - O
File  Action View Help
el nmalc= Hree
v | Windows Settings all Object Type

Marne Resolution Palicy
|l Seripts (Startup/Shutdown)
v Ty Security Settings
5 Account Palicies
3 Local Policies
3 Eventlog
4 Restricted Groups

| Encrypting File System
| Data Protection
| BitLocker Drive Encryption
| BitLocker Drive Encryption Netwaork Unlock Certificate
| Autormatic Certificate Request Settings
L Trusted Root Certification Authoritie

Zaif Wireless Network (IEEE 602,
| Public Key Policies

25l Certificate Path Validation Settings

-'q'C:rtifi:ate Services Client - Auto-Enrollment

4 System Services | Enterprise Trust Import...
4 Registry - Interrmediate Certification Authoritie Al Tasksh N
4 File System | Trusted Publishers
Zof Wired Network (EEE 802.3) 1 Untrusted Certificates Refresh
| Windows Defender Firewall | Trusted Peaple Help
| Metwork List Manager Polic 73l Certificate Services Client - Certificaty v v -

7. Inthe Certificate Import Wizard, click Next and select the root CA certificate file to import.
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8.

9.
10.
11.
12.

13.

14.
15.
16.
17.
18.

Click Next to reveal the Certificate Store settings.

& L* Certificate Import Wizard

Certificate Store
Certificate stores are system areas where certificates are kept,

windows can automatically select a certificate store, or vou can specify a location for
the certificate,

Aukomatically select the certificate store based on the tvpe of certificate
(®) Place all certificates in the Following store

Certificate stare:

| Trusted Root Certification Authorities | Browse, .,

Mext Cancel

Verify the selected certificate store is Trusted Root Certification Authorities.

Click Next to display the Completing the Certificate Import Wizard,

Click Finish to return to the to the Group Policy Management dialog.

In the Group Policy Management dialog, navigate to Computer Configuration > Policies > Windows
Settings > Security Settings > Public Key Policies,

Right-click Intermediate Certificate Authorities and select Import to display the Certificate Import
Wizard.

Click Next and select the issuing CA certificate file to import.

Click Next to reveal the Certificate Store settings.

Verify the selected certificate store is Trusted Root Certification Authorities

Click Finish.
Select File > Exit to close the Group Policy Management Editor.

Enabling PKlaaS WSTEP for users

Configure the PKlaaS WSTEP to enable WSTEP for users.
To enable PKlaaS WSTEP for users

1.

2.

In the navigation tree of the new PKlaaS WSTEP Group Policy Object, expand User Configuration > Policies

>Windows Settings > Security Settings > Public Key Policies.
In the content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select
Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties dialog
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box.

Certificate Services Client - Certificate Enrollment Palic.., ? *

Enrollment Palicy

Configuration Model: Enabled -
Mok chFiiured
Certificate enrollment palicy lisk
Default  Mame Autoratic Enrollment
Active Directory Enrollmen,..  Enabled
Add. .. Remaove. .. Properties

Additional certificate enrollment policy configuration

[Jpisable user configured enroliment palicy servers

Cancel Apply

3. Select Enabled in the Configuration Model drop-down list.

& 'fyouare notinstalling WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory
Enrollment in the Certificate enrollment policy list pane, and click Remove.

4. Click Add to display the Certificate Enrollment Policy Server dialog box.

B Certificate Enrollment Policy Server X

Certificate errallrment policy server configuration

Enter URI for a certificate enrolment policy server and select the correct authentication type, then
click “alidate Server'

[ Use default Active Directory domain controller UR Configure Friendly Marne
Enter enrallment policy server LRI
[

Authentication tppe:

‘windows integrated ~ Walidate Server
[ Pricrity: 2 Default

Certificate enrollment policy properties

Information regarding the walidation of the server URI will be presented below. Ensure that the
properties returned from the server match the expected values before proceeding.

Add Cancel
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5. Inthe Enter enrollment policy server URI field, enter the PKlaaS WSTEP URI you obtained in either:
+ Synchronizing the agent with the root Active Directory
« Copying the enrollment URL.
6. Inthe Authentication type drop-down list, select the same "Windows Integrated" option (should be
selected by default).
7. Click Validate Server and check the URI validation results.

B Certificate Enrollment Palicy Sepver *

Certificate enrallment policy server configuration

Enter URI for a certificate enrollment policy server and select the comect authentication type, then
click “alidate Server’

] Usze default Active Directary darmain contraller LRI Configure Friendly Mame

Enter enroliment policy zerver URI:

| hittpa: /4 Awstep/pkitestorg/oep

Authentication type:

Windows integrated ~ Walidate Server
[ Priarity: 2 Diefault

Certificate enrollment policy properties

Information regarding the walidation of the server URI will be presented below. Enzure that the
properties returned from the server match the expected values before proceeding.

The URI "httpz: A4 fwstep/phitestorg/cep” was validated successfully.

Enrallment T

[82figmgalwivzublEd 7ukhsdwualurh
Enrallment Friendly Mame

Entrust PklaaS =CEP

Add Cancel
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8. Click Add to add the new PKlaaS WSTEP service to the Certificate enrollment policy list pane.

Certificate Services Client - Certificate Enrallment Palic.., ? x

Enrallment Policy

Configuration Model: Enabled b

Certificate enrollment policy list

Default  Mame Automatic Enrallment

Entrust PkIaas x Enabled

add. .. Remove. .. Properties

Additional certificate enrollment policy configuration

[Jbisable user configured enrolment policy servers

Cancel Apply

9. In the Certificate enrollment policy list pane, check the box of the new Entrust PKlaaS XCEP certificate
enrollment policy to make it the default one.
10. Click OK.

Enabling autoenrollment for users
Configure the PKlaaS WSTEP Group Policy Object to enable autoenrollment for users.
To enable autoenrollment for users

1. Inthe navigation tree of the new PKlaaS WSTEP Group Policy Object, expand User Configuration > Policies
> Windows Settings > Security Settings > Public Key Policies.
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2. Inthe content pane, right-click Certificate Services Client Auto Enrollment and select Properties to
display the Certificate Services Client Auto-Enrollment Properties dialog box.

Certificate Services Client - Auta-Enrallment Properties ? Ed

Enrollment Policy Configuration

Enroll user and computer certificates automaticalky

Configuration Model: Enabled ~

Renew expired certificates, update pending certificates, and remove
rervoked certificates

Update certificates that use certificate kemplates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifskime is

102 %

Additional stores, Use "," ko separate mulkiple stores, For example:
"Storel, Storez, Store3"

Cancel Apply

Select Enabled in the Configuration Model drop-down list.
4. Check the following boxes:
+ Renew expired certificates, update pending certificates, and remove revoked certificates
« Update certificates that use certificate templates.
5. Optionally, change the percentage under Log expiry events and show expiry notifications when the
percentage of remaining certificate lifetime is.
6. Click OK.

w

Enabling PKlaaS WSTEP for devices
Configure the PKlaaS WSTEP to enable WSTEP for devices.
To enable PKlaaS WSTEP for devices

1. Inthe navigation tree of the new PKlaaS WSTEP Group Policy Object, expand Computer Configuration >
Policies > Windows Settings > Security Settings > Public Key Policies.

2. Inthe content pane, right-click Certificate Services Client - Certificate Enrollment Policy and select
Properties to display the Certificate Services Client - Certificate Enrollment Policy Properties dialog

Entrust PKlaaS - Customer Guide 158



@ ENTRUST

box.

Certificate Services Client - Certificate Enrollment Palic.., ? *

Enrollment Palicy

Configuration Model: Enabled -
Mok chFiiured
Certificate enrollment palicy lisk
Default  Mame Autoratic Enrollment
Active Directory Enrollmen,..  Enabled
Add. .. Remaove. .. Properties

Additional certificate enrollment policy configuration

[Jpisable user configured enroliment palicy servers

Cancel Apply

3. Select Enabled in the Configuration Model drop-down list.

& 'fyouare notinstalling WSTEP alongside an existing Microsoft CA WSTEP, select Active Directory
Enrollment in the Certificate enrollment policy list pane, and click Remove.

4. Click Add to display the Certificate Enrollment Policy Server dialog box.

B Certificate Enrollment Policy Server X

Certificate errallrment policy server configuration

Enter URI for a certificate enrolment policy server and select the correct authentication type, then
click “alidate Server'

[ Use default Active Directory domain controller UR Configure Friendly Marne
Enter enrallment policy server LRI
[

Authentication tppe:

‘windows integrated ~ Walidate Server
[ Pricrity: 2 Default

Certificate enrollment policy properties

Information regarding the walidation of the server URI will be presented below. Ensure that the
properties returned from the server match the expected values before proceeding.

Add Cancel
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6. Inthe Enter enrollment policy server URI field, enter the PKlaaS WSTEP URI provided on the Entrust
Certificate Services portal for device enrollment.

7. Inthe Authentication type drop-down list, select the same "Windows Integrated" option (should be
selected by default).

8. Click Validate Server and check the URI validation results.

B Certificate Enrollment Palicy Sepver *

Certificate enrallment policy server configuration

Enter URI for a certificate enrollment policy server and select the comect authentication type, then
click “alidate Server’

] Usze default Active Directary darmain contraller LRI Configure Friendly Mame

Enter enroliment policy zerver URI:

| hittpa: /4 Awstep/pkitestorg/oep

Authentication type:
Windows integrated ~ Walidate Server

[ Priarity: 2 Diefault

Certificate enrollment policy properties

Information regarding the walidation of the server URI will be presented below. Enzure that the
properties returned from the server match the expected values before proceeding.

The URI "httpz: A4 fwstep/phitestorg/cep” was validated successfully.

Enrallment T

[82figmgalwivzublEd 7ukhsdwualurh
Enrallment Friendly Mame

Entrust PklaaS =CEP

Add Cancel

9. Click Add to add the new PKlaaS WSTEP service to the Certificate enrollment policy list pane.

Certificate Services Client - Certificate Enrollment Palic.,, 7 >

Enrollment Policy

Configuration Model: Enabled b

Certificate enrollment policy lisk

Default  Mame Automatic Enrallment

Enkrust P

add. .. Remove. .. Propetties

#dditional certificate enrollment policy configuration

[Jbisable user configured enrolment policy servers

Cancel Apply
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10.

11.

In the Certificate enrollment policy list pane, check the box of the new PKlaaS WSTEP service to make it
the default Certificate Enrollment Policy.

Click OK.

Enabling autoenrollment for devices

Configure the PKlaaS WSTEP Group Policy Object to enable autoenrollment for devices

To enable autoenrollment for devices

1.

w

Linking the WSTEP Group Policy Object to all domains

In each domain of the Active Directory forest, repeat the following procedure to link the Group Policy Object created

In the navigation tree of the new PKlaaS WSTEP Group Policy Object, expand Computer Configuration >
Policies > Windows Settings > Security Settings > Public Key Policies.

In the content pane, right-click Certificate Services Client Auto Enrollment and select Properties to
display the Certificate Services Client Auto-Enrollment Properties dialog box.

Certificate Services Client - Auta-Enrallment Properties ? x

Enrallment Policy Configuration

Enroll user and computer certificates automatically

Configuration Model: Enabled ~

Renew expired certificates, update pending certificates, and remove
revoked certificates

Update certificates that use certificate kemplates

Log expiry events and show expiry notifications when the percentage of
remaining certificate lifetime is

Additional skores, Use *," ko separate multiple stores, For example:
"Storel, StoreZ, Stored"

Cancel Apply

Select Enabled in the Configuration Model drop-down list.
Check the following boxes:

« Renew expired certificates, update pending certificates, and remove revoked certificates

- Update certificates that use certificate templates.

Optionally, change the percentage under Log expiry events and show expiry notifications when the

percentage of remaining certificate lifetime is.
Click OK.

for the WSTEP certificate chain.

To link a Group Policy Object with a domain
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1. Loginto the root Active Directory of the forest as an Active Directory administrator.
2. Select Start > Windows Administrative Tools > Group Policy Management to open the Group Policy

Management dialog.

1= Group Policy Management
=L File Wiew Window  Help

e | 2E 28 X6 HE

Action

'}, Group Policy Management
W _-é_ Forest: exarmple.corm

LDAPS Cert Chain

. . Scope  Detals  Settings
w [ Z5 Domains ]
v 5 exarnla cam Links .

=ML Create a GPO in this domain, and Link it here... % locatiar:
T Link an Existing GPO.., 3. domains,
": F Block Inheritance

g [

v [Ef ¢ Group Policy bModeling Wizard..,

Mew Organizational Unit

3. Right-click the domain name and select Link an existing GPO.... to display the Select GPO dialog.

4. Select the Group Policy Object.
5. Click OK.

Managing Microsoft certificate templates in Active Directory

See below for adding and managing the Microsoft certificate templates in Active Directory for WSTEP enrollment

and autoenrollment.

+ Creating and configuring certificate templates
«+ Disabling a certificate template

Creating and configuring certificate templates

In your Active Directory, create and configure Windows certificate templates for WSTEP enrollment.

To create and configure a Windows certificate template

1. Ifnot already installed, install the Certificate Templates snap-in as explained in Installing the default set of

Microsoft Certificate Templates using the snap-in.

2. Select the existing certificate template that most closely meets your desired specs.

w

Right-click on the existing template and select Duplicate template.

4. Configure settings in the following tabs in the Properties of the New Template dialog.

« Compatibility

+ Cryptography

« Extensions

+ General

+ Issuance requirements

« Key Attestation

+ Request Handling

« Security

« Server

« Superseded Templates
5. Click OK.
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Compatibility
Configure the following setting in the Compatibility tab of the Properties of New Template dialog.

Compeatibility Settings
Select the minimum Windows versions compatible with the following components.

« Certification Authority
« Certificate recipient

The selected values impact the schema version of the certificate template. See Cryptography for the Provider
Category supported by each template version.

A After creating the template, these settings can be modified but not the template version.

Cryptography
Configure the following settings in the Cryptography tab of the Properties of the New Template dialog.

« Provider Category

« Algorithm name

« Minimum key size
Provider Category

Select one of the following providers.

Provider Supported certificate template versions
Legacy Cryptograph Service Provider 1,2,3,4
Key Storage Provider 3,4

() See Compatibility for selecting the template version.

Algorithm name
When the Provider Category value is Key Storage Provider, you can select one of the following algorithms.

+ RSA

- ECDH_P256
- ECDH_P384
« ECDH_P521

Minimum key size

Do not modify this field unless the Algorithm name value is RSA. Supported key sizes are the following.

« 2048
« 3072
« 4096
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Extensions
Configure the following setting in the Extensions tab of the Properties of the New Template dialog.

+ Application Policies
+ Key Usage

() SeeActive Directory (WSTEP) certificate profiles for a full reference on the WSTEP certificate capabilities.

Application Policies

Select this field and click Edit to choose the Extended Key Usages (EKUs) of the issued certificates. For example:
+ Client Authentication
+ Server Authentication

Key Usage

Select this field and click Edit to choose supported key usage combinations.

- Digital Signature

« Digital Signature and Key Encipherment

« Digital Signature and Nonrepudiation

+ Key Encipherment

+ Key Encipherment and Digital Signature with Nonrepudiation

Specifically, any combination containing the following key usages is not supported.

« CRL Sign

« Decipher Only
+ Encipher Only
« Key Agreement
+ Key Cert Sign

General
Configure the following settings in the General tab of the Properties of New Template dialog.

« Template display name
« Template name
 Publish certificate in Active Directory

Template display name

Enter a friendly name for the template

& This setting must be configured during certificate template creation and cannot be modified later. The
only way to change this setting value is to duplicate the certificate template.

Template name

Enter the same name as the display name.

& This setting must be configured during certificate template creation and cannot be modified later. The
only way to change this setting value is to duplicate the certificate template.

Entrust PKlaas$ - Customer Guide 164



@ ENTRUST

Publish certificate in Active Directory

Ensure this box is not checked, as PKlaaS WSTEP ignores this setting when enabled.

Issuance requirements

Configure the following setting in the Issuance requirements tab of the Properties of New Template dialog.

CA certificate manager approval

Ensure this box is not checked, as PKlaaS WSTEP ignores this setting when enabled.

Key Attestation
Configure the following setting in the Key Attestation tab of the Properties of New Template dialog.

Key Attestation

Select the None option, as WSTEP enrollment does not support this feature.

Request Handling

Configure the following settings in the Request Handling tab of the Properties of New Template dialog.
« Purpose
« Archive subject's encryption private key

Purpose

Select a purpose for the enrolled certificates.

+ Encryption

+ Signature

+ Signature and encryption

« Signature and smartcard logon

& Theselected purpose alters the certificate key usage and application policies. See Extensions for how to
check the key usage is among the supported combinations.

Archive subject's encryption private key

Ensure this box is not checked, as PKlaaS WSTEP ignores this setting when enabled.

Security
Configure the following settings in the Security tab of the Properties of New Template dialog.

« Groups or user names
o Permissions

(@ Newly duplicated certificate templates inherit the security settings of the original templates.

Groups or user names

The names of the users and groups with permission to enroll and autoenroll certificates using the template.
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To add a user or group name

1. Click Add to display the Select Users, Computers, Service Accounts or Groups dialog.
Enter the user or group name in the Enter the object names to select field.

Click Check Names to verify the name is valid.

Click OK.

N

Permissions
For each user or group in the Groups or user names list, ensure the following permissions are allowed.

« Enroll
« Autoenroll

Server

Configure the following settings in the Server tab of the Properties of New Template dialog.
« Do notinclude revocation information in issued certificates
« Do not store certificates and requests in the CA Database

Do not include revocation information in issued certificates

Ensure this box is not checked, as PKlaaS WSTEP ignores this setting when enabled.

Do not store certificates and requests in the CA Database

Ensure this box is not checked, as PKlaaS WSTEP ignores this setting when enabled.

Superseded Templates
If you want the new certificate template to replace an existing one:

1. Select the Superseded Template tab of the Properties of the New Template dialog.
2. Click the Add button.
3. Select the name of the existing certificate template.

Disabling a certificate template

There may be some situations where a you may not want to use or sync a particular certificate template for WSTEP
enrollments. See the supported methods for disabling certificate templates below.

« Disabling a certificate template by removing the read permission
« Disabling a certificate template by unassigning the CA

() While disabled, certificate templates remain defined in Active Directory but can no longer be used to enroll
certificates.

Disabling a certificate template by removing the read permission
To disable a certificate template, you can:

1. Select the Security tab in the certificate template properties dialog.
2. Disable the Read permission for the PKlaaS WSTEP service account.
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() The performed changes will take effect on the next automatic synchronization.

Disabling a certificate template by unassigning the CA

To disable a certificate template, you can unassign the associated CA as explained in Manage Certificate Templates.

(D Changes performed on the Entrust PKlaa$S Ul take effect instantly.

Managing on-premises PKlaa$S Virtual Machines

As explained in Running the PKlaasS Virtual Machine, the PKlaaS Virtual Machine prompts a registration OTP when
launched. See below for additional information.

+ PKlaaS Virtual Machine keyboard shortcuts

+ Browsing PKlaaS Virtual Machine logs

+ Creating an additional PKlaaS Virtual Machine for disaster recovery
+ Recovering a PKlaa$S Virtual Machine from disaster

() Pressthetab key to switch between tabs.

PKlaaS Virtual Machine keyboard shortcuts

The ribbon at the bottom displays information on the keyboard shortcuts for managing the PKlaaS Virtual Machine.

TAB: =witches apps - SPACE: logs - CTRL+C: exits app on focus -
- CTRL+K: kills app - CTRL+U: forces app refresh -

[ Fri, H1 Mar 2824 13:28:13 UTC - 14ml8= - 18.1.188.122 1

As detailed in the following table, not all these shortcuts are currently supported by the Entrust PKlaaS Virtual
Machine.

Shortcut Action Supported
TAB Switch tab. (v]
Space Display detailed logs on the current tab. 0
CTRL+C Restart the application running on current tab. 0

Restarting the whole PKlaaS Virtual Machine can only
be done from the VMware Host Client.

CTRL+K Kill the application running on the current tab. Q

CTRL+U Refresh the application running on the current tab. Q
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Browsing PKlaa$ Virtual Machine logs

Brose the following logs on the PKlaaS Virtual Machine prompt.

« Browsing PKlaaS Virtual Machine startup logs
+ Browsing WSTEP enrollment logs

() The Entrust PKlaa$ Virtual Machine does not currently support SIEM integration.

Browsing PKlaas$ Virtual Machine startup logs

The PKlaa$ Virtual Machine tab of the PKlaaS Virtual Machine prompt displays information on each startup step.

PEIaaS Virtual Machine

[v] PKIaaS Virtual Machine rumming
Uersion: vZB2482168726
[v] Commected to PKIaaS

Region: PROD-US

[v]l PKIaaS Virtual Machine registered to your account

Account ID:
Machine ID:
[vl UM Config ID:

Friendly name:

ecsmcnlS8emsuw
ecsmcnlS8emsuw_ igfr jBtu jzuw
1e62?351cbh5877d58aa57d5c35b175483ceb9efd
ABC PKIaaS UM
[v] Installed agents: wstep

Press the space bar to display more detailed logs.

PKIaaS Virtual Machine

[PKIaaS Virtual Machine logs (4, offset:@ horizontal-offset:B):

Init StartComnectionCheck.0K

Init ComnectionCheck.0K C
Synchronization Star
Synchronization Sync.Ok

Checking TCP commection to satellit.pkiaas.entrust.com:443
ted to satellit.pkiaas.entrust.com
K Starting synchronization
ynchronization done

See the following table for a description of each step.

Step

PKlaaS Virtual Machine Running

Connected to PKlaaS

PKlaaS Gateway registered to

your account

Node ID

Entrust PKlaaS - Customer Guide

Step Information

The version of the PKlaaS Virtual
Machine

The region hosting the Entrust PKlaaS
services.

Aregistration confirmation message
and details on the registered machine

The internal Entrust PKlaaS identifier
of the PKlaaS Virtual Machine

Step completion

When the machine is running

When the machine is running

After Registering the PKlaa$S

Virtual Machine

After Registering the PKlaa$S
Virtual Machine
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Step Step Information Step completion
Installed agents The "WSTEP" name of the installed After Adding an agent to the
agent. PKlaaS Virtual Machine

For each step, the prompt displays the following status symbols.

Symbol Step status

[] Not yet started
[\] In progress
[v] Completed

(x] Failed

Browsing WSTEP enrollment logs

When completing the startup process, press the tab key to switch to the WSTEP tab and browse logs on the WSTEP
agent.

WSTEF Agent rumming
Uersion: vZBZ2482168726
Reporter rumming

Last Sync: Thu, 29 Feb 2824 12:53:81 UTC
Poller rumming

Last Sync: Thu, 29 Feb 2824 12:53:15 UTC
LDAP Conmectivity

Commected to LDAP abc.corp

LDAP Authentication

Authenticated to LDAP abc.corp

Press the space bar to display more detailed logs.

WSTEP
WSTEP logs (1485, offset:8 horizontal-offset:@):
Reporter SyncRootAD.0OK Synced ABC.CORP in abc.corp
Reporter SyncRealm. ynced ABC.CORP in ABC.CORP
Reporter SyncRealm. Synced XYZ.ABC.CORP in ABC.CORP
Reporter SyncRealm. Synced FINANCE.ABC.CORP in ABC.CORP

Reporter SyncRealm.0OK Synced tree.corp in ABC.CORP

Reporter GetWindowsCertTemplat OK Found 36 windows cert templates in ABC.CORP
Reporter SyncWindowsTemplate.OK Synced Administrator in ABC.CORP

Reporter SyncWindowsTemplate ynced findrewAutoEnroll in ABC.CORP

Reporter SyncWindowsTemplate ynced CA in ABC.CORP

The displayed WSTEP enrollment logs:
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+ Do not contain any sensitive information.
« Are stored alongside the PKlaaS WSTEP service in the cloud for troubleshooting purposes.
« Cannot be manually exported.

Creating an additional PKlaa$S Virtual Machine for disaster recovery

After completing the installation, registration and configuration of the PKlaa$S Virtual machine, it is recommended

to deploy an additional PKlaa$S Virtual Machine for disaster recovery.

To create an additional PKlaaS Virtual Machine for disaster recovery

1. Repeat the steps described in Running the PKlaaS Virtual Machine to create a new PKlaa$S Virtual Machine.

Use the same OVA file obtained when Downloading the PKlaaS Virtual Machine.
2. Register the new PKlaa$ Virtual Machine as explained in Registering the PKlaa$S Virtual Machine.
3. Keep the machine running.

Recovering a PKlaaS Virtual Machine from disaster
To recover a PKlaas Virtual Machine from disaster, you can:

1. Loginto the Entrust PKlaaS portal.

2. Inthe PKlaaS Virtual Machine grid, click the ... three dots line for the initial PKlaa$S Virtual Machine and select

the Edit action as explained in Selecting PKlaasS Virtual Machine actions.

3. Set the Machine setting to the registration name of the virtual machine described in Creating an additional

PKlaas Virtual Machine for disaster recovery.
While a PKlaa$ Virtual Machine goes offline, the PKlaaS WSTEP service:

1. Continues to accept enrollment requests.
2. Places the requests into a queue of pending requests.
3. Processes all the pending requests when the new PKlaaS Virtual Machine comes online.

Troubleshooting WSTEP enrollment issues

See below for how to solve the main issues related to WSTEP enrollment configuration and execution.

« Troubleshooting PKlaaS Virtual Machine onboarding issues
« Troubleshooting WSTEP agent configuration issues

« Troubleshooting Group Policy Object configuration issues

« Troubleshooting enrollment and certificate template issues

Troubleshooting PKlaaS Virtual Machine onboarding issues
If you are having problems connecting the on-premises PKlaas$ Virtual Machine to the Entrust PKlaaS cloud:

1. Checkthe error log as explained in Browsing PKlaas Virtual Machine startup logs.
2. Take a screenshot of the error log.
3. Attach the screenshot to a support ticket.

Troubleshooting WSTEP agent configuration issues

The steps described in Configuring WSTEP automation on the PKlaaS portal require adding and configuring a
WSTEP agent. See below for how to solve possible issues you might encounter.

« DNS Server unreachable
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« Invalid LDAP credentials
o LDAP timeout

« TLS handshake failed

o Unknown LDAP host

() SeeBrowsing WSTEP enrollment logs for browsing logs in the WSTEP tab of the the on-premises PKlaaS
Virtual Machine.

DNS Server unreachable

While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the
on-premises PKlaa$S Virtual Machine.

ErrorDialURL

LDAP Result Code 200 "Network Error": dial tcp: lookup <DOMAIN-NAME>: i/o timeout

See below for a list of possible causes and the corresponding solutions.

« Firewall rules blocking the access
« Invalid DNS settings in the Agent configuration

Firewall rules blocking the access

Firewall rules may block connections from the IP address of the PKlaaS Virtual Machine to the DNS server on port
53.

() SeeNetwork requirements for the PKlaaS Virtual Machine for all the port access requirements.
Issue resolution: Edit the firewall rules to allow access.

Invalid DNS settings in the Agent configuration
The DNS server settings were not properly defined when Configuring an Active Directory in the agent.

Issue resolution: Edit the agent configuration to update the DNS settings.

Invalid LDAP credentials

While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the
on-premises PKlaa$S Virtual Machine.

ErrorLDAPAuthentication

LDAP Result Code 49 "Invalid Credentials": 80090308: LdapErr: DSID-0C090439, comment:
AcceptSecurityContext error, data 52e, v4563

The cause of this erroris an invalid LDAP username or password.

Issue resolution:
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1. Edit the Active Directory as explained in Edit Active Directory.
2. Enter avalid username and user password.

LDAP timeout

While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the
on-premises PKlaa$S Virtual Machine.

ErrorDialURL

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp dcl.example.com:389: i/o timeout

See below for a list of possible causes and the corresponding solutions.

« Domain Controller powered off
« Orphaned Domain Controller
« Incorrect IP address

Domain Controller powered off
The <DOMAIN-CONTROLLER> might be powered off.

Issue resolution: Power on the Domain Controller.

Orphaned Domain Controller

The <DOMAIN-CONTROLLER> Domain Controller mentioned in the error might be orphaned. This might occur if the
Domain Controller was accidentally or incorrrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-us/
troubleshoot/windows-server/identity/remove-orphaned-domains

Incorrect IP address

The DNS Entry for the <DOMAIN-CONTROLLER> Domain Controller might point to an incorrect IP address. This can
occur if:

« A Domain Controller was erroneously deployed using a DHCP-assigned IP address instead of a static IP
address.
+ Mistakes were made while deliberately changing the IP address of a Domain Controller.

Issue resolution:

1. Checkthe <DOMAIN-CONTROLLER> DNS entryin the Microsoft DNS manager.

2. Verify that the IP Address listed is correct.
3. Ifthe IP address in the Microsoft DNS Manager is correct and differs from the IP address in the logs, another
DNS record must be fixed.

TLS handshake failed

While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the
on-premises PKlaa$S Virtual Machine.
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ErrorDialURL

url: ldap://<DOMAIN-CONTROLLER-FQDN>LDAP Result Code 200 "Network Error": TLS
handshake failed (tls: either ServerName or InsecureSkipVerify must be specified in
the tls.Config)

See below for a list of possible causes and the corresponding solutions.

+ Missing LDAPS TLS certificate
+ Invalid LDAPS TLS certificate
+ LDAPS TLS certificate not trusted
« Incorrect DNS entries
Missing LDAPS TLS certificate
The Domain Controller is missing a TLS certificate for LDAPS.

Issue resolution:
1. Runthe command described in Validating the LDAPS configuration
2. Ifthe output of the command does not contain an LDAPS TLS certificate, follow the steps described in
Setting up LDAPS on domain controllers.
Invalid LDAPS TLS certificate
The Domain Controller does not have a valid TLS certificate for LDAPS connections.
Issue resolution: Check the following.
+ The certificate meets the requirements described in Generating LDAPS TLS certificates on the ECS portal.
+ The certificate chain has been imported as explained in Creating a Group Policy Object for the LDAPS TLS
certificate chain.
LDAPS TLS certificate not trusted
The root CA certificate of the LDAPS TLS certificate chain is not trusted.
Issue resolution: Verify the root CA certificate in the root Active Directory domain matches the root CA certificate
imported when Configuring an Active Directory in the agent.
Incorrect DNS entries
The DNS server on your network might have an incorrect IP address for the Active Directory domain controller.

Issue resolution: Verify the IP address of the Active Directory domain controller is properly configured in the DNS
server.

Unknown LDAP host

While Configuring an Active Directory in the agent, you may encounter the following error on the WSTEP tab of the
on-premises PKlaa$S Virtual Machine.
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ErrorDialURL

ldap://<DOMAIN-CONTROLLER>
LDAP Result Code 200 "Network Error": dial tcp lookup <DOMAIN-CONTROLLER> on <DNS-
RESOLVER-IP-ADDRESS>:53 no such host
See below for a list of possible causes and the corresponding solutions.
« Orphaned Domain Controller
+ Missing DNS record

Orphaned Domain Controller

The <DOMAIN-CONTROLLER> Domain Controller mentioned in the error might be orphaned. This might occur if the
Domain Controller was accidentally or incorrrectly removed from an Active Directory forest.

Issue resolution: Remove the orphaned Domain Controller as explained in https://learn.microsoft.com/en-us/
troubleshoot/windows-server/identity/remove-orphaned-domains

Missing DNS record

The DNS server runningon <DNS-RESOLVER-IP-ADDRESS>:53 does not have a DNS Record for <DOMAIN-

CONTROLLER> . This error might occur after following the Microsoft documentation to solve the orphaned Domain
Controller issue mentioned above.

Issue resolution: Adding the missing DNS record.

Troubleshooting Group Policy Object configuration issues

Issues may arise while Creating a Group Policy Object for the WSTEP certificate chain. See below for how to solve
them.

« Access denied by remote endpoint
« Remote endpoint not reachable.

Access denied by remote endpoint

When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: Access was denied by the remote endpoint.
080300005 (-2143485947 WS_E_ENDPOINT_ACCESS-DENIED)

See below for a list of possible causes and the corresponding solutions.

« Invalid enrollment URL

+ Invalid agent configuration

« Invalid root Active Directory username
Invalid enrollment URL

The CEP URL provided to the Group Policy Manager may contain a typo.
Issue resolution: Check the entered URL matches the URL displayed on the welcome page of the Entrust PKlaa$S Ul.
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Invalid agent configuration
The WSTEP agent configuration is not valid.
Issue resolution: Check the following.

+ The WSTEP agent runs with a valid configuration before the PKlaaS CEP URL can be defined in a Group
Policy Object.

« The WSTEP agent on the PKlaa$ Virtual Machine completes an initial synchronization of the Kerberos data
(SPN, KVNO) from the root Active Directory before the Microsoft Group Policy Manager can validate the
PKlaaS CEP URL.

See Troubleshooting WSTEP agent configuration issues for solving agent-related issues.

Invalid root Active Directory username

The username defined on the Entrust PKlaaS Ul for the root Active Directory RootAD does not have a properly
configured SPN (Service Principal Name) or UPN (User Principal Name).

Issue resolution: Run the following command to fix the root Active Directory username.

ktpass -mapuser <USER> -princ HTTP/<PKIAAS-WSTEP-URL>@<UPPERCASE-DOMAIN-NAME> -pass
<PASS> -ptype KRB5_NT_PRINCIPAL /Target <UPPERCASE-DOMAIN-NAME> /crypto ALL

Remote endpoint not reachable.

When Enabling WSTEP for users and devices, the Windows machine can display the following error.

Error: The remote endpoint was not reachable.
0x005de0la (-2143485936 WS_E_ENDPOINT_UNREACHABLE)

See below for a list of possible causes and the corresponding solutions.
« Invalid enrollment URL
« Network issues
Invalid enrollment URL
The CEP URL provided to the Group Policy Manager may contain a typo.
Issue resolution: Check the entered URL matches the URL displayed on the welcome page of the Entrust PKlaa$S Ul.

Network issues
Network issues prevent the Microsoft server from accessing the PKlaaS WSTEP URLs.
Issue resolution: Verify the following.

« The entrust PKlaaS WSTEP URL is reachable.
« The firewall rules do not block traffic to the PKlaaS WSTEP URL.

Troubleshooting enrollment and certificate template issues
See below for solving issues related to enrollment, autoenrollment and certificate template management.

« Certificate template not enrolling or autoenrolling
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« Missing certificate template
+ Unexpected behavior of certificate enrollment

Certificate template not enrolling or autoenrolling

Once configured, a Windows certificate template may not enroll or autoenroll devices. See below for the possible
causes and the corresponding solution.

« Missing Group Policy Object
« Missing permissions
Missing Group Policy Object

The Group Policy Object to enable Autoenrollment may not have been created, or may not have been linked to the
various domains in the Windows Active Directory forest.

Issue resolution: Configure a Group Policy Object as explained below.

« Enabling autoenrollment for users
« Enabling autoenrollment for devices
« Linking the WSTEP Group Policy Object to all domains
Missing permissions
The user or group facing may not have permission to enroll or autoenroll.

Issue resolution: Select the Security to select the users and groups with permission to enroll and autoenroll.

Missing certificate template

When browsing certificate templates as explained in Manage Certificate Templates, a certificate template may be
missing because it does contain an unsupported key usage.

Issue resolution: Verify the key usages as explained in Extensions.

Unexpected behavior of certificate enrollment

Certificate enrollment may not behave as expected when the Windows certificate template includes unsupported
settings.

Issue resolution: Verify the certificate template matches the configuration described in Creating and configuring
certificate templates. Specifically, the configuration must not include any of the following unsupported settings.

Tab Unsupported setting
Extensions Any key usage combination containing the following key usages:
CRL Sign

Decipher Only, Encipher Only, Key Agreement, Key Cert Sign

General Publish certificate in Active Directory

Issuance requirements CA certificate manager approval
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Tab Unsupported setting

Key Attestation Required

Request Handling Archive subject's encryption private key

Server Do not include revocation information in issued certificates

Do not store certificates and requests in the CA Database
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11 Automating enrollment with an on-premises Enrollment
Gateway

When hosted on-premises by the customer, Certificate Enrollment Gateway (CEG) supports the following
automation integrations.

« Intune

« MDM Web Service (MDMWS)
« Private TLS/SSL(ACMEV2)

«+ Active Directory / WSTEP

« SCEP

See below for how to set up an on-premises Entrust Certificate Enrollment Gateway with PKlaaS.

+ Adding an on-premises Enrollment Gateway to an issuing CA
+ Activating an on-premises Certificate Enrollment Gateway

+ Installing an on-premises Certificate Enrollment Gateway

+ Deleting an on-premises Certificate Enrollment Gateway

Adding an on-premises Enrollment Gateway to an issuing CA

Add a Certificate Enrollment Gateway instance to an issuing PKlaaS CA.

& Asdiscussed in Creating an issuing CA under an online root CA, please add the required service to the

issuing CA. For example, add the SCEP service to your issuing CA before adding the Enrollment Gateway for

SCEP.

To add a Certificate Enrollment Gateway service to an issuing CA

1. Select Administration > PKlaaS Management.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration Help » Entrust Admin v
Inventory
Add Private CA R
@5 Add Enrollment Gateway Ve DA
All Private CAs
Actions | Type Group Management rtificate Authority

CAGW

OU Management

Credentials O L] Enrollment Gateway for ACME lared Issuing CA
Domain Management
Enroliment O ] Enroliment Gateway for ACME L 202108
Gateways Client Management
O L Enroliment Gateway for Intune ared Issuing CA
PKlaaS Management
O L] Enroliment Gateway for Intune Public URLs 's Issuing CA
O L Enroliment Gateway for Intune Advanced Settings h 202108
O L Enroliment Gateway for Intune Discovery Scanner ah's test
O L Enroliment Gateway for WSTEP Shared Issuing CA

2. Intheside pane, click Enrollment Gateways.
3. Click Add Enrollment Gateway.
4. In Gateway Location, select Customer Hosted
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5. In Certificate Authority, select an issuing CA.

Enrollment Gateway Information

Gateway Location: @® Customer Hosted O Entrust Hosted
Certificate ABC Issuing CA 2 v
Authority:

Type: --Select Enrollment Gateway type-- v
—Select Enroliment Gateway type—

Enroliment Gateway for MDM-WS
Enrollment Gateway for Intune l
Enrollment Gateway for WSTEP

6. InType, select one of the Certificate Enrollment Gateway services enabled in the issuing CA.

& The process will fail if the Certificate Authority already has a Certificate Enrollment Gateway
instance with the same Type.

7. Click Submit and accept the confirmation request.

Activating an on-premises Certificate Enrollment Gateway

The first time you add a Certificate Enrollment Gateway, you will receive an email containing license activation
information.

[EXTERNAL] Your Entrust license activation OTP for order ecsivcn 158eariom

icensi i €) Reply %) Reply Al
licensing @pki.entrust.com J Reply ) Reply
o ©Jonah Guo

o

Dear

Thank you for purchasing the Entrust Certificate Enrollment Gateway (order sesssys § Efrssar),
Your Certificate Enrollment Gateway license activation password and URL are included in this email
License Activation Password: mie"sifl

License Activation URL:

SHESoHEL NrT B W ~Brai ey S e iyl OOl it S MOl el BT Dol e SF il T e D0 Tt WL S TLUSE B P HEE DU S D D0l 1

Instructions for ing the ware and activating the service:

1. Log into Entrust TrustedCare: hitps://trustedcare entrust.com. The login details will be sent to you in a separate email, if you do not already have credentials for TrustedCare.
2. Download the Certificate Enrollment Gateway software.

3. Use the file and password that you have received fo activate the service as indicated in the chapter installing the flicense of the User Guide.

(@ Subsequent Certificate Enrollment Gateway addition will not trigger a new email, including those added to
a different issuing CA under the same account.

Activate your Certificate Enrollment Gateway software during the 14-day validity of the password.

« If the person managing the Enrollment Gateway is a different administrator, please forward the email as
required.

« If you no longer have the original activation email or try to activate the software after 14 days, please contact
Entrust Support to resend the activation email.

« If you have activated the software and need to reinstall Certificate Enrollment Gateway software, please
contact Entrust Support to reset the license. You will receive the reset license via a new email.
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Installing an on-premises Certificate Enrollment Gateway
Download and install Certificate Enrollment Gateway as explained below.

To download and install Certificate Enrollment Gateway

1. Login https://trustedcare.entrust.com
2. Click PRODUCTS.

HOME PRODUCTS KNOWLEDGE PARTS LOOKUP WARRANTY LOOKUP

CASES

Tell me more! | Help for this Page @

View: | Customer Master - All v m Clone | Create New View
Recent Cases :

Mo recent records. Click Go or select a view from the dropdown to display records

3. Navigate to the PKl section.
4. Click Certificate Enrollment Gateway.
5. Select the latest version.

PKI

# Authority

¥ Certificate Enrollment Gateway

Product Version
*Product Support Center for Certificate Enrollment Gateway o
Certificate Enrollment Gateway A 1.31
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6. By default, you will have the Software Downloads tab open with a Related Software section listed below.

CERTIFICATE ENROLLMENT GATEWAY

Version 131

SOFTWARE
DOWNLOADS PATCHES DOCUMENTS COLLATERAL

Content Title Platform File Type Size Posted Date Digest

WSTEP PowerShell scripts Windows ZIP 2092 KB 12-15-2021 MD5 | SHA-1 | SHA-258

log4j Mitigation Script Windows SH 1.70 KB 12-15-2021 MD5 | SHA-1 | SHA-256

CEG Software GZ 192.11 MB 12-15-2021 MD5 | SHA-1 | SHA-256
2

RELATED SOFTWARE

Product Version
1

*Product Support Center for Entrust lanager 1.0

Entrust Deployment Manager 1.31

Download

Download

Download

7. Openthe Entrust Deployment Manager page in a new browser window/tab and downloa

Deployment Manager Software.

d the Entrust

ENTRUST DEPLOYMENT MANAGER

Version 1.3.1

SOFTWARE
DOWNLOADS PATCHES DOCUMENTS COLLATERAL
Content Title Platform  File Type  Size Posted Date Digest
Diagnostic Report Multi GZ 434KB  12-16-2021 MD5 | SHA-1 | SHA-256

SERVICE

MANUALS

Download

Entrust Deployment Manager Software Muiti GZ 129GEB  11-15-2021 MD5 | SHA-1 | SH)\fiii Download
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8. Click the Documents tab and download the Entrust Deployment Manager x.x.x - Installation and

Administration Guide.

Version 131

SOFTWARE
DOWNLOADS PATCHES
Content Title Platform

EDM Troubleshooting Guide

Internal use only.

Entrust Deployment Manager 1.3.1 -

Instaliation and Administration Guide

Entrust Deployment Manager 1.3.1 -

Release Notes

Entrust Deployment Manager 1.3

Afiribution Report

ENTRUST DEPLOYMENT MANAGER

DOCUMENTS
File Type Size
PDF TN KB
PDF 99371 KB
PDF 21455 KB
HTML 253 ME

COLLATERAL

Posted Date

12-21-2021 More Info

12-16-2021 More Inio

SERVICE
MANUALS

Download

Download

12-09-2021 J{:wnluad

11-15-2021 More Info

Download

9. Follow the guide to provision a clustered platform and move to the next step when you are ready to install
Certificate Enrollment Gateway (referred to as an "Entrust solution" in the guide)

10. Move back to the Certificate Enrollment Gateway page.

11. Download the CEG Software.

Version 1.3.1

SOFTWARE
DOWNLOADS SR
Content Title Platform
WSTEP PowerShell scripts Windows
log4j Mitigation Script Windows
CEG Software
2

RELATED SOFTWARE

File Type

ZIP

SH

GZ

CERTIFICATE ENROLLMENT GATEWAY

DOCUMENTS COLLATERAL
Size Posted Date Digest
2092 KB 12-15-2021 MD5 | SHA-1 | SHA-258
1.70 KB 12-15-2021 MD5 | SHA-1 | SHA-256

192.11 MB 12-15-2021 MD5 | SHA-1 | SHA-256

Product Version
1

*Product Support Center for Entrust lanager 1.0

Entrust Deployment Manager 1.31

Download

Download

Download
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12. Click the Documents tab and download the Entrust Certificate Enrollment Gateway x.x.x

Documentation Suite.

SOFTWARE
DOWNLOADS PATCHES DOCUMENTS COLLATERAL
Content Title Platform File Type Size Posted Date

Entrust Certificate Enroliment Gateway
2IP 3s2me 01-07-2022 More Info
1.3.1 Documentation Suite - Issue 2.0

Entrust Certificate Enroliment Gateway
HTML 18.00 KB 12-15-2021 More Info

1.3.1 Release Notes

The Release Notes provide information about new features, fixes, and known issues for Certificate Enroliment Gateway

Entrust Certificate Enroliment Gateway
HTML 1.89 MBE 12-15-2021 Maore Info

1.3.1 Attribution Report

Download

The Documentation Suite contains the documentation for Entrust Certificate Enroliment Gateway. ’

Oownload

Download

13. Unzip the file and follow the Deployment Guide to deploy the Certificate Enrollment Gatew
Follow the corresponding integration guide to set up the purchased enrollment use cases.

ay software.

E]Certificate Enrollment Gateway 1.3.1 - Release Notes.html

&) Certificate Enroliment Gateway 1.3.1 - ACMEVZ Integration Guide.pdf
[&) Certificate Enroliment Gateway 1.3.1 - Deployment Guide - Issue 2.pdf
&) Certificate Enroliment Gateway 1.3.1 - Intune integration Guide.pdf

%] Certificate Enrollment Gateway 1.3.1 - SCEP Integration Guide.pdf
] Certificate Enrollment Gateway 1.3.1 - WSTEP Integration Guide.pdf

Deleting an on-premises Certificate Enrollment Gateway

When deleting an-promises Certificate Enrollment Gateway instance, the Certificate Enrollment Gateway license

returns to inventory within 24 hours.

© Removing a Certificate Enrollment Gateway instance removes ALL the Certificate Enrollment Gateway

instances from ALL the CAs in the account.

To delete a Certificate Enrollment Gateway instance

Entrust PKlaaS - Customer Guide

183



@ ENTRUST

1. Loginto cloud.entrust.net.

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create v

Get Started | Summary | & Detailed | @
CUllplete FIOUUCT & ACLOUNT Setup

Code Signing

Document Signing

Signing Automation

Remote Signing Service
Steps

SMIME Enterprise

2.
Verified Mark
3.
PKlaas a,
5.
6.

Certificates w Sites Reports w Administration w Help w

Set up SSL/TLS

The various certificate types require different kinds of veriff
(OV) and you must have at least one approved Domain,

EV certificates require the addition of Extended Validation
and PSD2 verification.

Service Note: If a verification step shows the Declined status, you d

Verification team at: ECSVe on@Entrust.com Advanced Settings

Inventory

User Management

Group Management

Client Management

©OU Management

Domain Management

PKlaa$ Management

Signing Automation

Ver

Public URLs

Discovery Scanner

4y
+
S
+
+

. Submit your Organization for verification

Submit a domain for verification

Submit your EV information for verification

. Submit your Qualified information for verification
Submit your PSD2 information for verification

Create your Certificate

Entrust Admin w

Status

APPROVED

APPROVED

APPROVED

APPROVED

NOT STARTED

[ you must complete Organization Validation

re two additional steps beyond EV: Qualified

again. For more help, contact the Entrust

2. Select Administration > PKlaaS Management.

Cloud build #13.5.0.170 (Fri Mar 17 16:01:45 EDT 2023) X

CERTIFICATE SERVICES

! Buy

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration » Helpy
Add Private CA
¥ Actions @5 Add Enrollment Gateway
All Private CAs
Remove
CA GW Credentials AcTiOns Type Certificate Authority H Service
Enroliment Gateways L Enroliment Gateway for Intune ABC Issuing CA Intune
L Enroliment Gateway for Intune Tim's Issuing CA Intune
L Enrollment Gateway for Intune Tim's Issuing CA Intune
Enroliment Gateway for MDM-
L] 2 ABC Issuing CA 2 MDMWS
WS
Enroll t Gateway for MDM-
. B ABC Issuing CA 3 MDMWS

3. Inthe side pane, click Enrollment Gateways.

4. Ontherow grid, select a Certificate Enrollment Gateway instance.
5

6

. Select Actions > Remove.

. Click OK on the confirmation dialog.
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12 Migrating a customer-hosted Enrollment Gateway to
Entrust-hosted

Entrust PKlaaS supports the following migrations from a customer-hosted Certificate Enrollment Gateway to an
Entrust-hosted one for the same CA and certificate profile.

+ Migrating an Intune on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway
« Migrating an MDM on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway
+ Migrating a WSTEP on-premises Enrollment Gateway to an Entrust-hosted Enrollment Gateway

Migrating an Intune on-premises Enrollment Gateway to an Entrust-
hosted Enrollment Gateway

See below for migrating Intune enrollment from a customer-hosted Enrollment Gateway to an Entrust-hosted
Enrollment Gateway.

To migrate Intune enrollment to an Entrust-hosted Enrollment Gateway

1. Deploy an Entrust-hosted Enrollment Gateway as explained in Configuring Intune automation in Entrust
Certificate Services.

2. In Microsoft Endpoint, replace the SCEP Server URLs of all your Intune SCEP configuration profiles with the

values described in Getting the Intune Service URL.

Test and validate the new Entrust-hosted Intune service.

4. If the customer-hosted Enrollment Gateway was only used for Intune enrollment, remove it as explained in
Deleting an on-premises Certificate Enrollment Gateway. Otherwise, if still used for other enrollment
protocols (such as ACME, SCEP, or WSTEP):

« Disable Intune enrollment in the customer-hosted Enrollment Gateway configuration.
« DO NOT remove the customer-hosted Enrollment Gateway from the Entrust Certificate Services
portal.

w

Migrating an MDM on-premises Enrollment Gateway to an Entrust-hosted
Enrollment Gateway

See below for migrating MDM enrollment from a customer-hosted Enrollment Gateway to an Entrust-hosted
Enrollment Gateway.

To migrate MDM enrollment to an Entrust-hosted Enrollment Gateway

1. Deploy an Entrust-hosted Enrollment Gateway as explained in Automating MDM enrollment with an Entrust-
hosted Enrollment Gateway.
2. When Configuring MDM automation in Jamf, go to Options / SCEP and update only the following parameters
of your existing Jamf configuration.
+ In URL, paste the SCEP URL value obtained when Getting Certificate Enrollment Gateway settings for
MDM.
+ In Entrust Web Service URL, paste the MDM-WS-URL value obtained when Getting Certificate
Enrollment Gateway settings for MDM.
+ In Administrator Username, paste the UserID value obtained when Getting Certificate Enrollment
Gateway settings for MDM.
+ In Administrator Password, paste the Password value obtained when Getting Certificate
Enrollment Gateway settings for MDM.
« In Digital ID Configuration Name, paste the Name value obtained when Getting Certificate
Enrollment Gateway settings for MDM.
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w

Test and validate the new Entrust-hosted MDM service.

4, If the customer-hosted Enrollment Gateway was only used for MDM enrollment, remove it as explained in
Deleting an on-premises Certificate Enrollment Gateway. Otherwise, if still used for other enrollment
protocols (such as ACME, SCEP, or WSTEP):

+ Disable MDM enrollment in the customer-hosted Enrollment Gateway configuration.
« DO NOT remove the customer-hosted Enrollment Gateway from the Entrust Certificate Services

portal.

Migrating a WSTEP on-premises Enrollment Gateway to an Entrust-
hosted Enrollment Gateway

To configure the migration from an WSTEP on-premises Enrollment Gateway to an Entrust-hosted Enrollment
Gateway, follow the steps under Automating WSTEP enrollment with an Entrust-hosted Enrollment Gateway. See
below for specific considerations on each section.

& tisrecommended to keep the on-premises WSTEP Enrollment Gateway running until the Entrust-hosted
WSTEP Enrollment Gateway is fully deployed and integrated within the Microsoft Active Directory forest.

Section

Planning your WSTEP
deployment

WSTEP enrollment
requirements

Configuring WSTEP
automation in Entrust
Certificate Services

Preparing the Active
Directory forest for
WSTEP

Considerations for migrating an on-premises deployment

Determine the required number of PKlaaS Virtual Machines based on your current
deployment.

Determine the networking requirements based on your current deployment. Make any
necessary adjustment to the DNS server and the firewall rules.

You can skip section Configuring an Entrust PKlaaS issuing CA for WSTEP as WSTEP is
already configured for your on-premises deployment.

You cannot skip Creating an Entrust-hosted Certificate Enrollment Gateway for
WSTEP.

Repeat Creating a PKlaaS WSTEP Service Account for each root Active Directory in
every Microsoft Active Directory forest. It is recommended to create a new service
account for the Entrust-hosted WSTEP Enrollment Gateway to allow the existing on-
premises WSTEP Enrollment Gateway to continue functioning until decommissioned.

You can skip Installing the default set of Microsoft Certificate Templates as the
certificate templates should already exist for each Microsoft Active Directory forest.

Repeat Setting up LDAPS on domain controllers across the entire Microsoft Active
Directory forest. In contrast, the on-premises WSTEP Enrollment Gateway requires
LDAPS TLS certificates to be configured only on the root Active Directory domain
controllers.
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Section Considerations for migrating an on-premises deployment

Configuring WSTEP Complete all the steps. When Configuring an Active Directory in the agent, ensure the
automation on the selected Certificate Authority matches the one used for the on-premises WSTEP
PKlaas$ portal Enrollment Gateway.

Enabling WSTEP for Do not reuse the Group Policy Object (GPO) of the on-premises WSTEP Enrollment
users and devices Gateway. Instead, complete all the steps to:

1. Create a new GPO.

Apply the GPO to single a test user.

Complete the migration testing.

Apply the GPO across the entire forest.

Unlink the the existing GPO for the on-premises WSTEP Enrollment Gateway.

ok wn

This will allow rolling back the process, if needed.

When completing these configuration steps, perform the following cleanup steps.

+ Cleaning up the Windows domain after migrating WSTEP to an Entrust-hosted Enrollment Gateway
« Cleaning up Entrust Deployment Manager after migrating WSTEP to an Entrust-hosted Enrollment Gateway

Cleaning up the Windows domain after migrating WSTEP to an Entrust-hosted
Enrollment Gateway

Perform the follow steps in your Windows domain to complete the migration.

To clean up the Windows domain after migration

1. Remove all Group Policy Objects (GPOs) for the on-premises WSTEP Enrollment Gateway
2. Run the following command to force a group policy update.

gpupdate /force

3. Inthe root domains of the Microsoft Active Directory forests, delete the WSTEP Service account for the on-
premises WSTEP Enrollment Gateway.

4. Turn off the Microsoft servers with the Certificate Enrollment Policy (CEP) service. If these are virtual
machines, you can delete them.

5. Open the ADSI Edit console and remove the Enrollment Service for the on-premises WSTEP Enrollment
Gateway.

Cleaning up Entrust Deployment Manager after migrating WSTEP to an Entrust-
hosted Enrollment Gateway
The required cleanup operations on Entrust Deployment Manager vary depending on the following situations.

« The on-premises Entrust Enrollment Gateway runs other enrollment protocols such as ACME, MDM, Intune or
SCEP.
« The Entrust Deployment Manager cluster hosts other solutions such as Certificate Hub or CA Gateway.

See the table below for the required cleanup actions to be performed on every Entrust Deployment Manager
cluster.
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Enrollment protocols

WSTEP

WSTEP

WSTEP and other protocols

WSTEP and other protocols

Entrust PKlaaS - Customer Guide

Other solutions

o

)

o
[>)

Cleanup actions

Run the following command to delete the ceg

namespace from Entrust Deployment
Manager.

sudo kubectl delete namespace
ceg

This operation will keep the configuration and
the license in case you need to redeploy.

You can shut-down or delete the nodes of the
Entrust Deployment Manager cluster.

Do nothing.

Do nothing.
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13 Managing certificates with Entrust Certificate Hub

You can view and manage your issued certificates through the Entrust Certificate Hub product, which offers more
advanced Certificate Lifecycle Management features.

« Connecting your CA

+ Dashboard

» Reporting on certificate activity
« Ad-hoc exploration

+ Expiry notifications

& Certificate Hub is not part of the PKlaaS offering and requires a separate license. Please contact your
Entrust sales representative if you want to purchase Certificate Hub.

Connecting your CA

Connect your issuing CA as a source using the credentials obtained in Generating CA Gateway credentials. The URL
will be the relevant one listed in the Entrust CA Gateway API. Once you set this up, Certificate Hub will check with
your CA every 15 minutes and pull in any issued certificates through CEG or other applications. It will also update for
any revocations.

Optionally, you can also connect your issuing CA as an Authority. The URL will be the same. Connecting your issuing
CA as an authority will allow you to revoke and manually issue certificates for other applications supported by the
certificate profiles assigned to your CA.

Dashboard

The Certificate Hub dashboard provides a quick overview of all activities.

Reporting on certificate activity

Certificate Hub provides an engine to define reports based on your business needs, such as daily certificate
issuance, revocation, and renewal activities.

Ad-hoc exploration

The certificate view allows you to filter and display certificates from your PKlaa$S CA or any other CA that you have
connected. Certificate Hub's "Single Pane of Glass" view gives you enterprise-wide visibility of all your PKI activity.

Expiry notifications

You can define expiry notifications to inform certificate owners that certificates are about to expire and must be
renewed. Such notifications are valuable in some scenarios, but notifications may be unnecessary if you are using
Certificate Enrollment Gateway to automate the issuance and renewal of certificates. You may find that weekly
reports of certificates about to expire are a better way to monitor that the overall system operation is working.
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14 Integrating third-party tools with the Entrust CA Gateway

API

Entrust CA Gateway provides the API described at:

https://api.managed.entrust.com/doc

Of the capabilities documented in this reference, PKlaaS supports natively the ones listed in:

https://api.managed.entrust.com/doc/#operation/caCapabilities

To implement the other capabilities, you must integrate a third-party tool as explained in this section.

+ Generating CA Gateway credentials
+ Accessing the CA Gateway API

« Integrating with Ansible

+ Integrating with HashiCorp Vault

+ Integrating with KeyFactor CLM

« Integrating with ServiceNow

+ Integrating with Venafi

Generating CA Gateway credentials

Generate and download credentials to connect with the Entrust CA Gateway API.

To generate and download CA Gateway credentials

1. Select Administration > PKlaaS Management.

CERTIFICATE SERVICES

Enterprise
ENTRUST

Home Create w Certificates w Sites Reports »

Add Private CA v ¢i Generate CA Gateway Credential

All Private CAs

Cloud build #13.4.0.118 (Tue Nov

Administration v Help w

Inventory
User Management

Group Management

Actions i Identifier
CA GW
Credentials D L yviywSjyhnre9x
Enroliment D L] swdjtjpnzd2zbp
Gateways
O L] 6mbeghrubh7bd2
O . idyangxg6fOw0e
O . mijkimhmrudrdoa
O . gad9d3mpoo7zib
O L4 nuicm4kelw03it

OU Management

Domain Management
Client Management
PKlaaS Management

Public URLs

Advanced Settings

Discovery Scanner

Aug 27, 2021 2:15 AM

2. Inthe side pane, click CA GW Credentials.
3. Click Generate CA Gateway Credential.
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4. Select anissuing Certification Authority.

CERTIFICATE SERVICES

Cloud build #13.4.0.118 (Tue Nov 22 13:50:56 EST 2022) X

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration w Help w» Entrust Admin w
Add Private CA Generate CA Gateway Credentials

All Private CAs o You need a CA Gateway credential to access the CA Gateway API

CA GW Select a CA and click Generate CA Gateway Credential. When the credential appears in the grid, select the credential and click Download

Credentials
Note: If you are using Cartificate Enrollment Gateway, do not generate a CA Gateway credential here. Instead, go to Enroliment Gateways,

Enrollment

Gateways
Select CA

Certificate Authority

--Select Certificate Authority-- v | @

Cancel

5. Click Submit and accept the confirmation request. The credential will appear in the grid with the
Provisioning status.

6. Refresh the grid to check completion.

When the credential status is Active, click the credential row and select Actions > Download.

8. Copy and store the PKCS12 password and the CA Gateway URL.

CA Gateway Credential X

~

o The CAGW Credential is ready for download.

Copy the PKCS12 password and CA Gaten\%y URL for use in your certificate-
requesting application, and then click Download PKCS12.

PKCS12 Password:
[l = L -'

CA Gateway URL:

https://cagw.pkiaas.entrust.com/cagw B

p—

9. Click Download PKCS12.

Accessing the CA Gateway API

After you have installed the Entrust CA Gateway credential on your local machine, you can access the APl via
Swagger Ul using a web browser or the API client you prefer.

PKl region CA Gateway endpoint

us https://cagw.pkiaas.entrust.com/cagw
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PKIl region CA Gateway endpoint

EU https://cagw.eu.pkiaas.entrust.com/cagw

Integrating with Ansible
To integrate Entrust PKlaa$S with Ansible, use the open-source client:

https://github.com/EntrustCorporation/entrust-ansible-collection

Integrating with HashiCorp Vault
To integrate Entrust PKlaaS with HashiCorp Vault, use the open-source plug-in:

https://github.com/EntrustCorporation/cagw-vault-plugin

Integrating with KeyFactor CLM

To integrate Entrust PKlaaS with the KeyFactor CLM, use the CA Gateway connector:
https://github.com/Keyfactor/entrust-cagateway

Integrating with ServiceNow

To integrate Entrut PKlaaS with the ServiceNow automation software, use Entrust CA Gateway as described in:

https://store.servicenow.com/sn_appstore_store.do#!/store/application/dc1de8e30f1c3200de7a45ace1050e02

Integrating with Venafi
To integrate PKlaaS with the Venafi certificate management software, add an Entrust CA as explained in:

https://docs.venafi.com/Docs/current/TopNav/Content/Drivers/r-drivers-Entrust-CAGateway-
ConfiguringCATemplateObject.php
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15 Revoking certificates in bulk

The user interface of the Entrust Certificate Service Enterprise portal does not currently support bulk revocation of
certificates. Nevertheless, you can revoke certificates in bulk using the PKlaaS CA Gateway APl and the following
open-source utility:

https://github.com/EntrustCorporation/pki-utilities/tree/main/bulk-revoke-shell
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16 PKIlaaS CA & VA certificate profiles

Entrust PKlaaS uses the following profiles for root CAs, issuing CAs, and VA (OCSP).

 basic-ca-root
« basic-ca-subord
« basic-ocsp

& These profiles are not exposed nor configurable. External root CAs are not covered by this profile.

See below a description of these profiles.

+ Key and signature algorithms

o Certificate fields

o Certificate critical extensions

« Certificate non-critical extensions

Key and signature algorithms
All the PKlaa$S CA & VA profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512
RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption
Certificate fields
The PKlaa$S CA & VA profiles set the following certificate fields.
Field basic-ca-root basic-ca-subord basic-ocsp
Issuer Self-signed Customer's online root CA Customer's online root/
issuing CA
Subject No constraint No constraint No constraint
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Field basic-ca-root

Validity period Less than or equal to 20

years

Certificate critical extensions

basic-ca-subord

Less than or equal to 10 years.

The subordinate expiry cannot

exceed the root validity.

The PKlaaS CA & VA profiles set the following certificate critical extensions.

Extension basic-ca-root

Basic Constraints cA=True

Extended Key Usage  Never present

Key Usage digitalSignature,

keyCertSign, cRLSign

basic-ca-subord

cA=True,
pathLenConstraint=0

Never present

digitalSignature,
keyCertSign, cRLSign

Certificate non-critical extensions

The PKlaa$S CA & VA profiles set the following non-critical certificate extensions.

Extension basic-ca-root
AlA Never present
Authority Key Never present
Identifier

CRL Distribution
Points

Never present (not
applicable)

OCSP Never present

Entrust PKlaaS - Customer Guide

basic-ca-subord

Supplied when the
customer enables OCSP on
CA creation

Matches
subjectKeyldentifier of the
signing certificate

Always present

Never present

basic-ocsp

30 days

basic-ocsp

cA=False

OCSP Signing

digitalSignature,
keyCertSign, cRLSign

basic-ocsp

Always present

Matches
subjectKeyldentifier of the
signing certificate

Always present

No check
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Extension

Subject Key
Identifier

basic-ca-root

«The leftmost 160-bits of
the SHA-256 hash of the
value of the BIT STRING
subjectPublicKey» as
described in RFC 7093
section 2

Entrust PKlaaS - Customer Guide

basic-ca-subord

«The leftmost 160-bits of
the SHA-256 hash of the
value of the BIT STRING
subjectPublicKey» as
described in RFC 7093
section 2

basic-ocsp

«The leftmost 160-bits of
the SHA-256 hash of the
value of the BIT STRING
subjectPublicKey» as
described in RFC 7093
section 2
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17 PKIlaasS subscriber certificate profiles

Entrust provides the following certificate policies and tunes them to specific use cases from the ECS Enterprise Ul,
CA Gateway API, Entrust-hosted Enrollment Gateway, and on-premises Enrollment Gateway (CEG).

() When supported, we recommend the Entrust-hosted Enrollment Gateway instead of the on-premises
Enrollment Gateway.

Profile set ECS Enterprise Ul  CA Gateway API Entrust-hosted On-prem Enrollme...

Enrollment Gateway Gateway

Active Directory o o o O

(WSTEP) certificate
profiles

o
(<)
(x)
(x)

Azure Firewall
Intermediate CA
certificate profile

CMPv2 certificate
profiles

Code signing certificate
profile

eSIM certificate profiles
EST certificate profiles

Intune certificate
profiles

MDMWS certificate
profiles

Mobile device certific...
profile

Multiuse certificate
profiles

Private SSL (ACMEV2)
certificate profiles

S_MIME certificate
profiles

O 0 0 O 0 0 000 o o
O O O O 0 0 000 o o
O © 0 0 00 0 0000 o o
O © 0 0 0 0 0 o o

SCEP certificate profiles
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Profile set ECS Enterprise Ul  CA Gateway API

Enrollment Gateway

Smartcard certificate 0 o 0

profiles

TLS Proxy CA certificate @ (V) (%)
profile

V2G certificate profiles 0 o °

Active Directory (WSTEP) certificate profiles

PKlaas provides the following Active Directory (WSTEP) certificate profiles.

+ wstep-digital-signature

« wstep-digital-signature-key-encipherment
+ wstep-key-encipherment

« wstep-non-repudiation

+ wstep-non-repudiation-key-encipherment

These profiles support the following features.

« WSTEP use cases

+ WSTEP key usages

« WSTEP request extensions

« WSTEP certificate fields

« WSTEP certificate extensions
« WSTEP algorithm constraints
« WSTEP distinguished names

WSTEP use cases
All WSTEP profiles support the following use cases.

Entrust-hosted Enrollment
Gateway

ECS Enterprise Ul CA Gateway API

o o o

WSTEP key usages

Each WSTEP profile supports the following Key Usage extension values.

Profile Key Usage name

wstep-digital-signature Digital Signature

Entrust PKlaaS - Customer Guide

Entrust-hosted

On-prem Enrollme...

Gateway

(%)
()

On-prem Enrollment
Gateway

o
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Profile Key Usage name
wstep-digital-signature-key-encipherment Digital Signature, Key Encipherment
wstep-key-encipherment Key Encipherment

wstep-non-repudiation Non-Repudiation
wstep-non-repudiation-key-encipherment Non-Repudiation, Digital Signature, Key Encipherment

WSTEP request extensions

ALl WSTEP profiles support the following non-critical extensions in request.

Extension name Extension OID
Certificate Policies 2.5.29.32
Extended Key Usage 2.5.29.37
Application Policies 1.3.6.1.4.1.311.21.10
Smime Capabilities 1.2.840.113549.1.9.15
MSTemplateOID 1.3.6.1.4.1.311.21.7
MSTemplateName 1.3.6.1.4.1.311.20.2
szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2
WSTEP certificate fields
All WSTEP profiles set the following certificate fields.
Field Value
Issuer Customer's subordinate issuing CA.
Subject No constraint.
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Field Value

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if
not specified in the request.

WSTEP certificate extensions

All WSTEP profiles set the following certificate extensions.

Extension Critical
AlIA No
Authority Key Identifier No
Basic Constraints Yes
CRL Distribution Points No
Subject Alternative Name No
Subject Key Identifier No

WSTEP algorithm constraints

Value

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All WSTEP profiles support the following key and signature algorithms.

Key algorithm

ECDSA P-256

ECDSA P-384

ECDSAP-521

RSA 2048

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption
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Key algorithm Signature algorithm
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

WSTEP distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Alias

'CN' 'CommonName'

'SN' 'SurName'

'SERIALNUMBER' 'DeviceSerialNumber'

'C' 'Country'

'L' 'Locality’

'ST''S' 'State'

'STREET' 'StreetAddress'

'0' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’

T 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName''G'

'I' 'Initials'

Entrust PKlaaS - Customer Guide

oID

2543

2.5.4.4

2.5.4.5

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

25411

2.54.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43
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Alias oID
'ORGANIZATIONIDENTIFIER 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1
'DC' 'DomainComponent’ 0.9.2342.19200300.100.1.25
'Email' 'E' 1.2.840.113549.1.9.1
‘'unstructuredName' 1.2.840.113549.1.9.2
'unstructuredAddress' 1.2.840.113549.1.9.8
"JurisdictionOflncorporationLocalityName' 1.3.6.1.4.1.311.60.2.1.1
"JurisdictionOflncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2
"JurisdictionOflncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3
'"TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2
'"TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3
'"TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
'LegalEntityldentifier' 1.3.6.1.4.1.53087.1.5
'WordMark' 1.3.6.1.4.1.53087.1.6
'MarkType' 1.3.6.1.4.1.53087.1.13
'StatuteCountryName' 1.3.6.1.4.1.53087.3.2
'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3
'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4
'StatuteCitation’ 1.3.6.1.4.1.53087.3.5
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Alias oiD

'StatuteURL' 1.3.6.1.4.1.53087.3.6

CMPV2 certificate profiles

PKlaaSs provides the following CMPv2 certificate profiles.

« cmp-digital-signature

« cmp-key-encipherment

« cmp-non-repudiation

« cmp-digital-signature-key-encipherment

These profiles support the following features.

* CMPv2 use cases

+ CMPv2 key usages

« CMPv2 request extensions

« CMPV2 certificate fields

+ CMPV2 certificate extensions
« CMPv2 algorithm constraints
« CMPv2 distinguished names

CMPv2 use cases
All CMPv2 profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment
Gateway

o o 9

CMPv2 key usages

Each CMPv2 profile supports the following Key Usage extension values.
Profile Key Usage
cmp-digital-signature Digital Signature
cmp-key-encipherment Key Encipherment
cmp-non-repudiation Non-Repudiation

cmp-digital-signature-key-encipherment

Entrust PKlaaS - Customer Guide

On-prem Enrollment
Gateway

)

Digital Signature, Key Encipherment

203



@ ENTRUST

CMPv2 request extensions

All CMPv2 profiles support the following non-critical extensions in request.

Extension name Extension OID
Certificate Policies 2.5.29.32
Extended Key Usage 2.5.29.37
Application Policies 1.3.6.1.4.1.311.21.10
Smime Capabilities 1.2.840.113549.1.9.15
MSTemplateOID 1.3.6.1.4.1.311.21.7
MSTemplateName 1.3.6.1.4.1.311.20.2
szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2
CMPv2 certificate fields
All CMPv2 profiles set the following certificate fields.
Field Value
Issuer Customer's subordinate issuing CA.
Subject No constraint.
Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.

CMPV2 certificate extensions

All CMPv2 profiles set the following certificate extension.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA
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Extension Critical Value

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=False

CRL Distribution Points No Always present

Extended Key Usage No No constraints

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

CMPv2 algorithm constraints
All CMPv2 profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

CMPv2 distinguished names

PKlaa$S has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.
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Alias

'CN''CommonName'

'SN''SurName'

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State’

'STREET' 'StreetAddress'

'O' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName' 'G'

I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID!

'DC' 'DomainComponent’

'‘Email' 'E'

'unstructuredName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

2.5.4.11

2.5.4.12

2.5.4.15

2.54.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2
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Alias

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'
'JurisdictionOfincorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

Code signing certificate profile

oID

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

PKlaaS provides the codesigning-digital-signature certificate profile for code signing.

+ Code signing use cases

+ Code signing certificate fields

+ Code signing certificate extensions
+ Code signing algorithm constraints
+ Code signing distinguished names

Entrust PKlaaS - Customer Guide
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Code signing use cases

The codesigning-digital-signature profile supports the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o (X) (%)

Code signing certificate fields

The codesigning-digital-signature profile sets the following certificate fields.

Field Value
Issuer Customer's subordinate issuing CA
Validity period Less than or equal to the expiry of the issuing CA. Default to 1 year if

not specified in the request.

Subject No constraint

Code signing certificate extensions

The codesigning-digital-signature profile sets the following certificate extensions.

Extension Critical Value

AIA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=False

CRL Distribution Points No Always present

Extended Key Usage No 1.3.6.1.5.5.7.3.3 (Code Signing)

Key Usage Yes Digital Signature
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Extension Critical
Subject Alternative Name No
Subject Key Identifier No

Code signing algorithm constraints

The codesigning-digital-signature profile supports the following key and signature algorithms.

Key algorithm
ECDSA P-256
ECDSA P-384
ECDSA P-521
RSA 2048

RSA 3072

RSA 4096

Code signing distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Alias

'CN' 'CommonName'

'SN' 'SurName'

'SERIALNUMBER' 'DeviceSerialNumber'

'C' 'Country'

Entrust PKlaaS - Customer Guide

Value

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption

oID

2.5.4.3

2.5.4.4

2.54.5

2.5.4.6
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Alias

'L' "Locality’

'ST''S' 'State'

'STREET' 'StreetAddress'

'0''Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

'‘givenName' 'G'

"I' 'Initials’

'ORGANIZATIONIDENTIFIER!

'UID'

'DC' 'DomainComponent'

'‘Email' 'E'

'unstructuredName'

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'

"JurisdictionOflncorporationCountryName'
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oID

2.5.4.7

2.54.38

2549

2.5.4.10

2.54.11

2.54.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3
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Alias

'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration’
'LegalEntityldentifier'
'WordMark'

'MarkType'
'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'
'StatuteCitation’

'StatuteURL'

eSIM certificate profiles

oID

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

PKlaaS provides the following certificate profiles for eSIM end-entity users.

« esim-delivery-auth

+ esim-delivery-binding

« esim-delivery-tls-server
« esim-discovery-auth

+ esim-discovery-tls-server

These profiles support the following features.

» eSIMuse cases

+ eSIM key usages and certificate policies
+ eSIM certificate fields

+ eSIM certificate extensions

+ eSIM algorithm constraints

+ eSIM distinguished names

Entrust PKlaaS - Customer Guide
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eSIM use cases

All eSIM end-entity profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

eSIM key usages and certificate policies

Each eSIM profile supports the following Key Usage, Extended Key Usage (EKU), and Certificate Policy extension
values.

Profile Key Usage Extended Key Usage Certificate Policy

esim-delivery-auth Digital Signature — id-rspRole-dp-auth
(2.23.146.1.2.1.4)

esim-delivery-binding Digital Signature — id-rspRole-dp-pb
(2.23.146.1.2.1.5)

esim-delivery-tls-server  Digital Signature TLS server authentication id-rspRole-dp-tls
(1.3.6.1.5.5.7.3.1) (2.23.146.1.2.1.3)
esim-discovery-auth Digital Signature — id-rspRole-ds-auth

(2.23.146.1.2.1.7)

esim-discovery-tls- Digital Signature TLS server authentication id-rspRole-ds-tls
server (1.3.6.1.5.5.7.3.1) (2.23.146.1.2.1.6)

eSIM certificate fields
All eSIM profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 3 years if

not specified in the request.
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eSIM certificate extensions

All eSIM profiles set the following certificate extensions.

Extension

AlA

Authority Key Identifier

Basic Constraints
CRL Distribution Points
Subject Alternative Name

Subject Key Identifier

eSIM algorithm constraints

Critical

No

No

Yes

No

No

No

Value

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All eSIM profiles support the following key and signature algorithms.

Key algorithm

ECDSA P-256

ECDSA P-384

ECDSA P-521

RSA 2048

RSA 3072

RSA 4096

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption
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eSIM distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID

'CN''CommonName' 2543

'SN''SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2545

'C' 'Country' 2.5.4.6

'L' 'Locality’ 2.54.7

'ST''S' 'State' 2.54.8

'STREET' 'StreetAddress' 2.5.4.9

'0' 'Org' 'Organization’ 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’ 2.5.4.11

'T' 'Title' 2.5.4.12
'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

‘givenName' 'G' 2.5.4.42

I' 'Initials’ 2.5.4.43
'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1
'DC' 'DomainComponent’ 0.9.2342.19200300.100.1.25
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Alias

‘Email' 'E'

'unstructuredName'

'unstructuredAddress'
'JurisdictionOfincorporationLocalityName'
"JurisdictionOflncorporationStateOrProvinceName'
"JurisdictionOflncorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration’
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation’

'StatuteURL'

EST certificate profiles

PKlaas provides the following EST (Enrollment over Secure Transport) certificate profiles.

« est-digital-signature

Entrust PKlaaS - Customer Guide

oID

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6
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«+ est-key-encipherment
+ est-non-repudiation
+ est-digital-signature-key-encipherment

These profiles support the following features.

« EST signing use cases

« EST key usages

« EST request extensions

+ EST certificate fields

+ EST certificate extensions

« EST algorithm constraints

« EST signing distinguished names

EST signing use cases
Al EST profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o [X) (%)

EST key usages

Each EST profile supports the following Key Usage extension values.
Profile Key Usage
est-digital-signature Digital Signature
est-key-encipherment Key Encipherment
est-non-repudiation Non-Repudiation
est-digital-signature-key-encipherment Digital Signature, Key Encipherment

EST request extensions

All EST profiles support the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32
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Extension name Extension OID
Extended Key Usage 2.5.29.37
Application Policies 1.3.6.1.4.1.311.21.10
Smime Capabilities 1.2.840.113549.1.9.15
MSTemplateOID 1.3.6.1.4.1.311.21.7
MSTemplateName 1.3.6.1.4.1.311.20.2
szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2
EST certificate fields
AlLEST profiles set the following certificate fields.
Field Value
Issuer Customer's subordinate issuing CA.
Subject No constraint.
Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.

EST certificate extensions

AlLEST profiles set the following certificate extension values.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate
Basic Constraints Yes cA=False
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Extension Critical Value

CRL Distribution Points No Always present

Extended Key Usage No No constraints

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

EST algorithm constraints

All EST profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

EST signing distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID
'CN' 'CommonName' 25.4.3
'SN' 'SurName' 2544
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Alias

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State'

'STREET' 'StreetAddress'

'0''Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

'‘givenName' 'G'

"I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID'

'DC' 'DomainComponent’

‘Email' 'E'

'unstructuredName'
'unstructuredAddress'

"JurisdictionOflncorporationLocalityName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.5

2.5.4.6

2.54.7

25438

2.5.4.9

2.5.4.10

2.54.11

2.5.4.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1
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Alias
"JurisdictionOflncorporationStateOrProvinceName'
"JurisdictionOflncorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatutelLocalityName'

‘StatuteCitation'

'StatuteURL'

oID

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

External subordinate CA certificate profiles

The External Sub-CA certificate profiles are only available to the root CAs.

 Azure Firewall Intermediate CA certificate profile

« TLS Proxy CA certificate profile

() Eachexternal subordinate CAissued by a PKlaa$S root CA only consumes one PKlaa$ Certificate license.
Entrust does not charge for certificates issued by external subordinate CAs because those certificates are
considered external and not using the PKlaaS infrastructure.

Entrust PKlaaS - Customer Guide
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Azure Firewall Intermediate CA certificate profile

The Azure Firewall Intermediate CA service providesa azure-firewall-ca-subord profile with the following
settings.

+ Azure Firewall Subordinate CA signing use cases
 Azure Firewall Subordinate CA request extensions

« Azure Firewall Subordinate CA certificate fields

« Azure Firewall Subordinate CA certificate extensions
+ Azure Firewall Subordinate CA algorithm constraints
+ Azure Firewall Subordinate CA distinguished names

This certificate profile is only available for the root CA.

& Follow the Microsoft Azure Intermediate requirements to generate the CSR before requesting the CA
certificate from PKlaaS.

Azure Firewall Subordinate CA signing use cases

The azure-firewall-ca-subord profile supports the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o (X) ()

Azure Firewall Subordinate CA request extensions

The azure-firewall-ca-subord profile supports the following non-critical extensions in request.

Extension name Extension OID

Certificate Policies 2.5.29.32

Azure Firewall Subordinate CA certificate fields

The azure-firewall-ca-subord profile sets the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.
Subject No constraint

Validity period Defaults to 1 year if not specified.
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Azure Firewall Subordinate CA certificate extensions

The azure-firewall-ca-subord profile sets the following certificate extensions.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=True, pathLenConstraint=1

CRL Distribution Points No Always present

Key Usage Yes Certificate Signing, CRL Signing, Digital Signature

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

Azure Firewall Subordinate CA algorithm constraints

The azure-firewall-ca-subord profile supports the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption
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Azure Firewall Subordinate CA distinguished names

PKlaas$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID

'CN''CommonName' 2543

'SN''SurName' 2.5.4.4

'SERIALNUMBER' 'DeviceSerialNumber' 2.54.5

'C' 'Country' 2.5.4.6

'L' 'Locality’ 2.54.7

'ST''S' 'State' 2.54.8

'STREET' 'StreetAddress' 2.5.4.9

'0' 'Org' 'Organization’ 2.5.4.10

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’ 2.5.4.11

'T' 'Title' 2.5.4.12
'BUSINESSCATEGORY' 2.5.4.15

'POSTALCODE' 2.5.4.17

‘givenName' 'G' 2.5.4.42

I' 'Initials’ 2.5.4.43
'ORGANIZATIONIDENTIFIER' 2.5.4.97

'UID' 0.9.2342.19200300.100.1.1
'DC' 'DomainComponent’ 0.9.2342.19200300.100.1.25
'Email' 'E' 1.2.840.113549.1.9.1
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Alias
'unstructuredName'
'unstructuredAddress'

"JurisdictionOflncorporationLocalityName'

"JurisdictionOflncorporationStateOrProvinceName'

"JurisdictionOflncorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration’
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'
'StatuteCitation'

'StatuteURL'

TLS Proxy CA certificate profile
The TLS Proxy CA service provides provides a

o TLS Proxy CA use cases

« TLS Proxy CA request extensions

« TLS Proxy CA certificate fields

« TLS Proxy CA certificate extensions

Entrust PKlaaS - Customer Guide

oID

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

tlsproxy-ca-subord certificate profile with the following settings.
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+ TLS Proxy CA algorithm constraints
« TLS Proxy CA distinguished names

@ This certificate profile is only available for the root CA.

TLS Proxy CA use cases

The tlsproxy-ca-subord profile supports the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o [X) (%)

TLS Proxy CA request extensions

The tlsproxy-ca-subord profile supports the following non-critical extensions in request.

Extension name Extension OID

CertificatePolicies 2.5.29.32

TLS Proxy CA certificate fields

The tlsproxy-ca-subord profile sets the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.
Subject No constraint

Validity period Defaults to 1 year if not specified.

TLS Proxy CA certificate extensions

The tlsproxy-ca-subord profile sets the following certificate extensions.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA
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Extension Critical Value

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=True, pathLenConstraint=0

CRL Distribution Points No Always present

Extended Key Usage No TLS server authentication 1.3.6.1.5.5.7.3.1

TLS client authentication 1.3.6.1.5.5.7.3.2

Key Usage Yes Certificate Signing, CRL Signing, Digital Signature
Subject Alternative Name No No constraints
Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

TLS Proxy CA algorithm constraints

The tlsproxy-ca-subord profile supports the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

TLS Proxy CA distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.
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Alias

'CN''CommonName'

'SN''SurName'

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State’

'STREET' 'StreetAddress'

'O' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName' 'G'

I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID!

'DC' 'DomainComponent’

'‘Email' 'E'

'unstructuredName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

2.5.4.11

2.5.4.12

2.5.4.15

2.54.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2
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Alias

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'
'JurisdictionOfincorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

Intune certificate profiles

PKlaas provides the following Intune certificate profiles.

+ intune-digital-signature

+ intune-key-encipherment

« intune-non-repudiation

+ intune-digital-signature-key-encipherment

These profiles support the following features.

Entrust PKlaaS - Customer Guide

oID

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6
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« Intune use cases

« Intune key usages

« Intune request extensions

« Intune certificate fields

« Intune certificate extensions
+ Intune algorithm constraints
« Intune distinguished names

Intune use cases
All Intune profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment
Gateway

o o o

Intune key usages

Each Intune profile supports the following Key Usage extension values.

On-prem Enrollment
Gateway

o

Profile Key Usage

intune-digital-signature Digital Signature
intune-key-encipherment Key Encipherment
intune-non-repudiation Non-Repudiation
intune-digital-signature-key-encipherment Digital Signature, Key Encipherment

Intune request extensions

All Intune profiles support the following non-critical extensions in request.

Extension name Extension OID
Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37
Application Policies 1.3.6.1.4.1.311.21.10

Entrust PKlaaS - Customer Guide
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Extension name
Smime Capabilities
MSTemplateOID
MSTemplateName

szOID_NTDS_CA_SECURITY_EXT

Intune certificate fields

All Intune profiles set the following certificate fields.

Field

Issuer

Subject

Validity period

Value

Extension OID

1.2.840.113549.1.9.15

1.3.6.1.4.1.311.21.7

1.3.6.1.4.1.311.20.2

1.3.6.1.4.1.311.25.2

Customer's subordinate issuing CA.

No constraint.

Less than or equal to the expiry of the issuing CA. Defaults to 1 year if
not specified in the request.

Intune certificate extensions

All Intune profiles set the following certificate extensions.

Extension

AlA

Authority Key Identifier

Basic Constraints

CRL Distribution Points

Subject Alternative Name

Entrust PKlaaS - Customer Guide

Critical

No

No

Yes

No

No

Value

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

No constraints
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Extension Critical

Subject Key Identifier No

Intune algorithm constraints

Value

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All Intune profiles support the following key and signature algorithms.

Key algorithm
ECDSA P-256
ECDSA P-384
ECDSA P-521
RSA 2048

RSA 3072

RSA 4096

Intune distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Alias

'CN''CommonName'

'SN' 'SurName'

'SERIALNUMBER' 'DeviceSerialNumber'

'C' 'Country'

'L' 'Locality’

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption

oiD

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7
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Alias

'ST''S' 'State'

'STREET' 'StreetAddress'

'0' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

'‘givenName' 'G'

"I' 'Initials’

'ORGANIZATIONIDENTIFIER!

'UID'

‘DC' 'DomainComponent’

'Email' 'E'

‘'unstructuredName'

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
"JurisdictionOflncorporationStateOrProvinceName'
"JurisdictionOfincorporationCountryName'

'TrademarkOfficeName'
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oID

2.5.4.8

2.54.9

2.5.4.10

2.54.11

2.54.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

232



@ ENTRUST

Alias
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration’
'LegalEntityldentifier’

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

MDMWS certificate profiles

PKlaaS provides the following MDMWS (Mobile Device Management Web Service) certificate profiles.

« mdmws-digital-signature
« mdmws-pl2-digital-signature
« mdmws-key-encipherment

« mdmws-p12-key-encipherment

« mdmws-non-repudiation
« mdmws-pl2-non-repudiation

+ mdmws-digital-signature-key-encipherment
+ mdmws-digital-signature-key-encipherment-clientauth
+ mdmws-pl2-digital-signature-key-encipherment

oID

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

+ mdmws-pl2-digital-signature-key-encipherment-clientauth

These profiles support the following features.

« MDMWS use cases

« MDMWS issuance modes and key usages

« MDMWS request extensions
« MDMWS certificate fields
« MDMWS certificate extensions

« MDMWS algorithm constraints

« MDMWS distinguished names

Entrust PKlaaS - Customer Guide
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MDMWS use cases
All MDMWS profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment
Gateway

o o o

MDMWS issuance modes and key usages
MDMWS profiles support the following issuance modes:

« Issue the certificate from a CSR.
« Issue the certificate and an RSA2048 private key in a P12 file.

Each Intune profile supports the following issuance modes and key usage extension values.

On-prem Enrollment
Gateway

o

Profile CSR P12  Key Usage Extended Key
Usage

mdmws-digital-signature 0 Q Digital Signature No constraints

mdmws-p12-digital- O 0 Digital Signature No constraints

signature

mdmws-key- (V) (%) Key Encipherment No constraints

encipherment

mdmws-p12-key- ® @® KeyEncipherment No constraints

encipherment

mdmws-non-repudiation @ () Non-Repudiation No constraints
mdmws-p12-non- (v (v) Non-Repudiation No constraints
repudiation

mdmws-digital- 0 Q Digital Signature, Key  No constraints
signature-key- Encipherment

encipherment

mdmws-digital- 0 Q Digital Signature, Key  TLSclient

signature-key- Encipherment authentication

encipherment-clientauth

Entrust PKlaaS - Customer Guide

Allow EKU in
request

o
o
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Profile CSR P12  Key Usage Extended Key Allow EKU in

Usage request
mdmws-pl2-digital- (V) (v) Digital Signature, Key ~ No constraints (v]
signature-key- Encipherment

encipherment

mdmws-pl2-digital- (V) (v) Digital Signature, Key ~ TLSclient (%)
signature-key- Encipherment authentication
encipherment-clientauth

MDMWS request extensions

All MDMWS profiles support the following non-critical extensions in request.

Extension oID
CertificatePolicies 2.5.29.32
ApplicationPolicies 1.3.6.1.4.1.311.21.10
SmimeCapabilities 1.2.840.113549.1.9.15
MSTemplateOID 1.3.6.1.4.1.311.21.7
MSTemplateName 1.3.6.1.4.1.311.20.2
szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2
MDMWS certificate fields
AllMDMWS profiles set the following certificate fields.
Field Value
Issuer Customer's subordinate issuing CA.
Subject No constraint.
Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.
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MDMWS certificate extensions

All MDMWS profiles set the following certificate extension values.

Extension oID
CertificatePolicies 2.5.29.32
ApplicationPolicies 1.3.6.1.4.1.311.21.10
SmimeCapabilities 1.2.840.113549.1.9.15
MSTemplateOID 1.3.6.1.4.1.311.21.7
MSTemplateName 1.3.6.1.4.1.311.20.2
szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2

MDMWS algorithm constraints
All MDMWS profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

MDMWS distinguished names

PKlaa$S has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.
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Alias

'CN''CommonName'

'SN''SurName'

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State’

'STREET' 'StreetAddress'

'O' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName' 'G'

I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID!

'DC' 'DomainComponent’

'‘Email' 'E'

'unstructuredName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

2.5.4.11

2.5.4.12

2.5.4.15

2.54.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2
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Alias

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'
'JurisdictionOfincorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'
'WordMark'

'MarkType'
'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

Mobile device certificate profile

PKlaaS provides the mobile-device-pl2-digital-signature-client-authentication certificate profile

for mobile devices.

+ Mobile device use cases

« Mobile device certificate issuance mode
« Mobile device certificate fields

« Mobile device certificate extensions

» Mobile device algorithm constraints

Entrust PKlaaS - Customer Guide

oID

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6
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« Mobile distinguished names

Mobile device use cases

The mobile-device-pl2-digital-signature-client-authentication profile supports the following use
cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o 9 %)

Mobile device certificate issuance mode

The mobile-device-pl2-digital-signature-client-authentication profile supports the following
issuance modes:

« Issue the certificate from a CSR.
« Issue the certificate and an RSA2048 private key in a P12 file.

Mobile device certificate fields

The mobile-device-pl2-digital-signature-client-authentication profile setsthe following certificate
fields.

Field Value
Issuer Customer's subordinate issuing CA
Validity period Less than or equal to subordinate expiry of the issuing CA. Default to 1

year if not specified in the request.

Subject No constraint

Mobile device certificate extensions

The mobile-device-pl2-digital-signature-client-authentication profile sets the following certificate
extensions.

Extension Critical Value
AlA No Supplied if the customer enables OCSP when
creating the CA
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Extension

Authority Key Identifier

Basic Constraints

CRL Distribution Points
Extended Key Usage

Key Usage

Subject Alternative Name

Subject Key Identifier

Mobile device algorithm constraints

Critical

No

Yes

No

No

Yes

No

No

Value

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

1.3.6.1.5.5.7.3.2 (TLS client authentication)

Digital Signature

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

The mobile-device-pl2-digital-signature-client-authentication profile supportsthe following key

and signature algorithms.

Key algorithm
ECDSA P-256
ECDSA P-384
ECDSA P-521
RSA 2048

RSA 3072

RSA 4096

Mobile distinguished names

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Entrust PKlaaS - Customer Guide
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Alias

'CN''CommonName'

'SN''SurName'

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State’

'STREET' 'StreetAddress'

'O' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName' 'G'

I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID!

'DC' 'DomainComponent’

'‘Email' 'E'

'unstructuredName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

2.5.4.11

2.5.4.12

2.5.4.15

2.54.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2
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Alias

'unstructuredAddress'
"JurisdictionOfincorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'
'JurisdictionOfincorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

Multiuse certificate profiles

PKlaaS$ provides the following multiuse profiles.

« multiuse-pl2-client

« multiuse-pl2-client-server

« multiuse-p12-custom

« multiuse-p12-key-encipherment-client

« multiuse-p12-key-encipherment-client-server
« multiuse-p12-key-encipherment-custom

Entrust PKlaaS - Customer Guide

oID

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6
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« multiuse-p12-key-encipherment-non-repudiation-client

« multiuse-p12-key-encipherment-non-repudiation-client-server
« multiuse-p12-key-encipherment-non-repudiation-custom

« multiuse-p12-key-encipherment-non-repudiation-server

« multiuse-p12-key-encipherment-server

« multiuse-pl2-non-repudiation-client

« multiuse-p12-non-repudiation-client-server

« multiuse-p12-non-repudiation-custom

« multiuse-p12-non-repudiation-server

« multiuse-pl2-server

These profiles support the following features.

« Multiuse use cases

« Multiuse issuance modes

« Multiuse key usages

« Multiuse request extensions

« Multiuse certificate fields

« Multiuse certificate extensions
« Multiuse algorithm constraints
« Multiuse distinguished names

Multiuse use cases

All multiuse profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o [X) (%)

Multiuse issuance modes
All multiuse profiles support the following issuance modes:

« Issue the certificate from a CSR.
« Issue the certificate and an RSA2048 private key in a P12 file.

Multiuse key usages

Each multiuse profile supports the following Key Usage and Extended Key Usage (EKU) extension values.

Profile Name (suggestion)  Key Usage Extended Key Usage Allow EKU in
request
multiuse-p12-client Digital Signature, Key Client Authentication Q
Agreement
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Profile Name (suggestion)

multiuse-p12-client-server

multiuse-p12-custom

multiuse-p12-key-
encipherment-client

multiuse-p12-key-
encipherment-client-server

multiuse-p12-key-
encipherment-custom

multiuse-p12-key-
encipherment-non-
repudiation-client

multiuse-p12-key-
encipherment-non-
repudiation-client-server

multiuse-p12-key-
encipherment-non-
repudiation-custom

multiuse-p12-key-
encipherment-non-
repudiation-server

multiuse-p12-key-
encipherment-server

Entrust PKlaaS - Customer Guide

Key Usage

Digital Signature, Key
Agreement

Digital Signature, Key
Agreement

Digital Signature, Key
Agreement, Key
Encipherment

Digital Signature, Key
Agreement, Key
Encipherment

Digital Signature, Key
Agreement, Key
Encipherment

Digital Signature, Key
Agreement, Key
Encipherment, Non-
Repudation

Digital Signature, Key
Agreement, Key
Encipherment, Non-
Repudation

Digital Signature, Key
Agreement, Key
Encipherment, Non-
Repudation

Digital Signature, Key
Agreement, Key
Encipherment, Non-
Repudation

Digital Signature, Key
Agreement, Key
Encipherment

Extended Key Usage

Client Authentication,
Server Authentication

No constraints

Client Authentication

Client Authentication,

Server Authentication

No constraints

Client Authentication

Client Authentication,

Server Authentication

No constraints

Server Authentication

Server Authentication

Allow EKU in
request

)

o
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Profile Name (suggestion)

multiuse-p12-non-
repudiation-client

multiuse-p12-non-
repudiation-client-server

multiuse-p12-non-
repudiation-custom

multiuse-p12-non-
repudiation-server

multiuse-p12-server

Key Usage

Digital Signature, Key
Agreement, Non-
Repudation

Digital Signature, Key
Agreement, Non-
Repudation

Digital Signature, Key
Agreement, Non-
Repudation

Digital Signature, Key
Agreement, Non-
Repudation

Digital Signature, Key
Agreement

Multiuse request extensions

Extended Key Usage

Client Authentication

Client Authentication,

Server Authentication

No constraints

Server Authentication

Server Authentication

All multiuse profiles support the following non-critical extensions in request.

Extension

ApplicationPolicies

CertificatePolicies

Multiuse certificate fields

All multiuse profiles set the following certificate fields.

Field

Issuer

Subject

Entrust PKlaaS - Customer Guide

Value

1.3.6.1.4.1.311.21.10

2.5.29.32

Customer's subordinate issuing CA.

No constraint.

Allow EKU in
request

)
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Field Value

Validity period

not specified in the request.

Multiuse certificate extensions

All multiuse profiles set the following certificate extensions.

Extension Critical
AlIA No
Authority Key Identifier No
Basic Constraints Yes
CRL Distribution Points No
Key Usage Yes
Subject Alternative Name No
Subject Key Identifier No

Multiuse algorithm constraints

Value

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

Digital Signature, Key Encipherment

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All multiuse profiles support the following key and signature algorithms.

Key algorithm

ECDSA P-256

ECDSA P-384

ECDSAP-521

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

Less than or equal to the expiry of the issuing CA. Defaults to 1 year if
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Key algorithm
RSA 2048
RSA 3072

RSA 4096

Multiuse distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Signature algorithm

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption

Alias oID
'‘CN''CommonName' 2543
'SN' 'SurName' 2544
'SERIALNUMBER' 'DeviceSerialNumber' 2.54.5
'C' 'Country' 2.5.4.6
'L' "Locality’ 2.5.4.7
'ST''S' 'State' 2.5.4.8
'STREET' 'StreetAddress' 2.5.4.9
'0' 'Org' 'Organization’ 2.5.4.10
'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’ 2.5.4.11
'T' 'Title' 2.5.4.12
'BUSINESSCATEGORY' 2.5.4.15
'POSTALCODE' 2.5.4.17
'‘givenName' 'G' 2.5.4.42

Entrust PKlaaS - Customer Guide
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Alias

"I' 'Initials’
'ORGANIZATIONIDENTIFIER'
'uID'

‘DC' 'DomainComponent’
'Email' 'E'
‘'unstructuredName'
'unstructuredAddress'

"JurisdictionOflncorporationLocalityName'

"JurisdictionOflncorporationStateOrProvinceName'

"JurisdictionOfincorporationCountryName'

'TrademarkOfficeName'

'TrademarkCountryOrRegionName'

'"TrademarkRegistration'

'LegalEntityldentifier'

'WordMark'

'MarkType'

'StatuteCountryName'

'StatuteStateOrProvinceName'

'StatutelLocalityName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4
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Alias oiD
'StatuteCitation' 1.3.6.1.4.1.53087.3.5
'StatuteURL' 1.3.6.1.4.1.53087.3.6

Private SSL (ACMEV2) certificate profiles

PKlaas provides the following Private SSL (ACMEv2) certificate profiles.

« privatessl-tls-client

« privatessl-tls-client-server

« privatessl-tls-client-server-data-encipherment
« privatessl-tls-client-server-supply-san

« privatessl-tls-server

« privatessl-tls-server-supply-san

These profiles support the following features.

« Private SSL use cases

+ Private SSL key usages

« Private SSLfill_san_dns_with_cn
« Private SSL request extensions

« Private SSL certificate fields

« Private SSL certificate extensions
+ Private SSL algorithm constraints
+ Private SSL distinguished names

Private SSL use cases
All private SSL profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o 9 o

Private SSL key usages

Each private SSL profile supports the following Key Usage and Extended Key Usage (EKU) extension values.
Profile Key Usage Extended Key Usage
privatessl-tls-client Digital Signature TLS client authentication

(1.3.6.1.5.5.7.3.2)
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Profile

privatessl-tls-client-server

privatessl-tls-client-server-data-
encipherment

privatessl-tls-client-server-supply-
san

privatessl-tls-server

privatessl-tls-server-supply-san

Key Usage

Digital Signature

Digital Signature, Data
Encipherment

Digital Signature

Digital Signature

Digital Signature

Private SSL fill_san_dns_with_cn

Extended Key Usage

TLS client authentication
(1.3.6.1.5.5.7.3.2)

TLS server authentication
(1.3.6.1.5.5.7.3.1)

TLS client authentication
(1.3.6.1.5.5.7.3.2)

TLS server authentication
(1.3.6.1.5.5.7.3.1)

TLS client authentication
(1.3.6.1.5.5.7.3.2)

TLS server authentication
(1.3.6.1.5.5.7.3.1)

TLS server authentication
(1.3.6.1.5.5.7.3.1)

TLS server authentication
(1.3.6.1.5.5.7.3.1)

When the fill_san_dns_with_cn parameteris True ,the profile copiesinthe SubjectAltname extension all

the CN fields:

« included inthe Subject extension,and

+ notalready inthe SubjectAltname extension (to avoid duplicated entries).

See below the value of this parameter in each profile.

Profile

privatessl-tls-client

privatessl-tls-client-server

privatessl-tls-client-server-data-encipherment

privatessl-tls-client-server-supply-san

Entrust PKlaaS - Customer Guide

fill_san_dns_with_cn

False

False

False

True
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Profile fill_san_dns_with_cn
privatessl-tls-server False
privatessl-tls-server-supply-san True

Private SSL request extensions

All private SSL profiles support the following non-critical extensions in request.

Extension Name Extension OID
Application Policies 1.3.6.1.4.1.311.21.10
Certificate Policies 2.5.29.32

Private SSL certificate fields

All Private SSL profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.

Private SSL certificate extensions

All private SSL profiles set the following certificate extensions.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate
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Extension Critical Value

Basic Constraints Yes cA=False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

Private SSL algorithm constraints

All private SSL profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

Private SSL distinguished names

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID
'CN' 'CommonName' 25.4.3
'SN' 'SurName' 2544
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Alias

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State'

'STREET' 'StreetAddress'

'0''Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

'‘givenName' 'G'

"I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID'

'DC' 'DomainComponent’

‘Email' 'E'

'unstructuredName'
'unstructuredAddress'

"JurisdictionOflncorporationLocalityName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.5

2.5.4.6

2.54.7

25438

2.5.4.9

2.5.4.10

2.54.11

2.5.4.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1
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Alias oID
"JurisdictionOflncorporationStateOrProvinceName' 1.3.6.1.4.1.311.60.2.1.2
"JurisdictionOflncorporationCountryName' 1.3.6.1.4.1.311.60.2.1.3
'"TrademarkOfficeName' 1.3.6.1.4.1.53087.1.2
'TrademarkCountryOrRegionName' 1.3.6.1.4.1.53087.1.3
'"TrademarkRegistration' 1.3.6.1.4.1.53087.1.4
'LegalEntityldentifier' 1.3.6.1.4.1.53087.1.5
'WordMark' 1.3.6.1.4.1.53087.1.6
'MarkType' 1.3.6.1.4.1.53087.1.13
'StatuteCountryName' 1.3.6.1.4.1.53087.3.2
'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3
'StatutelLocalityName' 1.3.6.1.4.1.53087.3.4
'StatuteCitation' 1.3.6.1.4.1.53087.3.5
'StatuteURL' 1.3.6.1.4.1.53087.3.6

S/MIME Secure Email certificate profiles

PKlaa$S provides the following S/MIME Secure Email certificate profiles.

« smime-digital-signature-key-encipherment
» smime-key-encipherment
+ smime-non-repudiation

These profiles support the following features.

o S/MIME use cases

« S/MIME key usages

« S/MIME certificate fields

« S/MIME certificate extensions
« S/MIME algorithm constraints
« S/MIME distinguished names
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S/MIME use cases

All S/MIME Secure Email profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o 9 %)

S/MIME key usages

Each S/MIME Secure Email profile supports the following Key Usage and Extended Key Usage (EKU) extension
values.

Profile Key Usage Extended Key Usage
smime-digital-signature-key- Digital Signature, TLS client authentication
encipherment Key Encipherment (1.3.6.1.5.5.7.3.2)

Email Protection (1.3.6.1.5.5.7.3.4)

smime-key-encipherment Key Encipherment Email Protection (1.3.6.1.5.5.7.3.4)
smime-non-repudiation Digital Signature, Non- Email Protection (1.3.6.1.5.5.7.3.4)
Repudiation

S/MIME certificate fields

All S/MIME Secure Email profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.

S/MIME certificate extensions

All S/MIME Secure Email profiles set the following certificate extensions.
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Extension

AIA
Authority Key Identifier

Basic Constraints
CRL Distribution Points
Subject Alternative Name

Subject Key Identifier

Critical

No

No

Yes

No

No

No

S/MIME algorithm constraints

Value

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All S/MIME Secure Email profiles support the following key and signature algorithms.

Key algorithm

ECDSA P-256

ECDSA P-384

ECDSA P-521

RSA 2048

RSA 3072

RSA 4096

S/MIME distinguished names

PKlaa$S has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Entrust PKlaaS - Customer Guide

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption
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Alias

'CN''CommonName'

'SN''SurName'

'SERIALNUMBER' 'DeviceSerialNumber'
'C' 'Country'

'L' 'Locality’

'ST''S' 'State’

'STREET' 'StreetAddress'

'O' 'Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

‘givenName' 'G'

I' 'Initials’

'ORGANIZATIONIDENTIFIER'

'UID!

'DC' 'DomainComponent’

'‘Email' 'E'

'unstructuredName'

Entrust PKlaaS - Customer Guide

oID

2.5.4.3

2544

2545

2.5.4.6

2.5.4.7

2.5.4.8

2.5.4.9

2.5.4.10

2.5.4.11

2.5.4.12

2.5.4.15

2.54.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2
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Alias

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'
'JurisdictionOfincorporationCountryName'
'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration'
'LegalEntityldentifier'
'WordMark'

'MarkType'
'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'

'StatuteCitation'

'StatuteURL'

SCEP certificate profiles

oID

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6

PKlaas provides the following SCEP (Simple Certificate Enrollment Protocol) certificate profiles.

+ scep-digital-signature

« scep-key-encipherment

« scep-non-repudiation

« scep-digital-signature-key-encipherment

These profiles support the following features.
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» SCEP use cases

« SCEP key usages

« SCEP request extensions

« SCEP certificate fields

« SCEP certificate extensions
« SCEP algorithm constraints
« SCEP distinguished names

SCEP use cases
All SCEP profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

o o [X) o

SCEP key usages

Each SCEP profile supports the following Key Usage extension values.
Profile Key Usage
scep-digital-signature Digital Signature
scep-key-encipherment Key Encipherment
scep-non-repudiation Non-Repudiation
scep-digital-signature-key-encipherment Digital Signature, Key Encipherment

SCEP request extensions

All SCEP profiles support the following non-critical extensions in request.

Extension name Extension OID
Certificate Policies 2.5.29.32

Extended Key Usage 2.5.29.37
Application Policies 1.3.6.1.4.1.311.21.10
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Extension name Extension OID

Smime Capabilities 1.2.840.113549.1.9.15

MSTemplateOID 1.3.6.1.4.1.311.21.7

MSTemplateName 1.3.6.1.4.1.311.20.2

szOID_NTDS_CA_SECURITY_EXT 1.3.6.1.4.1.311.25.2
SCEP certificate fields

All SCEP profiles set the following certificate fields.

Field Value

Issuer Customer's subordinate issuing CA.

Subject No constraint.

Validity period Less than or equal to the expiry of the issuing CA. Defaults to 1 year if

not specified in the request.

SCEP certificate extensions

All SCEP profiles set the following certificate extensions.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=False

CRL Distribution Points No Always present

Extended Key Usage No No constraints
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Extension Critical
Subject Alternative Name No
Subject Key Identifier No

SCEP algorithm constraints

Value

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2

All SCEP profiles support the following key and signature algorithms.

Key algorithm
ECDSA P-256
ECDSA P-384
ECDSA P-521
RSA 2048

RSA 3072

RSA 4096

SCEP distinguished names

Signature algorithm

ecdsa-with-SHA256

ecdsa-with-SHA384

ecdsa-with-SHA512

sha256WithRSAEncryption

sha256WithRSAEncryption

sha512WithRSAEncryption

PKlaaS$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the

following identifiers.

Alias

'CN''CommonName'

'SN' 'SurName'

'SERIALNUMBER' 'DeviceSerialNumber'

'C' 'Country'

Entrust PKlaaS - Customer Guide

oID

2.54.3

2544

2545

2.5.4.6

261


https://datatracker.ietf.org/doc/html/rfc7093#section-2

@ ENTRUST

Alias

'L' "Locality’

'ST''S' 'State'

'STREET' 'StreetAddress'

'0''Org' 'Organization’

'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’
'T' 'Title'

'BUSINESSCATEGORY'

'POSTALCODE'

'‘givenName' 'G'

"I' 'Initials’

'ORGANIZATIONIDENTIFIER!

'UID'

'DC' 'DomainComponent'

'‘Email' 'E'

'unstructuredName'

'unstructuredAddress'
"JurisdictionOflncorporationLocalityName'
'JurisdictionOfincorporationStateOrProvinceName'

"JurisdictionOflncorporationCountryName'
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oID

2.5.4.7

2.54.38

2549

2.5.4.10

2.54.11

2.54.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3
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Alias

'"TrademarkOfficeName'
'"TrademarkCountryOrRegionName'
'"TrademarkRegistration’
'LegalEntityldentifier'
'WordMark'

'MarkType'
'StatuteCountryName'
'StatuteStateOrProvinceName'
'StatuteLocalityName'
'StatuteCitation’

'StatuteURL'

Smartcard certificate profiles

PKlaa$S provides the following smartcard certificate profiles.

« smartcard-card-authentication
« smartcard-digital-signature

« smartcard-domain-controller
« smartcard-key-management
« smartcard-piv-authentication
« smartcard-piv-content-signing

These profiles support the following features.

« Smartcard use cases

» Smartcard key usages and request extensions
« Smartcard certificate fields

« Smartcard certificate extensions

« Smartcard algorithm constraints

» Smartcard distinguished names

Entrust PKlaaS - Customer Guide

oID

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6

1.3.6.1.4.1.53087.1.13

1.3.6.1.4.1.53087.3.2

1.3.6.1.4.1.53087.3.3

1.3.6.1.4.1.53087.3.4

1.3.6.1.4.1.53087.3.5

1.3.6.1.4.1.53087.3.6
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Smartcard use cases

All smartcard profiles support the following use cases.

ECS Enterprise Ul

o

CA Gateway API

o

Entrust-hosted Enrollment

Gateway

)

Smartcard key usages and request extensions

On-prem Enrollment
Gateway

X

For each smartcard profile, the following table details: supported Key Usage extension values, supported Extended
Key Usage extension values, supported extensions in request.

Profile

smartcard-card-
authentication

smartcard-digital-
signature

smartcard-domain-
controller

smartcard-key-
management

smartcard-piv-
authentication

Entrust PKlaaS - Customer Guide

Key Usage

Digital Signature

Digital Signature,
Non-Repudiation

Digital Signature,
Key Encipherment

Key Encipherment

Digital Signature

Extended Key Usage

No constraints

No constraints

TLS server authentication
(1.3.6.1.5.5.7.3.1)

TLS client authentication
(1.3.6.1.5.5.7.3.2)

No constraints

Any Extended Key Usage
(2.5.29.37.0)

Microsoft Smart Card Login
(1.3.6.1.4.1.311.20.2.2)

TLS client authentication
(1.3.6.1.5.5.7.3.2)

In request

PIV Interim Indicator
(2.16.840.1.101.3.6.9.1)

Security ID
(1.3.6.1.4.1.311.25.2)

PIV Interim Indicator
(2.16.840.1.101.3.6.9.1)

Security ID
(1.3.6.1.4.1.311.25.2)

PIV Interim Indicator
(2.16.840.1.101.3.6.9.1)

Security ID
(1.3.6.1.4.1.311.25.2)

PIV Interim Indicator
(2.16.840.1.101.3.6.9.1)

Security ID
(1.3.6.1.4.1.311.25.2)
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Profile Key Usage Extended Key Usage In request
smartcard-piv-content-  Digital Signature, No constraints —
signing Non-Repudiation

Smartcard certificate fields

All smartcard profiles set the following certificate fields.

Field

Issuer

Subject

Validity period

Value

Customer's subordinate issuing CA.

No constraint.

Less than or equal to the expiry of the issuing CA. Defaults to 1 year if
not specified in the request.

Smartcard certificate extensions

All smartcard profiles set the following certificate extensions.

Extension

AlA

Authority Key Identifier

Basic Constraints

CRL Distribution Points

Subject Alternative Name

Subject Key Identifier

Entrust PKlaaS - Customer Guide

Critical Value

No

No

Yes

No

No

No

Supplied if the customer enables OCSP when
creating the CA

Matches subjectKeyldentifier of the signing
certificate

cA=False

Always present

No constraints

«The leftmost 160-bits of the SHA-256 hash of the
value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2
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Smartcard algorithm constraints

All smartcard profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

Smartcard distinguished names

PKlaas$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID
'CN''CommonName' 2.5.4.3
'SN''SurName' 2.5.4.4
'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5
'C' 'Country' 2.5.4.6
'L' 'Locality’ 2.54.7
'ST''S' 'State' 2.5.4.8
'STREET' 'StreetAddress' 2.5.4.9
'0''Org' 'Organization’ 2.5.4.10
'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’ 2.5.4.11
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Alias

T' 'Title'
'BUSINESSCATEGORY'
'POSTALCODE'
‘givenName' 'G'

I' 'Initials'
'ORGANIZATIONIDENTIFIER'
'uID'

'DC' 'DomainComponent’
‘Email' 'E'
'unstructuredName'
'unstructuredAddress'

'JurisdictionOfincorporationLocalityName'

"JurisdictionOflncorporationStateOrProvinceName'

"JurisdictionOflncorporationCountryName'

'TrademarkOfficeName'

'"TrademarkCountryOrRegionName'

'"TrademarkRegistration’

'LegalEntityldentifier’

'WordMark'
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oID

2.5.4.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6
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Alias oID

'MarkType' 1.3.6.1.4.1.53087.1.13
'StatuteCountryName' 1.3.6.1.4.1.53087.3.2
'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3
'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4
'StatuteCitation' 1.3.6.1.4.1.53087.3.5
'StatuteURL' 1.3.6.1.4.1.53087.3.6

V2G certificate profiles

PKlaa$S provides the following V2G (Vehicle-to-Grid) certificate profiles
+ v2g-supply-equipment
+ v2g-user-identity
These profiles support the following features.
* V2G use cases
« V2G key usages and validity periods
o V2G certificate fields
« V2G certificate extensions

« V2G algorithm constraints
« V2G distinguished names

V2G use cases

AllV2G profiles support the following use cases.

ECS Enterprise Ul CA Gateway API Entrust-hosted Enrollment  On-prem Enrollment
Gateway Gateway

V2G key usages and validity periods

For each smartcard profile, the following table details: supported Key Usage extension values, supported Extended
Key Usage extension values, validity period for the issued certificates.
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Profile Key Usages Extended Key Usages Validity period
v2g-supply-equipment  Digital Signature, Key TLS server authentication 1year
Agreement (1.3.6.1.5.5.7.3.1)
v2g-user-identity Digital Signature, Non- — 2 year
Repudiation
V2G certificate fields

AllV2G profiles set the following certificate fields.

Field Value
Issuer The customer's subordinate issuing-CA
Subject No constraint

V2G certificate extensions

AllV2G profiles set the following certificate extensions.

Extension Critical Value

AlA No Supplied if the customer enables OCSP when
creating the CA

Authority Key Identifier No Matches subjectKeyldentifier of the signing
certificate

Basic Constraints Yes cA=False

CRL Distribution Points No Always present

Subject Alternative Name No No constraints

Subject Key Identifier No «The leftmost 160-bits of the SHA-256 hash of the

value of the BIT STRING subjectPublicKey» as
described in RFC 7093 section 2
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V2G algorithm constraints
AllV2G profiles support the following key and signature algorithms.

Key algorithm Signature algorithm
ECDSA P-256 ecdsa-with-SHA256
ECDSA P-384 ecdsa-with-SHA384
ECDSA P-521 ecdsa-with-SHA512

RSA 2048 sha256WithRSAEncryption
RSA 3072 sha256WithRSAEncryption
RSA 4096 sha512WithRSAEncryption

V2G distinguished names

PKlaas$ has no restriction on Distinguished Names (DNs) per certificate profile. All certificate profiles support the
following identifiers.

Alias oID
'CN''CommonName' 2.5.4.3
'SN''SurName' 2.5.4.4
'SERIALNUMBER' 'DeviceSerialNumber' 2.5.4.5
'C' 'Country' 2.5.4.6
'L' 'Locality’ 2.54.7
'ST''S' 'State' 2.5.4.8
'STREET' 'StreetAddress' 2.5.4.9
'0''Org' 'Organization’ 2.5.4.10
'OU' 'OrganizationalUnit' 'OrganizationUnit' 'OrgUnit’ 2.5.4.11
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Alias

T' 'Title'
'BUSINESSCATEGORY'
'POSTALCODE'
‘givenName' 'G'

I' 'Initials'
'ORGANIZATIONIDENTIFIER'
'uID'

'DC' 'DomainComponent’
‘Email' 'E'
'unstructuredName'
'unstructuredAddress'

'JurisdictionOfincorporationLocalityName'

"JurisdictionOflncorporationStateOrProvinceName'

"JurisdictionOflncorporationCountryName'

'TrademarkOfficeName'

'"TrademarkCountryOrRegionName'

'"TrademarkRegistration’

'LegalEntityldentifier’

'WordMark'
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oID

2.5.4.12

2.5.4.15

2.5.4.17

2.5.4.42

2.5.4.43

2.5.4.97

0.9.2342.19200300.100.1.1

0.9.2342.19200300.100.1.25

1.2.840.113549.1.9.1

1.2.840.113549.1.9.2

1.2.840.113549.1.9.8

1.3.6.1.4.1.311.60.2.1.1

1.3.6.1.4.1.311.60.2.1.2

1.3.6.1.4.1.311.60.2.1.3

1.3.6.1.4.1.53087.1.2

1.3.6.1.4.1.53087.1.3

1.3.6.1.4.1.53087.1.4

1.3.6.1.4.1.53087.1.5

1.3.6.1.4.1.53087.1.6
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Alias oID

'MarkType' 1.3.6.1.4.1.53087.1.13
'StatuteCountryName' 1.3.6.1.4.1.53087.3.2
'StatuteStateOrProvinceName' 1.3.6.1.4.1.53087.3.3
'StatuteLocalityName' 1.3.6.1.4.1.53087.3.4
'StatuteCitation' 1.3.6.1.4.1.53087.3.5
'StatuteURL' 1.3.6.1.4.1.53087.3.6
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18 Post-quantum Lab experimental region

PKlaaS customers can test the algorithms listed in the post-quantum (PQ) cryptography standard of the NIST
(National Institute of Standards and Technology).
https://www.nist.gov/programs-projects/post-quantum-cryptography

Specifically, Entrust provides a "PQ Lab" sandbox experimental region to create CA hierarchies (root CA +issuing
CA). This region has the limitations described in the following table.

Feature PQ Lab limitations

Key generation mechanism libogs (https://openquantumsafe.org/libogs) open-source
software library for post-quantum keys; Entrust nShield
HSMs for RSA and ECDSA keys. In future releases, PKlaa$S will
support post-quantum key generation using Entrust nShield

HSMs.

PKlaaS Certificate Practice Statement and Do not apply.

associated terms

CAvalidity A maximum of 6 months.

External CAs onboarding Not supported.

Region and Data availability Not guaranteed.

Enrollment Gateway Not supported. The PQ Lab region does not support
customer-hosted (on-premises) or Entrust-hosted enrollment
gateway features.

© Entrust might rebuild the PQ Lab region from time to time to reflect the latest changes from the post-
quantum standards initiatives. On these occasions, your data in this region might be destroyed. We don't
recommend deploying post-quantum CAs and certificates to your production environment.

To test post-quantum algorithms with the PQ Lab region

1. Make sure you have unused licenses to issue an online root CA/issuing CA and certificates.
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2. Inthe Region list, select PQ Lab (Experimental).

CERTIFICATE SERVICES

Enterprise
ENTRUST
Home Create w Certificates w Sites Reports w Administration v Help w
Add Private CA Add Online Root CA

All Private CAs
o CA Distinguished Name
CA GW Credentials Fill in the following Certificate Authority information.

Enrollment Gateways

CA Information
Friendly Name ‘ ‘ i
Region " PQ Lab (Experimental) - ‘ g
Signing Key Details -‘ RSA-4096+SHAS12 v ‘
Expiry Date: ‘ --Select Value--
e e e =
Services Dilithium2 ]

Dilithium3

Select a post-quantum algorithm in the Signing Key Details list.
Fill in the rest of the fields described in Creating an online root CA.
Follow the steps described in Creating an issuing CA under an online root CA.
Create a certificate request, for example, using the openquantumsafe/ogs-oss|3 tool. Alternatively, you can
copy one of the below sample requests.
« Pure post-quantum algorithms
« Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)
« Dilithium3(1.3.6.1.4.1.2.267.7.6.5)
« Dilithium5 (1.3.6.1.4.1.2.267.7.8.7)
« Falcon-512(1.3.9999.3.6)
» Falcon-1024 (1.3.9999.3.9)
o SPHINCS+-SHA2-128f-simple (1.3.9999.6.4.13)
o SPHINCS+-SHA2-128s-simple (1.3.9999.6.4.16)
o SPHINCS+-SHA2-192f-simple (1.3.9999.6.5.10)
o SPHINCS+-SHA2-192s-simple (1.3.9999.6.5.12)
o SPHINCS+-SHA2-256f-simple (1.3.9999.6.6.10)
o SPHINCS+-SHA2-256s-simple (1.3.9999.6.6.12)
« Explicit composite algorithms
« Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)
« Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)
« Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)
« Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)

ov kW

() The Certificate Authorities of the PQ Lab region can also issue RSA and ECDSA certificates; use your
existing tools to generate requests for these certificates.

7. lIssue end-entity certificates using either:
« Entrust Certificate Services Enterprise, as explained in Processing a Certificate Signing Request.
« The APl described in Accessing the CA Gateway API.

& Inthe current version, PKlaaS does not support issuing post-quantum certificates in PKCS #12
format.
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Pure post-quantum algorithms
See below sample requests for the supported pure post-quantum algorithms.

« Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)

« Dilithium3(1.3.6.1.4.1.2.267.7.6.5)

« Dilithium5(1.3.6.1.4.1.2.267.7.8.7)

« Falcon-512 (1.3.9999.3.6)

« Falcon-1024 (1.3.9999.3.9)

o SPHINCS+-SHA2-128f-simple (1.3.9999.6.4.13)
o SPHINCS+-SHA2-128s-simple (1.3.9999.6.4.16)
o SPHINCS+-SHA2-192f-simple (1.3.9999.6.5.10)
o SPHINCS+-SHA2-192s-simple (1.3.9999.6.5.12)
o SPHINCS+-SHA2-256f-simple (1.3.9999.6.6.10)
o SPHINCS+-SHA2-256s-simple (1.3.9999.6.6.12)

Dilithium2 (1.3.6.1.4.1.2.267.7.4.4)

Use the following CSR and keys to test the Dilithium2 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.4.4 object
identifier (OID).

« Sample CSR to test the Dilithium2 post-quantum algorithm
« Sample public key to test the Dilithium2 post-quantum algorithm
« Sample private key to test the Dilithium2 post-quantum algorithm

Sample CSR to test the Dilithium2 post-quantum algorithm
Use the following CSR to test the Dilithium2 post-quantum algorithm.

dil2csr.pem

MIIPBjCCBXgCAQAWOZELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QXxGjAY
BgNVBAMTEURpbG10aGl1bTIFbmRVc2VyMIIFNDANBgsrBgEEAQKCCwcEBAOCBSEA
AZnPjDsGaAF4AerAeDZsYGG2dGtBweRC+DbUB9RepHQmMHWqOCaIndIBkmfxzGn9o9
k/WwUkPozy19IL2Y9aXYyMexUalWghY8XUidNgqii5Z/at/1jCiNavF11xAZPAlF
0oDeJbCzKv78gCJuGjFfEVTVV221WHI4+0vK94FcSA8R6DXVCKATh5yQwnTS9XgTE
cOTbvKw2DbY foqFX6A8TEEUTfUqLUMAQU7ILXKkqT5Q/0BIn6zwwDFH8VIbOHT7TCco
cJYQBku4Bn8kg2StQJ1RTLKqKjoakWIYSAOG7BoPAtxxpBC8I+C3jjgk/3nwpFoZ
zNO8mDVaserlp/mHnEpCmdfBINnGLpaoyK1INg9Y/z0uaGJi4/r9LzXbenaPs4rkuv
GvVvRccZzjmRAoGVA/Yyp9vceHwlEOpwAIHK3aDId86az52b42q132HcxF3Pfm7v8
bJziSOCc9EObP786JVVPY/sXUHTdzw/xjRn16850dfI5SKgKuKc2YEcD1jWxoZ2gTs
dF76Kyjj5sePflurUl5wLbZbEsF04zIiSJIT18a+sm6nPDjXeiupWhfTXqjXyxkkO
/261 f7TW2Qmzqgru8kYd/EOxmfBOIGIDSP4onokzaPAj5Tt2j6h1FUgZQAcIa3XGhb
20ziUeQmo8Iz/003mDgRIh/aNvSLZxHgi2P7KTLhBlvvmSdyvV3IoPT6kmlkOSma
bUQlGaW5+UPLcvsEY3fA671IH/L6d1+0/BDEVgNMMdyVeGrKEXex0flpOE9al/rI
Ado0a2kEY+vkxpkk/QSinUleD3si1JUsEfZbxhrc6NgIMdekZZNxZ7jLfEczFHknb
+SQNGRTLGUAINEGAQ/I807meBNwXa2xwVmn7zb79f 1IWAW+SKBD+1KNytEF2/F3Z+
gdYKtfFXyJU2HsiXMIcaBXKQfQUMTHgA+UZqrS7IFNWEmw7dfAGIFaHhxqtmOFdt
hA6AbBQox+NyqsD8XeUWrTB28CF1C/Um5hjiclS+ifP5/wPECO9vItSLsoozLRxDC
eSF45SVwPQ/AuP4ANFB+jQD4g39tTOOZELSTAsdHcgX3272+CDVCBjxVv82hgZzyQ
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6s/10u++hStcGkUuCy/8axGAO8HswVV507590339Y1mPXK//X58VNOiDL6MtySA-
LYyQK5xMn8t0azbq5fH6YcVjao/XUBhD6JIX2m8gBbtTV7WQ4voExy8+FuwLABNpo
ONFXgv41l7rAQ+]jiAi9cn98SC44bsytBDDfSQ1l9gBpZ66aKpkOeiMmYwd4mzO0fFv
vYii0vZQff3JIvQqAEyDyyrvKx/wEUQAcNPT1rtLZ2THW3AZzScgGEr+0xM+XBeTRO
fkyZ8FmX29TFS5X21F4jpIvIlelbBg/zVTOyqXkzXoq2CyDBZQPtipmrbSglK30I
ZFFrsTuUbtLvgs6cNUGXbS4QCcIX7Idx1PGx71ly8KjhWehdVrow907fERY1348E0
alujSs51+7A2ZCjqcfkQUUI/FZpkERjReVTmzGlbVGqTehaIlaE5Hob8Qz4bv530L
XpdVHPOYfALsjn1Iy60d90QgX6ppEDdeMPq/3rUy6Pa5CroF563DKk8dOKDYmWdd
IxAONqQ4937A4hD6VvXH+Tk7U89VdXtI4jInsyZDgNmntM76Eh/H/CO5V9e]jXiyNj
XefWrphhwTacEmVIcBjMNI8GIMk5xMgnKPfUGBM+/7KfJ1pW8UbUPI98C4CR925E
WBolsHmJfuXhozpzRyuRzzAPBgsrBgEEAQKCCwcEBAUAA4IJdQDm50UjsYIDtbl
SEr3oDZz1lxcoYGmKQ+WR7N8kPu8mou4bF1DnSjhUBwWKM3MJI9z3BgKUFv6adPqgilm
IMFQEOrMTuY88G5ZpE9M8juS+5UUaeHdZM5E0q]j jMy lwuogLvpjJzn2cVOWRI1RO
NECiLRutksxNRhLIZL9TuXAWz9gB7H2Yr /eXr0t/a33w2o0zu69vcqZCAbFqjWt8w
L1IG/rzMN2w4XAqlZjSf7oEGT7ss9hMmK1Our8zHadLSt8j1RIi07Nh1VBMtXxVOFk
nhsbp6KoVXjWRE3KqlZG72zrvawc7cLcWZF /9mwlsKX25NSqONH2tV/CSCu2uDqgp
Ype41lEV6YyOz1lmaYRE/QHX302zVMa6nh8W1KS4d0Ono7LyOVeOPX4SAuVO6uvk46xp
s+2/5yfSgghPE2izd/uloUzX7Ytv02byFEnFh/cUCS0Oq6 LkeukWM+qlzkn71uCOT
pOhikChmjoh70h00fRxgTBc2drh9FaVcC50EdtJIMvDpxQoE2BB5ySFEXLzmzG19
ZWR/T3I8dTvBT+CQPEhvp/huNxr8LnJ1lgdPop5LUUXqG46bQqNII9+3TI8B2s4 1L /rZ3
ete+ornH3gs1829k+1KqcL+LAnfQMNgEPDFtpaMmNI/q6hgNb30amrQfBfOrZP2G
NEBScETyHqDjBOalalezDFwA6zv5wN5rxPPA10uNiatoBLUrwaQdDkvB2ZgPAnkE
N6yRs2yY7GIDSPLOETI+0iI9xMzt2Rt02c5SWKAKTWSFanmBDNHi7Yruvz29Lj0g
qAO6tXWzvYdgzCImLE/BIrGwOW9ajOTWQHMOYVIOAHGLLOGrbIuFtejeOiy5x/4VV
74 /bCLOiTyxeoNbF5pD0OoELbs/3KD170h1i5lhaHlwxyMIzrxjw4dKOVpBVVXSW5N 5P rKGok
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Ky+ONKtAQtgxnqziDPjH60uAdb6tQGIv3mikzK/nprRGgc3PZGUwn2rxZYlovjTG
6SCcKstRMOXyFMqusjeUIVYLPIBEFaMm7+SMyzhaROfs8f4ielLXJInh+yR8S59k/3p
8pRxa55/T/HRQSm1lv5dgW/t3a2tRot6M6tmgqIsH4aF7801levOU2CuhW+b2SPvVul
hop+N8dWRgnNIrX7EVx2RZIdV1ypKMjDgkibffk3T6vV/NggBz3XAKFx1Qlvv78ge
A509Mb22nmmKO0zcTtVDAsmI02GIws+4son/3Fd40gi fkNGzAGuSWexwtgMddk2M
mMUtUn3TuCvfRmMUKbOkFXHL1gmWkz23kM69k6DDHSIvieZrWPQplulArMYKvhO1P
Cafp6QLS8GrVkZmj6GmWHp+P9fcKyeAqr4Ba7M5pWTO5P0ZTP21gem816IDg /wLU
H+AhXIefKO/AEx3x3s2Texo7I16a69RgbMExxip+hy/sXGjCKkqSp2dr/AgYgNTtH
S1lbdoGIk5y4wMLHZzOr /BjATT15mkJIj 7TAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAAA
AAAAAAAAChQpMg==

————— END CERTIFICATE REQUEST-----

Sample public key to test the Dilithium2 post-quantum algorithm
Use the following public key to test the Dilithium2 post-quantum algorithm.

dil2pub.pem

MIIFNDANBgsrBgEEAQKCCwcEBAOCBSEAAZNPjDsGaAF4AerAeDZsYGG2dGtBweRC
+DbUB9RepHQmMHwqOCaIndIBkmfxzGn99k /WwUkPozy1l9IL2Y9aXYyMexUalWghY8
XUidNgqii5Z/at/1jCiNavF11xAZPA1FoDeJbCzKv78gCIuGjFFEVFVv221WHI4+
OVvK94FcSA8RE6DXVCKATh5yQwnTSOxgTEcCOTbvKw2DbYfoqFX6A8TEEUfUqLUMAQU
TILXKkqT5Q/0BIn6zwwDFH8vIbOH7TcocIYQBku4Bn8kg2StQI1RTLKgKjoakWIY
SAOG7BoPAtxxpBC8I+C3jjgk/3nwpFoZzNe8mDVaserlp/mHnEpCmdfBInGLpaoy
KINg9Y/z0uaGJi4/r9LzXbenaPs4rkUVGvvRccZzjmRAoGVA/Yyp9vceHwlEOpwA
THK3aDId86az52b42q132HcxF3Pfm7v8bJziSOc9EObP786JvVPY /sXUHTdzw/ xj
Rn16850dfI5KgKuKc2YEcD1jWxo0Z2gTsdF76Kyjj5sePflurUl5wLbZbEsFO4zI
SJT18a+sm6nPDjXeiupWhfTXqjXyxkk0/z64 f7W2Qmzqgru8kYd/EOxmfBOIGIDS
P4onokzaPAj5Tt2j6h1FUgZQAcIa3XGb20ziUeQmo8Iz/003mDgRIh/aNvSLZxHg
i2P7KTLhBlvvmSdyvV3IoPT6kmlkOSmabUQlGaW5+UPLcvsEY3fA671IH/L6d1+0
/BDEVgnMMdyVeGrKEXex@f1lpOE9aIl/rIA40a2kEY+vkxpkk/QSinUleD3si1JUsE
fZbxhrc6NgIMdekZZNxZ7jLfEczFHknb+sQnNGRTLGUAINEGAQ/I807meBNwXa2xw
Vmn7zb79f 1IWAW+SKBD+1KNytEF2/F3Z+gdYKtfFXyJU2HsiXMIcaBXKQfQuMTHgA fERY1348E0alujSs51+7A2ZCjqcfkQUUI/FZpkER]R
eVTmzGlbVGqTehalaE5Hob8Qz4bv530LXpdVHPOYfALsjn1Iy60d90QgX6ppEDde
MPq/3rUy6Pa5CroF563DKk8dOKDYmWddIxAONqq4937A4hD6vXH+fk7U89VAXtI4
jInsyZDgNmntM76Eh/H/CO5V9ejXiyNjXefWrphhwTacEmVIcBjMNI8GIMk5xMgn
KPfUGBM+/7KfJ1pW8UbUPI98C4CR925EWBolsHmIfuXhozpzRyuRzw==
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Sample private key to test the Dilithium2 post-quantum algorithm
Use the following private key to test the Dilithium2 post-quantum algorithm.

dil2priv.pem

MIIPFgIBADANBgsrBgEEAQKCCwcEBASCDWABmMc+MOwWZoAXgB6sB4NmxgYbZ0aOHB
S5EL4NtQH1F6kdMgFSXm2uj60RF/TKX7V3nB1pHU30E5vcQWFbuVgqpd02Aha2Ryc
1FmKBC2IqTdGEibd/Yc4MIMNMinmDjYnsYeTAilMMEbRFGDLskyjgmEgI46bMogC
GIGLICxaACHCIDEipoWDgiQIQQ2QIoESEMICcQErUwiVjhAzIQFIbhHCYwm3SFowA
QwnQKCSU1CWMsIBQOGibwEEDBYWKEWMYAKUKMGqIBmIiwWVJomAjBSyhFCpAFgWI
BE1UKCoKA4nhBkmiBEDQKCoRggjRNpFQAIYJgYxCiHBjBm4K1TLEMwwSZEmzSFDBU
qEUTApDbGFDaMFLDRIHYJi6ZMmpZmC3RqIESA4ERQ2QATSHKMMEQYyGhIMCY IMIwL
QYbKmFCiSFHMwIKkSSSahkC2KFkEDhykbQSobky®TonHRQoUKMwU1 MWiKNmyblEwA LEZAJIqTC3KPmhUr8NQmztnMkMNMTGo2x7MfR4f]jgkKOVYyXTZONqGfmGEpl/hSWskuknYuv8RjOjGvfjbWI
n7GtnUGT39UYJICjVvEdI52chYTTVfyVGrjTZ90QI9CNQL2JIs3+BHA40Q7omMbTUoW
CvYCiHp3zrTXYvbfb8ZdB/JaDqi80SR7RYwMeVIXq5S70QCCHsjEBbkMYoOV2g7s
OTmPXfPTvyZuVylahmQCiSF2PdRjSgvjsC2E1x+7vhBmThlOYZDrCwORbn/tuXv+
+/T/gZooF+Uiw9JrsPOreY5ruwCecSLoGXg6NUuFGtp0QSr4oBk+uR/ttbdszA59K
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7AOB3V1nA4C2aZzkl++UcK7vEBWNuo8eSHYLOV8czz41R2tcTdOtw5DAmMMOh+aKl
Kx7p+oFt91BykXWilbHgQAOPZz2Vt+m5jqaSCNT9Pg+7FO05hehB+bXCQBAq4EmMSG
fVagxulTjuAaYAU7TFUFLf90vzPuCdyzNE/QNoehuYoY1RHRoP1o3CVIApYhunk/x
mcImV1lquTaZkOEbc1Bn4tTkicoeUPQW7uzlgnLOK5HGGMrZx9ih4zyFPV2vOhVGY
T+MmxH8WFPwzaUzmiiw7039t7hu+hTSkdL+x/jIjwh/aebpuiDDB1QKVFEDybb3/
AhgwQyFwJoXJQoQTcc+X1zqLB3bkrJexIWkj17TigCvyqOdx+xh7FO5VLXtbFqgt
VeOXEKwW6C1Y/0kpK9Ohz4 /YAaL8ImfWWKYXNOL/1lvupaVxEWjnI8x3IgnliSlana
Tu7WelLqS1C1lS4IqT/Qqgi7uofIhUc+blGPetqdGvtY+7nLuWk+WI5dExeedhralix
2cBzLSWmcYmGQPc4PWAXiRxwPJzUhT3eefckv3SiuDs25YC/JYPbBpcXZXBmcs5F
glycagZW660/K7TUCEVRSgGxDaz0+0tagv2ofFIgy0So8vi98i9EghijKw/HzsqMB
GGZNG5hzM1U86QGZz4w7BmgBeAHqwHg2bGBhtnRrQcHkQvg21AfUXqROJIh8KtAmI
J3SAZIn8cxp/fZP1sFID6M8pfSCOMPWL2MjHSVGtVqoWPF1INTYKoouWf2rf5Ywo
jWrxddcQGTwIRaA3iWwsyr+/IAibhoxXxFX1b9tpVhyePjryveBXEgPEegl7TwpAE
4eckMJOOVCYEXHNE27ysNg22H6KhV+gPJIRBFH1K17jAKLOyClypKk+UP6ASZ+s8M
AXR/LyW9B+03KHCWEAZLUAZ /JINkrUCdUUyyqio6GpFiGEgDhuwaDwLccaQQvCPg®cQwnkheOU1lcDOPwLj+DRQfoOA+IN/bUIDMRCONWLHR3IF99u9vgglQ
gY8Vb/NoYGc8kOrP9TrvvoUrXBpFLgsv/GsRgNPB7TMFVedO+faN9/WNZjlyv/1+f
FTTog5ejLckgIli2MkCucTI/LTmmW6uXx+mHFY2qP11AYQ+i1V9pvIAW7UlelkOL6B
McvPhbsCwATaaNDRV4L+Je6wEPo4gIvXJd/fEguOGTMrQQw30kJfYAaWeumigZDno
jImMHeJs9NHxb72I0jr2UH39yb0KgBMg8sq7ysf8BFEHXDT09a7S2dkx8NwMONIB
hK/tMTPlwXkO@Tn5MmfBZ19vUxUuV9pReI6SbyIXpWwYP81U9Mql5M16KtgsgwwWuUD
7YqZgq2003St9CMxRa7E71G7S74LONDVB120UEANCV+yXcZTxse5cvCo4VnoXVa/c
PdO3xEcpd+PBDmiLo0r0dfuwNmQo6nH5EFFCPxWaZBEYOX1U5sxpW1Rgk3oWiGhO
R6G/EM+G7+d9C16XVRzzmHWC7I59SMujnfdEIF+qaRA3XjD6v961Muj2uQq6Beet
wypPHdCg2J1lnXScQNI6quPSew0IQ+r8R/n501PPVXV7SOIyJ7MmQ6jZp7TO+hIfx
/wjuVfXol4sjY13nlg6YYcE2nBI1SXAYzDSTBpTIOcTKpyj31BgTPv+ynydaVvFG
1DyPfAuAkfduRFgaJbB5iX714aM6cOcrkc8=

Dilithium3(1.3.6.1.4.1.2.267.7.6.5)

Use the following CSR and keys to test the Dilithium3 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.6.5 object
identifier (OID).

« Sample CSR to test the Dilithium3 post-quantum algorithm
« Sample public key to test the Dilithium3 post-quantum algorithm
« Sample private key to test the Dilithium3 post-quantum algorithm

Sample CSR to test the Dilithium3 post-quantum algorithm
Use the following CSR to test the Dilithium3 post-quantum algorithm.
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dil3csr.pem

MITIU7zCCB/gCAQAWOZELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QXxGjAY
BgNVBAMTEURpbG10aG1l1bTNFbmRVc2VyMITIHtDANBgsrBgEEAQKCCwcGBQOCB6GEA
v34yTsg/AqcN5EZUYq2hBwKWIePk1fGchEndRiy/Sx5aCcriFVgTdufTD/6F4UKY
X2IMwEJbgbObYmQhvBzdQ8aJtYVKIN5F4PGoE9VUsTY fK2WmBOWfBuHezeBwDaFF
5G5rbiDya4B5EV3XWDTKIOKlg7VEE6fM5ZfZOWL3MZX5/Frt4FVxJ7nm184RsHD/
vBg81z7LTLfDRKO8pPXAWYUUP1RWOVAtO5ELNZYOmkpVKZzs6qdUnAS1PTIOCx1D3S
MoDGRJ/eCjAGCZmWcYUOVT/CYGI8OSYRBYJIwIOjaAkFJAootFYsbMCQ3uM59M/yt
4IdrtRa6jROdrNLQthsNZXHgv3H86SOEaqFVEZm6ejSdYDqulOb1MM+HKZzTKIFWU
1e7IYSuJ1CMhF5tSPG6UTZzwdOKhx51TZEtVUINiA/ACCyX9x0geTUJ/y9+F7gb4C
kdDbNE /4aw0YsOwo1XkY5bedwwiTfxb1lHd48n8fki/KOPEi8FZL4PPEjvXVvPR/P6
tC8uSMOFyvSuX44y1clVxAdCKmPgZpvz7WrglKaFXsGEc6vfvXQBkZbDp3wBWXWs
MEVSAJhYifZolEdgHXCypPZL671ICt4FGHUBKTIAhKv8I+mque®KGgaZrvDEvsrVz
rM4YgRMGcDINLLjQeDIwgRDhuDi+GIdFQOE4fXnpgPnVIsIQimrWioi/0h5fqgsNm
nikgamNGNCINNjOLx5Q3nxREBD1la+oyzgSD20D5bfTVXUy19BOUtr6WoFO5TpmIs
fX+9KiIKss9OVLTMr7UXi/t9+S01sCXPjul/5CG53d1BCkge4dwpQSHePPLU29sYe
xb6enD859QW/akk3WlhyIhEY18Y4DABmY9KeLRnWbpDTrYmpjP1R7bR8NAwhiF3E
6SNTXmDncC8BySO1CtxqLk9gFMVr2QMbgfr3bV530RKUMvrzumpuwOvcCrbHzAf5
03tROPVMUgla4hD5rhnmjBprkvFvJaN@zZ5aFi7L/c4t31LOfPwOks5gZE2G/R/HJ
Fno40MU+QWenhJbMO15bKe5Wgf9gDf1T6sIFrhvdwyvzBiYwvubv403iaqUHHHHI/
DvylYulXgk/vN9/aARyYbuD/1KKQhjEr8d0eh3bAofrrhsUwcQ6Qu8hBkAWXZ2kw
iCc7YREXFXUpNpFLk2d/Q2A75Sg6ocf+NrtEHI2telT2850aLskbFrdN9GD6xXZR1
UZNeQiel525iAt6iGFrcZ30mE3CyLQmPi6LRMVETooxkjj5e5VxXY/y15XDKFjph
Ro/fcEOOSRbztG+ohpyV/AVGM4ACNVABUFGoIuMbtYLqOuFYVydE7uAkuuUa7kzA
qLFxkZzyKmtKuzZrvX+N+T/Zu885GfvYmSqDunOCdxuk8t7EniKgqiVjfTCIRyN1
cTskU6PKq641q0SulvN4HOo91uU3LPGR+8avLEtCI5uDRs1nDD6wWUEi9HRa7L/Eju
N5+tqCsOLy27hRDkAygqsABeKABFgQWTBF2P /FGmainXCxqEDHBMCm1dEAxGkhdHO
JPOW8shNIB1rvgbQwWjrriw7lUgSXGaaYMYATP1iASJa5A0+RgWHqttze0030+xyU
dpXuiUeXv/AtKHWUH99QG1+jPM6LYyvhpGKcKBAYyPgZwDXcxhDFU9iLROPNDUEG6tX
ws+YA8KFrcF5A+QaKby64F /PJIGlb72vjEfalsPl+Yci6o3HStBdscftwxblQdLfn
WXRbEFN5kYXfgIxKmUbbZKdEjuaTYchXgdWaHZYSNbVU7SynqQtméugPezwxbLDR
1i6S110vVBJjOOE/mskaspQo8orx1p6AySzWfGsrMw/SXXMICiVbyd9skzhyKkofH
oVezPYTMAR4pClK30Fetm7id6uaUtFcRNcLTYVLefealO/BIfkAITFCOx30465gh
q1ZXSDb+Wo8NiPy+6ZYw/aTuuprimaK5ffF6shBVMjPvkDXfxOWLFGpxCk4QppTl
qHQXNEZz1W/KMThoyhAbKPS+Y1qb8mxK+M7hxAky2rJ+CYxznCzGrFEogawWGAICz
W/BFNXw5BI1yhe6B6xgwsi5SfBpPgIAPClqdf/6hM4ocRr6Xks7x/Hb50sps9uls
ClvhDX75MJIpJ1lbAikleaBnDA7e5cgnEflolzjI251W2vqg42/z8CwIokK2 /EQ6wIOL®o/6vsOAelSqct7s/9qO0kruwLQyDDRXrn
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ttEEqC1h8x0DC46woxAB7vMfRO4KA3dmO3jw//GPvOCBA7509z60r9tnR7ncgKyJ
0e6VLtAOWKIrXv+OKkbN3LE/PcddfPLrQRRaMBzNaBok07ZGkvQkmOkdiU9TfNOjn
dY30bYEETt0zKZKhKzOAI6cceHfsqvk9gcAbbqi3r7CTAQNALZEBSyqn9G7VC9aE
pUrHRVPVcCazZt6QRppkUkfL+A/IjwDf4k3KfpzEH3UuXGzsuImKTn7waBSYh@Xo
NMLLHYv49dB8CFrAZP/QpK5NuhOVzmF4PHUUHWOPbfZISiIKYal9g0p/Bof42SCr
HiQXk4zznFleuzICmcCOWVI1ljhnsxhkcQ6GTKFZHCfi6deiLMcTFveOYzOWwpCv9
V6YaKRfHUXujyTyyGhIw7cyE1BOQWqrTfvUhkBCLMe14qIBDMh3p3FA4d+AZOAWY
DUeYnUeRU25gh5kA/t1aYOIFjYW2/RSrthF8X08CnNK17Z230QreVRPzqvSsPuFAtf
UPFUIfBNNCjqgxVBiBo2vbF5b5gbdjPTcxDuvablkgt0jruDJQB3ujxe3cKLGwLr]
U4Clo3gVIJqkzxIKkB3oMEQbGotfp+TIu5pv3sbZccQOYPIXh1i081fdOIw6pvDm
/TmddIzuigipfGOsD7V6Ycm5XLOUO2LwgW6cBSZzQF9cIKH+gnPODpK1DRSVvVIptZ
iDDKPKmOKTUhWtJI3KL8tL2qYYjwq+86YOhRe6H02SygtbW8tgNKYNb6KWdkO1K4s
BKnniKF/VrGrjwcaBn8My3StpbEitEPzANr4v9Tz9k/BCCn//j4DOCKTHyUMxkcy
PdOPA3ptzE26K3wKc9EPYQmV1AgCz+1IyVAWiCZemKcC6asBZ6appr2wOdyxbxQN
srC6dEyL3p5fEb9ZEfprPmhwTw509Bv2a/9H8ZscleonEIAjssSDu29dY1uV21ldF
90j0GVB9ONHK7uOMrCkvOOYN3PP1Hj95T /qPXJyxr+plHh+HzBV/RCwwIQsZYRhx
1E+1Z12Cw2Ey7EAOqs/10+7/sfoVK2ch5ZdcC4gj+VMY/8KNb4k5LwvieYOHr8Hd
IxPYBOaAA+oMZjdCcbyb34tFqtfeYbSW3yvIYjmaLNBTOWri309tr3bYV1LE2kZf
4YS1c5Wn+GDNQUHWgdWiBobjMX6suTjjIv+ZRtFL21a0mLH3Bx11CnXmHit5Wo+
D6FiqwWOUp60QHILiIhPoHFFzfdbCNCnssXzJfEkO9tPuh/W2hZ+idtOFbdIpDGw
dWroGUI1lvLqwz3Z8qVmr1z3j1i9PIUu7honYNUEHQdgszAn//9sBfr9/NgXuMAcK
iID1Kte4d9h5bvrgsxuE@yzDSVXHOCY9yw8fDIDIGTUTGpynS4bGM19g1xZG/aSm
C//Rgk/5wN9ybZFx7N140s6rAaYLAj6RZ44Logbg+umENUBrIViet/66KrNwW/EUK
EsmmuY8fkuY3erdZjnNQcQOiILIpi8COv8m801liZOLajvOac+s111Eqk+EbjT1I6
PTOjT/UrYUdwyLhyC/1leZmyQp+m72MiNhnXwoJnOpRmNSmLdABMZGCPW9ystkBZe
pxkfro9JoraveKO1wAVNAB]jJIT6G6j4XHIXxtayrRHO3UGFXv42/1Sg6XLeEyX4Qoh
XoC61lzhnwM6/r fBeWrUC39VdkiveK8L12YL80JIF5TdYsSAocFi+5AYGOIBhjvHDuU
YtleHsxT512jw4TpqIXHu712CjR/zWyVv/CuHhrhk5E1v/bdk08vy2AZFJIRPWDZK
ZJ0s+WP61053d31ZKZThjStnRsTABKEUWhSsPm4Mg4IW+hUKTTYGdugnErOVdk3Js
0EPus7be3aXxJvPuV10gWUL3GNtF6P3J2LH8q88DWNZz83rJIINdhXOKTr TwbyypWdc
LAGx+SBQMVA7PKeY1lWtb6rXSqc+PEX3sPkMz /Nwr4a66TuJK/ne9rjNBfIWl8nYu
vICV62g7FO5SNfKHVKOipAO3/kGzYL7RShF7dlkPwus2wlb76KIz8VvWTKVOZmgny/
nzH4S/pEvtL60cLq9y7xU+43jzh/4ctl/ULNZ50GKpv73MzTeFWCM]jlEPqRuUT1CC
BiKi0QOHOitBDrQzdblfaKTVIbRbArvkADt2+WvD3dPFQIC1w2i6UTji91xMBODT
elwAcNU+IScbU1S6ghkYotsuiKwnR3Hs04aluwEMolvS+0s1AYEnXDkgb7cFu3ya
ylUYXxwKBsYoluc3NX1cfRBHhIePT1ZuwP0zWaZT5Z3n3/hkKFar /aKB/ryHXxw6N
d+qpcY1lr/i/1lrvz6qx/B9tZCEaG/F/qNzQp6Fi/WatJhDUeHutvs6DTrgqExo0jOD
DbHobF4IOMMVRudfeKSwDB95Rc7UdUtgXWOMXMTYS1HOKUlENYFrtNX6XBeD/R1ln
3si1F40GpiAYFQFfNADPgPCtAz5830AXZIpAVq3EOd]jG/knbLdluSy/xPtPjkpmPM
10DMOSL+pbGoVVT/N1kms3cWZ+dofp74IKOUoTonD/D6VIScNFXLdyI2irZEyS1L
3IFaHUTOHIMljUXrLItWqQpM+3tS5D0SmYaREe7EH1e7+GYDF1MeyBjOTmAyGdol
57AMaMAPey1Pw6Qpjrn8u3cT5qrQv+1lwbKztoHOWAzZwkdGwII8PS76bT+zdEsmgs
6HWA89+cLxMKwceS2cI+VNXedkO@uK8R4MLlsa+x LVGIMOCZsdvNnrmChBhW6ZWmcR
L8ckGDU3t5dn1v0ZXj1I2g9GDmIhFha7XtW65zPqTaY3GrPvG/FpSTepUhx1bDUs
pYeoTzmi8Boq8eMEH9JUv3Ia66CN/mLoKsM81WbUGjB7zFNErwSpI9vmuXe6rDjg
OTTLUS2Z9+K0go577 INK6eLL18YR1KGCGRWS5FH7DAEMItWiCRN50411LkuNGtb/
eV+y2fqpkWS1AckchCE8NDpgAOEF30WNpOWYWHpC1INJIOGacufZartPKFX3uF2JE
iEWX/DZ+Y02qU40b6hi38m50bd/gWPLOROMYysc4gqRIxwUwPvVWR+MADuJbwabzs
zUOSI7sTO+ilYFi6PKkNIPCxivlg6sgZ2n4Ar/1ZSOWOQEHXG4Jdr8iu9+SCcKYaA
NcUhmODgu8LoW+c6CCcimsoqc/Ypmw8oXfKvhCfQcof9eElw2+hiPpNT fwu9wq8L
I2g6wnPcDDooBahKIREK9hNYaKG85UzK10/SMbD81bPz5BBQIfESMUfFWLADSKG7
gUQOuUXNkXahJIM/6GHbazv4Fi+jLm3zewwwHx2cS9CSF9I3Ne400Dos8cGeHTIW4
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9eXBsuFg2fdL/uEtSQTvodXzLpRVf2a4KL4LOyoaGhLCaeaqvVjvv/+byws9QAUP
OFdvpXh9sf7kJI+11lcAytcVG870CGImSmmKV3SuYEuR2cm/enVg+Y5dFJdQ3j4dd3
tKcpZ41XmgPhnmDrEDL6k7B7YJIqSTUELTIUOSUUCV4uzNECXjxaPoVIgAVheKT+o
tNyG/56JCuahqd8frZtHrash+Mv4bEpU41lwqUF3glcOoglU9RCZxb2mEd+Z8Ikoe
U6PBwCyqcaGLW6aKSMs3sWRIraa80Z1DWax4tccTmaiEfA3TIOACYgS3V3KSq6EPD
zQ48gNVrM+64eeNUEb6bryRomGiPYVE2J0ZxI7Jp13]jIMyPLkeps8hi4UTmBjhoe
mUim37JWcX/RXDa98sIX2e+i1nAKKQpATaprDfIgfnONNpOKEOjkF/aXch3cAL4c
x0ivV2qVgQlawLXKEeJaiC/YLPPg6tIodCiVBn8QfGnsp2Nj7IcFPrYDEJDXNGNs
+wXnaal6ZiA7LwiRTeE41DbMctnwOw4kThLCzawdeEIwp/PzVoLI1l8nLqVPiD4ZQ
Pc9ZwlgZBSIuGtCLvg/FVDa/7mgEUMHaELlI+jBMjr5v3puzeJjRORPMsrH1iNbsh
W6JEXPATPXMIKMOWh30SNNbNGohSQlwFdbt33t18xUr1Kt2WOlGex lbwYefublzv
1VYA531zpWbYPHWhk3CtW8ARJI3D/xwA30E5cgIaPAU55x+w9WdYOGHQLrOItR20K
rLxgcnaJjKO7AAAAAAAAAAAAAAAAAAAAAAAAAAAIDRAWHCM=

————— END CERTIFICATE REQUEST-----

Sample public key to test the Dilithium3 post-quantum algorithm
Use the following public key to test the Dilithium3 post-quantum algorithm.

dil3pub.pem

MITIHtDANBgsrBgEEAQKCCwcGBQOCB6EAV34yTsg/AqcN5SEZUYq2hBwKWIePk1lfGe
hEndR1iy/Sx5aCcriFVgTdufTD/6F4UKYX2IMwEIbgbObYmQhvBzdQ8aJtYVKIn5F
4PGOoE9VUsfYfK2WmBOWfBuHezeBwDaFF5G5rbiDya4B5EV3xWDTkIOKLg7VEEG M
5ZfZOwl3MZX5/Frt4FVxJ7nm184RsHD/vBg81z7LTLfDRKo8pPxAWYUUuP1RWoVAt
O5ELNZy@mkpVKzs6qdUnAS1PT9Cx1D3SMoDGRI/eCjAGCZmWcYUOVT/CYGI8OSYR
ByJwIOjaAkFJAootFYsbMCQ3uM59M/yt4IdrtRa6jROdArNLQthsNZXHgv3H86SOE
aqFVEZm6ejSdYDqulOb1lMM+HKzTKIFWU1e7IYSuJ1CMhF5tSPG6UTzwdOKhXx51TZ
EtVUINiA/ACCyX9x0geTUJ/y9+F7ghb4CkdDbNE/4aw@YsOwolXkY5bedWwiTfxbl
Hd48n8fki/KOPEi8FZL4PPEjVvXVvPR/P6tC8uSMOFyvSuX44ylclVXAdCKmPgZpvz
TWrglKaFXsGEc6vfvXQBkZbDp3wBWXWsMEVSAJhYifZolEdgHXCypPZL6iICt4FG
HUBKTIAhKv8I+mque®KGqaZrvDEvsrVzrM4YgRMGcDINLLjQeDIwgRDhuDi+GIdF fcEOOSRbztG+ohpyV/AVGM4ACNVAB
UFGoIuMbtYLq9uFYVydETuAkuuUa7kzAqLFxkZzyKmtKuzZrvX+N+T/Zu885GfvY
mSqDuNOCdxuk8t7EniKgqiVj fTCIRYN1cTskU6PKq641q0SulvN4Ho91uU3LPGR+
8avLEtCI5uDRs1nDD6wWUEi19HRATL/EjuN5+tqCsOLy27hRDkAYgqsABeKABFqWTB
F2P/FGmainXCxgEDHBMCm1IdEAXGKkhdHOJPOW8shNJIB1rvgbQwWj rriw71lUgSXGaaY
MYALP1i1ASJa5A0+RgWHqttze0030+xyUdpXuiUOXv/AtKHWUH99QG1+jPM6LYvhp
GKcKBAyPgZwDXcxhDFU9iLROPNDUE6tXws+YA8KFrcF5A+QaKby64F /PJIGlb72v]
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EfalsPl+Yci603HStBdscftwxblQdLfnWXRbEFN5kYXfgIxKmUbbZKdEjuaTYchX
gdWaHZYSNbVU7SynqQtméugPezwxbLDR1i16S110vVBjOOE/mskaspQo8orx1p6Ay
SZWfGsrMw/SXXMICiVbyd9skzhyKkofHoVezPYTMAR4pClK30Fetm7id6uaUtFcR
NcLTYVLefealO/BIfkAITFCOx30465ghqlZXSDb+Wo8NiPy+6ZYw/aTuuprlmaK5s
ffF6shBVMjPvkDXfxOWLFGpxCk4QppTLgHQXNEZ1W/KMThoyhAbKPS+Y1qb8mxK+
M7hxAky2rJ+CYxznCzGrFEogawWGAICzW/BFNXw5BI1lyhe6B6xgwsi5SfBpPgIAP
Clqdf/6hM4ocRr6Xks7x/Hb50sps9ulsClvhDX75MIpJ1bAikleaBnDA7e5cgnEf
1o1zjI251WW2vq42/z8CwokK2 /EQEwWIOLmMBROCTrUQYSbQa0d /LEkgSywhyZ1iBFST
s$37vm3Mo01le85fv/UoPWu5tyWvREuzu4YOrhrujv8U0goYIKKrTvLsYTR4WUOeAl
FrlFag5X212Lj4DwooGfWKvwAPoGgqeyX7PXxnpk/SL8Tq5UE/evS46NkMLeOKDV
iKSUhOvg/YwOUuA1OBMvVOYObm3tED78k4d0Oyrc3tqWR6eZmd+tNr7jz7EoXIFTZM
UlPgPiDea3BQeaTOsTVzxWIH14iDgB5qZs6phv6KyIVD3pkCNs6L5Zt1lnD2FVg26
LQO51fk1XssWNOvoCmJaMibFRKFgU502NrsqdulLFeW7HuDwQnJOEtZrUeXjVEHmp
V1WzJSG83ZjpTed/wNo9KwZcUgVkTQ216pHTQZabASg9GqfhQI8eZDsZjS4+VIfD
YHO7ERED5XE=

Sample private key to test the Dilithium3 post-quantum algorithm

Use the following private key to test the Dilithium3 post-quantum algorithm.

dil3priv.pem

MIIXVgIBADANBgsrBgEEAQKCCWCGBQSCFOC/ fjI0yDSCpw3kR1RT raEHApPY14+SV
8ZyESA1GLLILHMQLX8UKBSWZOZWQpNiWpH/7r fmZFUme4MDyDy522+VrmuDYOdEk
Z3z+0U+t1Y04tdQFLcVaMUT5FQFf1+Z2s8IVUVMNAIXN2A  cgNHIWNmBhIBFRYQAW
VmBOaFBygSdWBXxVUdzANcCMiFYJhICMhRYd2gSFTSAR]B1EjZ2V1hkNKGBVHBhV1
ODUOVHAMUXCIFWEDYOgBdweCQORUCkRT JhRKUASDQSIWIGYyFoIKUIAFIyIkUyhH
WARCFnZTgWBwZBInaIFmiAZRIzVDcCA1VIGABWNOhghkh2A3g1BUcTdzcXQhFLEX
EocUZ2MWU3YQaIVWYMEQUhQEGFIXF2FwE1IMVZVQiKEUTFUEMNGQicCIgBwZ3NyVU
JkMj IBInhxgxCAMKGCQSNMQOQgd2ZRR2MzVOgyAjUiM3ZWg1ZGI4UkhYCcHQDNKD
IEV1RDY3hGc3hjQEVUQjQIhHBQRIGFUWFDR4AAWREFTZwdhcmJoMYZGFTciQWM4gg
QUQ4ZCRSIGIDKHdoVNndjcXOFdiFYJI3aBRYJyVUMgc1cQMoNYADg2QnIoAVYYAQZU
F1QCUBJ0JOCTMXBRVVAYUNNDRNQyMi0GVUZYCFIThOMOhWYxhYEWhgUXeGNjQFaE
CAgQMRVVRQBxVOdDgYdUBMKDAHgBgAV1SDdjRTIZzcgBDOHIOUHECQEgAZWMZERBY
E4IyBxQzJGBYIOYRBXI1ZgIYZYF3KCcFR1CkVHIiBzBAFYdiR3g4REIHKERIITUN
IDYXRVNVMWAYMFZwaGNINVcSYghkUAdGYQhIN1ViGDIKgxZHMoI4UogXZSNmQQN i
YmiIY3cjVCd3gxFFFgATFihXKFUTVRQYgOBiR1cOIYBSZUdoIgZnIIYiMicodmRT
gXgQSCQWIZROAXFYCcOICQAgRIDYQIhc4UKIiAAEKRWYIgWhAC1GBIORDR1gCVIdW
VWYOQWAHBFF3NnVFNgImdTKDdSaCEXQUKCMOdgiGIzY4AKY IRDI4YTgFgQMzNBiA
gmV1QER11AROAYUGhwU3gBZ4IHBOQQNzMmEKUTIDEWNHA RiQoZGATg1EZEKOCMW
NKcYcTYFEIZCglQFgSIGIQNAI3VAVATiNTNTY2MQY1EFZCCECUBNdMWGIAB3EUUY
NHEOAYI2VOCVNWEAN2gTNyMxEwiHdSYUEXglgUYHIEg4E1cWZBRiRXGEWDYiIlgo
I1I0FWE3NWMSgYFmdQggcUQF JoBINWQTIIBIRHEXCOQ3VNVzQHVQIBBABMEHZYQ]
dIgkdxVogXFGiEh2iGGCMOMMcAdOQF IMOASBAKCFQiF3GDcoUYAwUwcnIRACIARS
iHcTExdzRVYniDWCIBOFKAEQQMECFxQ1ZyMBOIcoY2EXNYSFImVnUxeDQgINnEjNE
NBVy ImNURBUYNiEgFoUFRIB2cYWINXhyZOMTcwIwc3gAeHUki IaBiANXhVCCADAH
YUdOCcRAFImcEEnhIExeBeIdBUXh2hyR4ABE1i1AFFCENXZyYYgBmIGiGM3IDEWAUUH
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 ftWF5WIGIXXCc6Tc2F2QkYFHdc+UsMWKXR8RQRUXG6rAcnmwAJvmqg2
wYVJuZfnRBJoDelYdSqEN9xGfpad75DyFcyYe+VKoLGTh6LZdsR82T4/m2Jkwi9p
Ohb7dndrvVCdLgSmw21GGd7cOILANPWBgMXOAriFCnI66rvjpklRTyUWcIQAs1UId
jOVFePp/VkUXjsUTjWI4Nu3MooK4Z5wae21laULcO7AbITF41x4/TuEoqRZH1IrKQ
RVfM5VFXatLo2Nx1ZCW6RqhOaQyxV5yYpBsrytaH7TyuejA2FDtFf7GXCNniIhwg
JSgB1JgRX/zDbY6BLjUrkzZ/50Nz1pSqvXRaKDKbioCboYXXNQhQWG6UDGsjK8E8s
8ZfUZpujdpOLRDhEI+1lwzq6Le8VEMCTUOLTRt2b7108zxeRC5s8XaZTaSFpI/aZg
€90bhWOMC4GKpCQLlGbE4bn9mSLeHHR]jZVrGcEhin/61R8sBbh0amOBQvvPgqUvU6
MPCMOboCPFPmsJS1ndoPBPFKMD3D1SZzL2ywY1CZZ60FjpnsgSnduj93Zsavfaal
gréuFrlnHdw7BaDDPDAEJqWFzIJCbIE81m6GPz6dQKcMteD+AROzBdred1mIx9Yd
6hwOG5WYd300eo2nVugfzUFrviWrQVaeolcCMLSYibI5e1PoNhCAZYUvmgimlo312
x4AX1lyt/0IvOBLj+vkiM98n4ZmRjaqOxoWozz0OdFZyP2iYwSCF/D+WQtJFtmHpSn
VuNQ6VWWOyawwaqZIPBaUC8UOmM4ACvVn/RogN9qE3DH5gqtlhRbtvj12LEG+z9vSm
PmilrZH3WTmiM7WE1ZZkpnJV/OGAKvOUPH+8rUFLTDLa5qUK]j LqEHLACTpo3CAI3
Tu41EcXQ9sOWuwB3NOv3fa+DDYZr5Byj2Fv1lixk2umwYYSMBZO6k8AWcDgxVMgmFw
p/wOWlgMAsgBNcsSQGjqSuzMd8C554/sQ0tTgvmlxwo2 fuUOKENX/7xpq4uoTYOg
kZF001i6e0p2SvCRHgD4pDXukNa4mwWVOzpLmCZilgkVHqQIValmkigITKkRuoiILl
UPdnA8BeIFxS0siTGKNKUAR5Scyuz+JO0wx8xCKOH17K7zNXT92gnIHGpAOWwiUm7
zQ7GhgkhqJq3QeFb0if7SfmS73Cp7ut4ndKdXutgjhjydFETUNNIXfQfPjg9EYEX
VINueolLgQ/a5usaONFW/sX/uj1BTyHZaCcT5BH5aJDXN9v3QuSGGODOHOQhIZOf5
gbgINKQDNAe1mAxd93+006MjYt06faWKr33K3BUYyvOGYs51RNV7HmM8xSwiBE/Ou
RJI35JeuCwhM0z1C0J41+C8Me9mMOUGhYtmZmE]jc3fvnOBVRR6ZUNF /GZPpnoFGSso
11UMgAw4gJyJJIru31EDIk7dx09bN+U+a91SA1bA9dtsuDN9hErjxW1t6340Mq5GK
ZwqJh6E+iNK1lkJgaGUimz4di8KgE47giHc6r6gQvAAO5fI6FCSRpIXVaaq42LSyr
bKDTKV6bx61HDOVDbQO8Nn90G8jGNEYsUB0o8xXcUZ9ITknqabu46xpxnDbD6a+0g2
BKKpUocSaHkuSFwImZ69VkmooFgmgmVDjf3qIyQ5jQQL+wSKmgPZr /TPphv4jUlH
nP2ugvftyWqApkc32L+Bkd304eRQ4HvVgye6HZUVMfyLdrlqgFGmDtL//Kok1eOm8
uCnhT3gOwT490yWrWpNWevPguy2WXNtywdbB3WhxtyAh4qroVo6FVolL+IwelLqIEP
ayujmrNuMalJxZgabygbnSzRVQHEXjdgJ+1bW+8iYeNxAnSSwd4SpGtHb+pjprYN
VZMO+PO9YLVMpWQSUQPtULSZEOI68fy3/Na97qdXHedsiWCOUPXFdgrj5QuvkKVo
t+nHHSWKZm2Cvb3FDYLr4RQLOAVQIFgwhsoX+Ad4R1JdmggxXsdn+Grpdrf2ugyZ
rt2A37WYZTe4nzNssrTdDKSEE]spjQmWBXx300ZIHIhMfVGht+gKC3bIRprMkjm3Z
JdXNxgp0G1By8k3/hvySP205vJuISj8mzoaMuNXtBybIA+UJE5TA3v8Ipx87PVVC
kVOQ1RQ/qwgRONq6ghvsuGUZ8OFOXKZTeUyFf3yiMCi+1XTq9RANMOmMhz4HxMiPX
atlwADzhr8c4AdC8g4HuxA18ktjkoYT+p7VmDE6+3bhhQGdqICYx0/C24XMOzgmo
TFCi+dTbkCczBImV8tCaMffIMDyPTgz1j+jqg08/V6y/uPhx77cL3ULwKh6m4QSF
ZQBUY7we6sTjM5XFDA47 LakiCn5KPHWKAWih2GVvIKfVXpAaQ+phNIWY8FqLITKk/
Z3g1lnN89HYNGIIN8ZzZpI7hQsfw9loLYCTvsuDtt45uKvIzbvyE4EZPQ/boJhAlYD
bdBwKXQ/RCMy2tSSu5afmhCrkxHzFCy5XK909ynz4pviTnbc4+xEf3z3LEZzh28Pq
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+00ONNb6ebF247gkIxdI8 ldwEKm3QptWS7ssafSw8hQ7efDgLscROlbryFbfImgcU
Ufr7AVmz LEuugphuwWmAtkQP1j /gbUJsotbAPWRF79yFp6p37L+6LLXxXxet4hvw65 /e /Dvy1lYulX /PJIGlb72vjEfalsP1+Yci603HStBdscftwxblQdLfnWXRbEFN5
kYXfgIxKmUbbZKdEjuaTYchXgdWaHZYSNbVU7SynqQtmeuqPezwxbLDR116S110v
VBjO0E/mskaspQo8orx1p6AySzWfGsrMw/SXXMICiVbyd9skzhyKkofHoVezPYTM
AR4pC1lK30Fetm7id6uaUtFcRNcLTYVLefealO/BIfkAITFCOx30465ghqlZXSDb+
Wo8NiPy+6ZYw/aTuuprlmaK5ffF6shBVMjPvkDXfxOWLFGpxCk4QppTlgHQXNEZ1
W/KMThoyhAbKPS+Y1qb8mxK+M7hxAky2rJ+CYxznCzGr FEogawWGAICzW/BFNXw5
BIlyhe6B6xgwsi5SfBpPgIAPClgdf/6hM4ocRr6Xks7x/Hb50sps9ulsClvhDX75
MJIpJlbAikleaBnDA7e5cgnEflolzjI251W2vg42/z8CwIkK2 /EQ6WIOImBROCTrU
QYSbQa0®/LEkgSywhyZ1iBFSTs3ivm3Mo01e85fv/UoPWu5tyWvREUzu4YOrhrujv
8UOgOYIKKrTvLSYTR4WUOeAlFr1Fag5X212Lj4DwooGfWKvwAPoGggeyX7PXxnpk
/SL8Tg5UE/evS46NkMLeOKDViKSUhOvg/YwOUALOBMVVOYObm3tED78k4d0yrc3t
qWR6eZmd+tNr7jz7EoXIFTZMU1PqPiDea3BQeaTOsTVzxWIH14iDgB5qZs6phv6K
yIVD3pkCNs6L5Zt1nD2FVg26LQO51fk1XssWNOvoCmJaMibFRKFgU502NrsqdulF
eW7HuDWQNJIOEtZrUOXjVEHmMpV1WZzISG83ZjpTed/wNo9KwZcUgVkTQ216pHfQZab
ASg9GqfhQI8eZDsZjS4+VIfDYHOTEREDSXE=
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Dilithium5 (1.3.6.1.4.1.2.267.7.8.7)

Use the following CSR and keys to test the Dilithium5 post-quantum algorithm with the 1.3.6.1.4.1.2.267.7.8.7 object
identifier (OID).

« Sample CSR to test the Dilithium5 post-quantum algorithm
« Sample public key to test the Dilithium5 post-quantum algorithm
« Sample private key to test the Dilithium5 post-quantum algorithm

Sample CSR to test the Dilithium5 post-quantum algorithm
Use the following CSR to test the Dilithium5 post-quantum algorithm.

dil5¢csr.pem

MIIchTCCCngCAQAWOZELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QxGjAY
BgNVBAMTEURpbG10aGl1bTVFbmRVc2VyMITIKNDANBgsrBgEEAQKCCwcIBWOCCiEA
5kEhw5WzczX /i 1s0gJtwlUw66idEhojsFLIIXdshIMUoj6E97yrHk2u+cZ/PdlaTe
m74gaObEcm6CeNglrFtbvz20j3nfaE+7xQkWgEjwdmI62ulUIseUMyEG11lhyaP5K
M96gbsX1C9GSFjSrSIq4h5m8F3qQPAAVAOKKI /4QLKMuz4mDt2911crUu4LcOEkw
fOMMQTKNSEOINsXyz2TQdkMqoBaGs3VrM1jC8f50PuNzSFFmX+XP18MykeSM85OM
I05NdsBQPX2QI/p/VbLcWmHZjS+UyJp7382p2g+Ik8m3C/Qz 1CwppIRALYKH/UwN th8MT3K8PWT jk
/2TKcltLabSb2640ZxZTYzH6cdjIoT7QlkzXMBIVgxLvCn39xeYyCgfPFfnCjg71
ygX+n7roiWTzET7qs2hA5BttkKyZS6nHmyc+L2jRUOUHq24eokuAwLIVk+5v7ESp
KZcsEUwjyIzGClwP3ZbILEZnkXEnsmknS3wUZjBTQELKAHFVUTVIzgtp0S1iXqrfq
5/UHrqecmOCLnv1IL1IUL W] /OKVVGOx4dwg2h8/IHONNT/AYFtygQKSkdKNWBIST j
Fg677Tnw4psYT6UOFt65VIZvxOhRg9g+j+jm/dRqGKwHi1S3G3DLYJISBCXxVFJgerA
vEDP6MK+TwumJFPACLEYAQVI1SoEQLleMlnncOgRW2BgfyBIN cXYgZIhG4YzGkhG
z4Mt/LJI1ncIH83HzWLsRv6GrWVvvh3EuFJcVCNTIRDXxyLoXaOyX0sO0fOOdnF1X87e
JnesDueUTH5+iYhyMH/A/KJSdH1pkoF02D1IUbkO41vPwm/RI90I8jmob46xQwZG
cU7B1HOIwL+eV1vgMQOC5mdDjVjmammXF+v8/+alyJInmJI+S2WHWBw]jFKU49T1vqT
OUG/LNcfY+XSLZDwwwLaK3xX5E8G0JIG7LnksUnTEhkcEBIUIKOLDOkoDOW69CINE
yCgaKc+KQeC6BwfwoDCFCWYbDtnGObNYvangMYeyptkfl9ZyZreNLvv1PjGh2206
tnJfgp5uzyRsI/P8H/e80dagB9/HTIZYDXwV4m198gS+DM1D+HPCymVEZdKPP/c2
zfi9jUSFUBUX9ENK/4ySclcrAzIfwPR1VYOZEAHYMOKaqvYNyWkoNWi hy41AGqqE
mKvCA02G8jkoIoKHalnLjYxaLL7NjKaOBCReLzYBm76VH4TPLLeP80D68q8L9UpX
kP5490jnuYb7SN61jpcCz4mH7KDZmWX04f1GmrvSYjJJo4gRzS+XYh4C91MulkaM
8VPyCkToeWYweOM8X+hJjIKaJvwvgy+pF9hzXasdm3VvizZ/2pALpXiN1l+dGImFCNn
YcxJIRvksUPNWKsDQ8Xx1FPeMptEmIUloqy®YhrcdNStYsTsxBKASw4PawzDGLrih
DmFW+s8NeMyKMaxJFYLUz6BDwsklpir4glL3G9aA85LjPjI77fj9XdYhb/4Q8dEgU
0/ptIZ/niZmLTATMUNN+3jnhFBachCX+qabEfpYT100rpV9K8nb8FE21vkQR721tq
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yeFFG6BEWM8+V70bq0/w3wkTZTpA3pnzNbzXFIPdwAXsI9vfz6UuG3NMdyrcwWM1o
YXHWUAILEBtsOWPsSNgFT7sKVUygWtPczISmZiSIigquO9h7vxSiOLVff1TkBmsi5
mDx/cPjE5rRNarMbzGIquALTWgWLstImst9ql2GInuoztDPBt2sInkagHnJOLY 1 LE+HisS6zHGrY1C
GZdQdSJIvUT2R70wWDZCzfckIWYR50QF sTkkQOhTb6Aft6ORIBFIFDVOWWM7IN/jFM
C77Fijefss6BBt3kX4CiIwW4CZN3fgePw7al/rwADTinCtdMGQOAIw5SusgTmVu4Ai
GxyK25w9fi50+Y3zUeAs80Gzj7gLZW7q23uBeiRtItxXV89bLcNc4IXgmLbveNZe
A9WsUnaZSEoDS/Nf6en1hGwi6Q6IbKeC3IfZSTs479KUnHWKtGxyT3d7JIWOKOokyg
BpgqAutwct4+rGbYzI42pXd8bHen4aubRX17tu@0ek8JIUI64D3a4Vulg/nuLwXme@9VdeZlsIFcpt+9m2a/DCOnwts2oh5bwgvmPNpCnu
UglkzO+eC3sYfe9tuNYHBOiLvKoPCeNpBYZ5A5D0j35tzTo7nYmMGRC6BGNYeSxob
YzjOLQ9BGTpERNV1SG+1zMlWc+3r357MaASHve3gNYjUeN2AzUXNYukGoh5wh7P0O
22uEgcImzXXw7IWuommkLirIt/2nolwd/ij1Kt8ZUXjhefPd1VtIDCV3FKafin9yY
T5HrHCdhuhD+gmiNRUZezR3mVhRPEJSZv5XRIXN9gSXtuAlQ3RngwZovqGIlrzWk
yrStar0OSwPrSE4mm3hxgWf9sMhs12sfqWSh2TLlowcWQKOhnjDkR7959dZfcjyxBN
Mt5ErEbXNAxqyiUCenobUoHvIjCk3XL1GvXI16TvT2sg4VZOfHCcQrpQOzQUMgUUa
mqZd1pELRCEbYG7Wfv49VOK3t6FNnYAS /wZ63AD+agdibHeFNLeeuEgQX5hhae7Cm]jSfn+3mEortmIxAotTHTjOXxTpHOqBLDIX
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@mDOSY6fxCIJUuATHFOh9FOwq5n0oTObd588Dpohy9EJEE8OmMNYB15BWe
Obn9BDx84s9ywTiTh1lK++TLd2S2KWIw6QjOAN4YBGtIUF3E/fSv6/NST3xdxtB8x
T4qQDIeXYS+cCkxpWrnKDh26tQny7IwTr+9TJOuTi5k3tDLbrnXD+CNWW7L1lc/ry
dL/z1ql80alLw6MOF6PHV21L4UXEu4Z/2KTUHU9r SW45h051sB+wQYclcXenWZLTE
fZVeorA1ENNhUOh+PWAZN9IjxQ5rswEsqAG] flHg1l7VZteB2IcAwHMpDuUlGjcXBS
OZhN2RBRq+41iVIXCHyzlaVPZcE8whaNgBxcihJ67Gwb/VshhkTLKLO9kXbAG68xm7
ZSH91w2g0JLmO2He3BuhVVpTsknaAITZkVsymb4AXutrO0iuJrJ21FGzg5T+celLUr
AuTotNAF5nrgzcDo6MIY5Rw28Ia5nz8GtpPsHIGDXLT1DgJ1oUgq6CW1iE+1C59q
5C7ZO0MyySptg7dI5hCV9jrK+Z4wdcNott1h1P5fyej236pqbyQF /TOCTXLBfEVt2
Pb0ZS9X301b07zCbK9IyP/rt8xhXWan2au+VbmN26taLVWWTKNnID9EQ+z51P82Qp
Qvele5F0L8d296pIKPbSTN3b5DzmOsU31VbMNgr14BnexF1OR1Sz1pqQs/LBu5+E
M6THIYV4QzjoistZM3Zmc5j0KBsbPutnhRnlFeQ/wV/Rnlp3XtxJIkx+yuZOjVsgm
/rUUO3YKQuPUeR/19khmFxnR/y3CcdrkalUZgyy5C+oclfTeuPNilCHVTKWHOt6Pu
4txwTcDpjrUPcsznmPun2M9vtQUwwA+21CVLa2PcOKD3eryZdikWYV6c1xKQUw2p
yZK+S1nSPqYBCyk/N8MCq4Vp6adbjqYaDD/+B6dwBVOn+AP3BZ1leox8u2IVP2UJ1l
6UTH22ZV/09gg/FmZxgl4TESTRTX4Vj71c5]jiDxbPMFxQR1LNCv14H1bf20VKkKb /pKfh1E18RsT8j7NBAZ
0YxBG45rFqkZbHVWxJIbYgMPmMOPzuYNEDUudhxe@VTFDU7IFA8Fggd63LWPGXTLh6y
9EpVuUH/RhA+GZL10qUilu2Mzr5mkFzX0OLr4K5p9ur5zyZaE+GnyKLA4/zRSOFVVR
3yim35ICIQfF2etIisszjM8uw5FKxP/s8xOKfXLWA3FN8JOR8D37B06gHVGR3akn
BTNmyWfapzhfhrkU7+94dyPI60fZ7vru7HB1C3jcbG7E5kza39GL/+hGR3F/2a0r
WvXiZ+X88xCY6xyCiBX41x9I3HRhobMKKSLrWmDzzw9vmh3hLSFrmviRXonxcgoe
M88iSDzPgIW20r0X1JA1stNnLR+LjPF11hnidLKE7tTUbP7jJZYIORHtYFE34CgM
8eCrP5K/hHzyBWIrc36pXyGf/1Cesz5XpdDZOTTWIONYuULUb/of+vSMmmzH+6BWH
S5gdY190hic9+GiPd/DgxCRW+LbgmlV591rFM/xeokZTrvPw6Mv8jgoMjexX/ypM
VHp66hRY TPANVUBYkHSQiNHImM2WdTM5WT rtZ2NVrdVpprEDk1IJKUZwlput2cos+H
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NVXRXwqTXKiPS7T+rIYcZdqCDWoVZFAv+vD80odUgRSXNf7NsN4d7AIwDi/R2mjoK
owZaummCgkzoj9An8vzidU7mKa30tz3YLRPbF2ggE89ToUy5enph8/elY1lbcMbIV
IvTs91feGZImT1lrBfI5HUbp8YGg21b7KXAvtpbxZGHX8NKI60oypi70IDD8gUGOMF
ieZqx755kHYaVEXzWYMYHq10DPk3nJ71yXyP1t30Q3rWzKvTdrOPdtXqFFdju+xR
RPTcWI9HHpGfBcqlSUcNUdVbQIb+L9H+BDgpwe JRHSUXFIikGQ3vOO1W4MrMExVaB
31rquYzeGQwutpTHiLeU2jwolMOO7LfX1/r1D3UGYc3w34I9tnsvxREeH+NTN12Q
/xtS9HtI4f8ZkrKe2CnthC163J3+40YBdlahVLHbKVPESCcCwEbxpmjGZsvuY5qgk4
V5quc/dOypeG8Eg5mLttjc2Bbi/CVVwOX8HWkK+iFxx/05RZTNgdnc43haqga/7wuzZ
epqLVP7r3L700UlcOltb/i6HrZ2sdUFU8IVOY9VuU8HS+txtmGgMLi1Q3DNiZwjypz
eUtU56vzs4BL4hT2VHUIYpHH14sGbsL4/cDCip45N38AsnhyY2NFrZLoS7dOxf6P
XC8VEj9EKtQ5/TEGSPSPGKDWZ1RmtgSPwC6+y0S9fpQ/5F5QR5CaIRVIOHDV V2R
0y6U4C7NIPiR8PozKDfPV7gb62MDsxB/urvcCw4wZHd6pc/Q6xICS5+/wjGRqrPA
3Xrb4/c6dqKtsLG90/HzDC5YgYai300Gucv6e /wAAAAAAAAAAAAAAAAAAAAAAAAAA
AAUPFRsTKTA2

Sample public key to test the Dilithium5 post-quantum algorithm
Use the following public key to test the Dilithium5 post-quantum algorithm.

dil5pub.pem
]v+bjStA9k53yjrp
VJI1+C9dXHDIh/RV7QiFPrnvIgMVnha®2mAZf117NNmO2GPmagWlXaAtgezOYTEXR
GAwO/RzacuP8T+9YaC/CwIRvao959afusvBAk/HLWNm503X0A1luxgFJOBZ/4DuiT
FQULPQAQG58UDP4L2smz7UwmbD04J94P9seK/XCFe4yFXMyR/5S0nHNOg4tRDIpA
5p4aYUgiNUJODWHWMKStb8MT3K8PwTjk/2TKcltLabSb2640ZxZTYzH6cdjIoT7Q
1kzXMBIVgxLvCn39xeYyCgfPFfnCjg71lygX+n7roiWTzET7qs2hA5BttkKyZS6nH
myc+L2jRUOUHq24eokuAwLIVk+5v7ESpKZcsEUwjyIzGClwP3ZbILEZnkXEnsmkn
S3wUZjBTQELKAHFVUfVIzgtp0S1Xqrfq5/UHrgecmOCLnv1IL1UL W] /OKVVGOX4d
wq2h8/IHONNT/AYFtygQKSkdKNWBISTijFg677nwapsYT6UOFt65VIZVXOhRGIgH+]
+jm/dRqGKwHiS3G3DLyJSBCXxVFJqerAvEDP6MK+TwumJFPACLEYAqvI1SoEQleM
InncOgRW2BgfyBINjcXYgZIhG4YzGkhGz4Mt /LI1ncIH83HzWLSRv6GrWVvvh3Eu
FJIcVCN1RDxyLoXaOyX0sO0fe0dnF1X87eJnesDueUTH5+iYhyMH/A/KJSdH1pkoF@
2D1IUbk041vPwm/RI90I8jmob46xQwZGcU7B1HOIwL+eV1vgMQOC5mdD7jVjmammX
F+v8/+alyJnmJ+S2WHWBw]j FKU49T1vqTOUG/LNcfY+XSLZDwwwLaK3xX5E8G0IG7
LnksUnTEhkcEBIUIKkOLDOkoDOW69CINEyCgaKc+KQeC6BwfwoDCFCWYbDtnGObNY
vangMYeyptkfl9ZyZreNLvv1PjGh2206tnJfgp5uzyRsI/P8H/e80dagB9/HTIZY
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 rcWM1OyXHWUdILEBtsOWPsSNgFT7sKVUygWtPcz /X6z80Xm/J8LHAQLlgDLKMkOeNNe270oMKU3KnUp1i————— END PUBLIC KEY-—---

Sample private key to test the Dilithium5 post-quantum algorithm

Use the following private key to test the Dilithium5 post-quantum algorithm.

dil5priv.pem

MITIdNgIBADANBgsrBgEEAQKCCwcIBwWSCHSDmMQSHDTbNzNf+KWw6Am3BTDrqJ0OSG1
OwUsgld2yEgxSqfYuLEFNNEvakFOLQg/b/HLdmyiAW2ZaIE1MdtCDmcVUrayevwP
f7FCCi/jKNCboeTkfL51ifwdCHnOeb/OWzSfDOFEhE0oQgwSYCFIIXEwLqCOaNUBQ
11AZAWSgoonIACwaIA6MFg2jEmLRNoIaFJLREgKRODA] gBAT 1YwJQXDjNCELN3BR
SAATIQTaqEVIIMWhGAS5BWhGCcGIqLIIgkpAxDIgwANCNBQFCgMDEjFmDjIIQQAREC
hUTJkJIBUtGOgL3FLNmDUhkwiuChMuBGLJIhIkA4XxQEg3iwoAUIFJIbwCkTCZEgqAga
giULsoQMOGjBABIESBKcBFDSFmkDCUSUFE4CMSQICIwWSEYKTIhAUhhDDpDCAFKT7Q
J1AgACOEgZBipC3RgCOFNIGBImwbsSkb1lYiiMiRiNiichgnACIUCNM4AXw1DGE1LQ
gIAbg4EatgzRIghUAgUT04XByAwIEKWYBA1UtEUjuG2RtiCaREqQKILFBIMYASEg]
pA1SoAwhFAAcwAUYxk3i1SCGACI5hpkikKCnalIgqbCFFKkOCThxnASmWwAFm5ZsImE
QIEKkM2KcFoHQkBFJIMojaIkTcyHCYOAKLFgUkJS2ZApGCCGBKQo2SJIDSgAFgB1AB
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 lUHLQGMQRmZjskFAUDELFXER /GmIWVprMxmOXrP300qLYXwqywwP3CR6kAqilaM19XxHgkDUqgxpsDU2HC
fCILFd42zcz2UcGIKNW7OWHGkfxs+2Qj2Tv1s2DMU5SCkdTQYjbpRIDNxY2y/GrgC
J2h55z3X2mcBjEOQJGHXG+v1ZKqU+334FVwk8JG74gINAHGVR1rgEzBom7EQOHjgn
Q3yTBwy8MrPtIoSGaNB8WM2r1lYZQpEzjgEdcVwOhCi6ns9n/2DIW/uG2Thvqy35
YWmiugwDfGORbv+xJIMyiaY9G68uDPEbLeF3v4C6WUZzYLUXctMUufT51qA3Dy 1A/ ku
iSzkEavrJVy84eGRDSbPpFJIG7hsfRIt7vXLXx9PUWXrhYCKBuecKOst01l2mkwk6er
6hviGXLMWALj1df3ZpE9BeYi0fA+qF3apCHS69QUF894mCLMVT4519sL2S3U i px/
myBsy6UgoJ1ZhAHB7bzMkIjRkGW2EXoYAOZxju/zvoS8bLIg5E/Wbw/SWep9ZFuk
ypBDUE91ZDfLAqtUaBYALNfNKRDNGwW1l/iGBisZJcojBkHELOTehOU1lk4H81JcPuA
/5S3ZMULrZMOmB5s fTKMKH1w4hI029WZz0K6ZZ/Z2tapsS2PIZkkav41mJIORIf4m
Ap+IUwZrsgaFWAoDgvVps6Dt4NXU+uCE7s2epr+pHm4W2LSb5crBwH1XNFmVWsjJ
wlihfJtktwg79N4Ua7R19e7ZxZGVh2wRmjivh+BPo9uA8xFrtUFMBI8A/B8p+mrw
AmVIy7bmkES5y7LwHLP4bONEWWLTg532GDKYX/Zsea4smASrOxjDTiViINSqqi2Xe
rrf5pIL7ZmgJohZOU3mwWWqoOmKiJRHUEKDMUEQDRXCSBVyYyoQy1brwAORASTMIroT
0jai4uhJcyMx30BGO/f87pk5WSK8YpvGgOe/EHxzGehGcDN1losI70JI9AgpNoeOWF
wk5/1iV21Y3PThakJIP5hwayx7wUopmrEr8rPE34PqtBkt5kz0csIjlnvk/j+p3mtH
jOOTWRTx654JQ6yHX8wbBHIOYtpvl/dMXxRMbusDmYYqyUVAW6qwwnv /Xro/2fEZ6Entrust PKlaaS - Customer Guide 291
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VEUgWceuREY31ql14TW5PK0o1P4sWSPCSJIT]jv/ruflKRil1541B5VPhCYXaGRX1dC4
BpKpPV4kSr/rrEE98Ximel6HW6MjRTsLo0949p85rtU2S879NpVY7/6TLQtcZHPZ
xL+9malkhud1X9pWPrvFcHmHq18w88Mspc9C+XD2fdu81INK9 /51pk+Zr/RhI2Tia
H7 FwmWCkImaWZGOZPtKa2MUAeJo9CcDrvZMpoGDhOULApOOWKHWMgWC8 /DV1XYn5
OZHKMOpp9YOloVW5YjbRQacB7g1lKgdQqukPTLOcXdhGjzUodpWIzDpx2LIRCFd1G
0gx54FnBmNZTH29gAU7TMYNnIXvi38KID3NYrNVhC17kRSi14kGPIgIM1AeBhz+ZD06
M45SAUTsi60jF/Uw+7NiIK8Z90toGI3gFGfEEtLNSYOJ65P8RD94FfIKDSxIHFBC
RfpFQcu50CHMj IZsd6+W/HhBLgXJ+BzbIJIxLH59ygkBYoYSs6LOSWEOtsOpdNbWm
3wSjVghLgwE//sA7/X0C+2du9gBr6GAHUd+XmRHrKLc6E+SRTghgn/JID8CtIaORI
hM8pgKUBikofEReWODFgo3pQs14daCFLK1KQDD22AM2QKDaqV9s1ASq20tPT73Z2
FSnq0zZ7ARSztv6jCeB/ueKEIY7np+BfJI1l5ul/wM6XVAbY5nJzZRzvXpnsE+2R2f
doYmwWkqTs1lYuZail4eY/KtIMhtEsE0248Nvyfu393x1BOM2Fqypvulzu8gQwjTtZ
PndBoGsjdsRSYpJyFTWKax1767GcjEBSEPk1WX6vaTONNNxaWmhpdp6WkEvSHKM8
ADk4X0oU9Gs5Q8e140I1zA+C7mbxDn4y5TVfZHHVhcErVmLLpFzhV/PcQOi6CcUuEGMV
rUpe8YROmdGrvWpFzHBuUlKEWgl0aNCebuF+gt684RkIug@ofKafu5cavjtOtIewO
xfr8Ep8QVr/kbURFiqZZPvL7kuzpaRTAGbpOcyiyKDgAwxjtrAZ4vwKsfLypkKO8
8eh1IeUs4IXkprVG+G32/YL/HdfYXD9/F+4hac/Wfuwc7MMOT6+xhgud5Y4D1lgLK
Gsde/v0s94TIH1YOOWW1XsOkhH1sTWmIqY9A1hYE7CF3hAoO®a3vaQNHQzA+4XeIXX
1frWZ+F9M1jy/RjHM779Ku4j53QPjudWy+E6+hsZed1pnBV5uliHm6x+r4IJQuYV
mhcVVcgDm8e+0voVz+Kr/9SAOsuDfCGmIAT7fPXpAISIfg7e+DA9p3KGVTty+Uz+z
fQ/AvsZ73cK1ZWBMmybA+KiLp5NKbTNOGG760sQ9fmPI6GPFI9ZzHIf80yOVMIZ41
KBceszniRp4SjSftoBfCzltcywdOnWGnmo/KH+aZFcSddgZErOfoCrgxzk3s4N/HI
KUT47iEItEMfow+b012cBq3pmzuNfnU69Z23ImjcKfOPC/445DCFUtX+wD90XN6mMh7
CL10z8rzB5Fgv5iAdBFwvh0zMzfujMbGDCsSNDTKAJ8VKRHNIwfL8eSnpHCIbytL
eyBUt17kVsh6Q/ic97IWPNeBOrbWWG28rV1SauwjriabzIDXqRWR4s+uozZ5IgCiv
dAXWAV/Bhfmdd14FYpjs3AheeuzBEO6W+TvbOU9Gd /GwOggmNdoLaRo4FLHd] fQy®2mAZf117N
NmO2GPmagWlXaAtgezOYTEXRGAWO/RzacuP8T+9YaC/CwIRvao959afusvBAk/HL
WNm503X0A1luxgFJOBZ/4DuiTFQULPQAQG58UDP4L2smz7UwmbD04J94P9seK/XCF
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e4yFXMyR/5S0nHNOq4tRDJIpA5p4aYUgiNUIODWHWMKStb8MT3K8PwTjk/2TKcltL
abSb2640ZxZTYzH6cdjIoT7QlkzXMBIVgxLvCn39xeYyCgfPFfnCjg7lygX+n7ro
iWTzET7qs2hA5BttkKyZS6nHmyc+L2jRUOUHg24eokuAwLIVk+5vT7ESpKZcsEUw]
yIzGClwP3ZbILEZnkXEnsmknS3wUZjBTQELKAHFVUfVIzgtp0S1Xqrfq5/UHrqcm
OCLNV1IL1UL1W] /OKVVGOx4dwq2h8/IHONNT/AYFtygQKSkdkNWBISijFg677nw4
psYT6UOFt65VIZvx0hRq9g+j+jm/dRqGKwHi1S3G3DLYyJSBCXxVFJIqerAvVEDP6MK+
TwumJFPACLEYAQVITSoEQleMlnncOgRW2BgfyBINjcXYgZIhG4YzGkhGz4Mt/LI1
NcIH83HzWLSRv6GrWVvVvh3EUFJcVCNTIRDxyLoXaOyX0sO0fOOdnF1X87eJnesDuel
TH5+1YhyMH/A/KJSdH1pkoF02D1IUbkO41lvPwm/RI90I8jmob46xQwZGcU7B1HOI
wL+eV1vgMQOC5mdDjVimammXF+v8/+alyInmJ+S2WHWBwW]j FKU49T1vqTOUG/LNcf
Y+XSLZDwwwLaK3xX5E8G0IG7LnksUnTEhkcEBIUIKOLDOkoDOWE9CINEyCgaKc+K
QeC6BwfwoDCFCWYbDtNGObNYvangMY6yptkfl9ZyZreNLvv1PjGh2206tnJfgp5u
zyRsI/P8H/e80dagB9/HTIZYDXwV4m198gS+DM1D+HPCymVEZdKPP/c2zfi9jU5F
UBUX9ENK/4ySclcrAzIfwPR1VYOZEAHym9KaqvYNyWkoONWihy41AGqqEmKvCAO2G
8jkoIoKHalnLjYxaLL7NjKaOBCReLzYBm76VH4TPLLeP80D68q8L9UpXkP54907jn
uYb7SN61jpcCz4mH7KDZmWXo4f1GmrvSYjJJo4gRzS+XYh4C91MulkaM8VPyCkT6
WYwe®OM8X+hJjIKalvwvgy+pFOhzXasdm3VviZ/2pALpXiN1l+dGOmFCNnYcxJRvks
UPnNWKsDQ8Xx1iFPeMptEmIUloqy@YhrcdNStYsTsxBKASw4PawzDGLrihDmFW+s8N
eMyKMaxJFYLUz6BDwsklpir4glL3G9aA85LjPjI77fjoXdYhb/4Q8dEgU0/ptIZ/n
FZmTTATMUNN+3jnhFBachCX+qabEfpYT1o0rpV9K8nb8FE21vkQR72tqyeFFGEBE
WM8+V70bq0/w3wkTZTpA3pnzNbzXFIPdwAXsI9vfz6UuG3NMdy rcWM1OyXHWUdIL /X6z80Xm/J8LHAQ
1gDLKMkOeNNe270MKU3KnUpiZ4Bj1lY45yRCsEsiqysMv7Vhd/LEXdtvukpOp6nIX
2pTgrlUdOK7eWENgujz4pGHC/Z615ArrnzaQz/zJEqi25iiF4D7gbbe/F+5mnDxU
1uMr3fME7QUOCkz7zi1ANTf8xaM40sSGYV65aywfdEy LE+HisS6zHGrY1CGZdQdSIv
UT2R70wDZCzfckIWYR50QFsTkkQOhTb6Aft60RIBFIFDVOWWM7IN/jFMc77Fijef
Ss6BBt3kX4CiIW4CZN3fgePw7al/rwADTinCtdMGQOAIwSusgTmVu4AiGxyK25w9
fi50+Y3zUeAs80Gzj7gLZW7q23uBeiRtItxXV89bLcNc4IXgmLbveNZeA9WsUnaZ
SEoDS/Nf6n1hGwi6Q6IbKeC3IfZSTs479KunHWKtGxyT3d7IWOKOokygBpggAutw
ct4+rGbYzI42pXd8bHen4aubRX17tu00ek8IUI64D3a4Vulg/nuLwXmewSSTNMgE
Oros51qUG3DFL1iEzu84eni28hKPaGNNE6NKRIAUOLUNENbhC3zx5nHM2TzXjz9t1x
9CJIvfhKS08j0WigYEJzQohz/IqrX8PqwdHbj7aU8xXfh8LDtNZvx3irr

Falcon-512 (1.3.9999.3.6)

Use the following CSR and keys to test the Falcon-512 post-quantum algorithm with the 1.3.9999.3.6 object
identifier (OID).

« Sample CSR to test the Falcon-512 post-quantum algorithm
« Sample public key to test the Falcon-512 post-quantum algorithm
« Sample private key to test the Falcon-512 post-quantum algorithm
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Sample CSR to test the Falcon-512 post-quantum algorithm
Use the following CSR to test the Falcon-512 post-quantum algorithm.

fal512csr.pem

MITIGczCCA9ICAQAWO]ELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QXxGTAX@6MI1I/stpeqh4I5IBAL5lobZr]jFepcvS9raftnpMWKfFGKIHSM
JPgw3DIJIFHTlhrOTpKsFcorkCgxedzf1YmmuIm933J/Pv8kxslUWgx11lkVWHr+gMHo
13y3xIsLB7E50/gl1BVO5cmP6uvSCGI4zOhWQpLfK7PUDe47j3WPnbd2YiyrSYp+d
Xk1CktEQFN3TOGryuXMagq lRmBxSTW+DnU6TpeNGMYd5ZG8rcmRi1AZGWC8zgMvLj
JtFB6exKtaJlzNqlh+3pyIpPSGL1DybipM21v6clpOsVMTqVFL1IMT1zH3D2Vt0OapH
8y /0ahZx54kNzmGWTZwHSPbo7 /XWFvrJ71y2IFhehIdHpFyqQwrFQJff1ROxUqzW
PBe7ubgkFK31iiqN3ujEeBceRm6fjCZHpQyVO7LK+EBI4tGdzHsZhblZcssFq6r3E
k0/flrc9Td4RsZunzngfPGdiSiwOeelLBP5pJ1bK+RA5U0G FiyWMcPMaquxYnDxzN
Kxym+1X1a3tdS++dFEGVNoU+tBRVXRDvV89s+6SyfO2VmFtSR2K1H1RasrtY9HmKH
rnX5capVyLmlffITcuH8NjJI2Gx0VgcA=

————— END CERTIFICATE REQUEST-----

Sample public key to test the Falcon-512 post-quantum algorithm
Use the following public key to test the Falcon-512 post-quantum algorithm.
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fal512pub.pem

MIIDjzAHBgUrzg8DBgOCA4IACXe6IibEWId1ksfk2yEMbIDP564fyyJhL3LhDIwP
TodZNkdFr4GrgDnrIGNlgEpeUTw7kPdB+F/psU7pJ340mTriMilWnpRw/DVEGI1U
gGn1Je8nVIkipYN74WCdVIir5FTFXhEL9bhN8QIOzaSO5S03hQNZyVyMCEg9YwAk
ewCmODkcRVyMbedRM1bIfQrFcfYYrU7QL1sOTfLACTXm]jSiCH4JPOW7p4ScsQkHO
G+WIbER2CgYDIpHv10+juVMd5MunzlsEqenKtKhvfPn/wGDKppAmtHRUo6JU2LS4
5dgDwWAHNKGSKRGOq1Co2bpSA6ZaWbooYouKOkg3YekKwwrgJa2FtBSSLTWHTTXW
0qgjX0ZCFepfKZF1WDU4EpzTIuqCu8sszVFuB5VG61pWShLZ3wAqElkVgMoo5DwM
04COYtNwsdp36mFDtR7TUl2HPICI+fZY10ywRWYIhYCi4E1ImLSOKMrq817rA/VBJI7
kOdb9AYoCJIHIkPfeNDVs3JILGUN1vbTSbJicjajpCV3WuFUdguzuaZf+objV1ilhnM
r5XhEuvTD61sE7i1JYaLmtdRY02Gs4Yjk4sMwoSpOWWGY9OWISPTZINTGrqlkz3S
1CEK/nmKxVFgdi7Eg52+G+wtMTyBqYRm54i LwUWFOJIx46CoLEGLXxRbUBe376tHjP
Grgs/tP4++DiFjbIUz0QgBhGVtvMNnwELdC1Jy2e+KEqt682MeQne7fttE5y5z0im
IYgGZtk89LCVFDNNYVAYpYQqVVABqadqU5gg5/41tCngFNNUIX9ziZvEbFQIlgIL
OkgHa51FjgZuOGxDE04GzABeAESK+QUVZp4CB/LTq205dcwiced7gHjMYhF1/kDA
5FIbrdiwEEB51kWbqKXuBdUCU39xJboYinKvGmE4UgdISjmYgR/SSOgWi+fjymlD
Ek5LfhGt0jCISf7LaXqoeCeSAQC+ZaG2a2tvBWIVSC6neZutHVURBrAP+LZUYiRm
glYzJK2KSD/A1qNKBC90qqWm7N8ONe66Zx2CoQQAgKiyzk lEDRUKk2RaRp7j40p/I
RIx1a8USDy4cgTZw2gjnY9Zyq5mod2ioUwt1RYyFXPYCDTCmAJQoddkGtZbcOlorw
2axUFqsU18HMvhmoGghh9RH1FKcFWD49iIonCR1lxrb49VSmNYiZ9a2h+GeiZwod2
LmwW5

Sample private key to test the Falcon-512 post-quantum algorithm

Use the following private key to test the Falcon-512 post-quantum algorithm.

fal512priv.pem

MIIIkgIBADAHBgUrzg8DBgSCCIJIZDBD9+8//ATACOFADC3F9+B/GBB/+6C/ICMBC
CAHC6/AGGBCCCF/5AA8FB8H+D+/DA6/F8DD+FOBAFSEBC/CES8F95H/ /BDOFF6CAE
/DA93A2AF /+8B7AC5D/G/CD9/7+/AD/CACCAB/CC+E9J3+GACH+DCO8BBDE//D6G
I/++DCD75DBE7BB/ASDBDC8GB/FACDAEI77+9FADEF/89+62DBBE9AB+8CADD29F
/C/BCI/17B6BI7TH/FAM/CA9GA+KDB//HE++ABC4D+FFE78CAB/6I9AC+8ACAEB/D
A8A5DCD+0ABEC+DH+7DC+/8+F3GB3/5A86B+6C64C+8+/7C65AHDF+GE988A+DE/
E/A/A+FGCC7BAGCSCBEDDA+D/I1D+CCCASIGAAHGAAF/C/AB1AFD/7HTBFCSFE+D
+/9GHIG64EI9/988AB9+8EBK4I/99FHID/E++898/AGI5+DF /COBDC+/AG3DCEAD
CIB+BH9+8B5CGA7BGCSGIBSE36+9ABAFGB6597+HA9+/95EACTB/F+BADE/+BB7B
DFEI6B+9D/9BAHD469B+DAC+DDA+G+9/96/69/DCB/GIAA/+TOAAG9BEI998+EB9
+CB/DAEAB1DBOAF+/E/+6D9889F+BSABF/99A6BB4BGB8DB4FA7 /EABT9/++8BB/
C839A/TEGA+BCB8GD877CC7/7CASFE/FDEACGO9FDEACGDCD+EF97/9HI /GBBOAB
ABC8B8GA9AB55C/B/5B/E759+A+EJC6B5BA9E//DCC8//CDDH8DBA+/868CCACS+
BA/7BD6F+C55DFDJ+9D8SDAF9/F/AACO+GF+6A5H+BDTAFD+DH94+B79BBGC///EC
//A8/CDCHBSAEA/CE/+E+I+F6CES8GE882/99D+ICIC5AC+H/AFBAAS/4H49DA3CB
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+98DDFAG6EC4BC+GDAB9/5/FCOC+/6++BE5/BBIHTAK//6C/BFCTCA+6FCIABACS9
I69+CHAT698AF /4CBA+DHH3BD+GB5wXOCPfjzxjw3gkD7+YVE6AYWCfTkIvUS/DHL
BAPrMxBE+CsBlgja0+YNxgse5dwl5gQo5gfdBfDz//31+QT LEwnr+vbpHxrvEhL1 /U®@6MI1I/stp
eqh4J5IBAL51lobZra28FY1lVILqd5m60dW5EGSA/4t1Ri1IGaCVjMkrYpIP8CWoOOoE
LO6gpabs3zQ17rpnHYKhBACoqLLOSUQNFSTZFpGnuPg6n8hEjGVrxRIPLhyBNnDa
CO0dj1lnKrmah3aKhTC2VHIVcOgINMKYALCh12Qalltw7WivDZrFQWaxTXwcy+Gaga
CGH1EfUUpwVYPj2IiicJIGXGtv]j1lVKY1liInlraH4Z6InCh3YuZbk=

Falcon-1024 (1.3.9999.3.9)

Use the following CSR and keys to test the Falcon-1024 post-quantum algorithm with the 1.3.9999.3.9 object
identifier (OID).

» Sample CSR to test the Falcon-1024 post-quantum algorithm
« Sample public key to test the Falcon-1024 post-quantum algorithm
« Sample private key to test the Falcon-1024 post-quantum algorithm

Sample CSR to test the Falcon-1024 post-quantum algorithm
Use the following CSR to test the Falcon-1024 post-quantum algorithm.

fal1024csr.pem
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MIIMVzCCB1MCAQAWOZELMAKGA1IUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QXxGjAY
BgNVBAMTEUZhbGNvbjEwMjRFbmRVc2VyMIIHDzAHBgUrzg8DCQOCBWIAChEueim
b/6WENnWpDGYpdCq5ISXYDWCtdEZt71U+NoIOWkWPM6170VAp81vp9OUZDIZEDrGoA
74u1Bd30ejSIpIwoOKBITcC1GMG6OWXNN2LhGxmSI5A4QhiVFb1fNkdBYQRf1lYy8
cO0TcmekyOMkiXYh19PcgMffIWz18GBDzJIsYesDFLLOUUWVF+cxxXpaaktiCSwVa
e0qBzcxVAgOW6Xx980Sma08mkYVIO/CsqVASEiMIkhqloWYUMpW4pHING6VIQUKIRT
73U6qgiKoRNFoBauelLLbqs3Y/JIXZIsoaKEcqNrDK3+Hcuphl14Qlojbip8AGLSP++u
BvUMU@8K2D1i2mWLNGNnadzVI1nOObIqCRBrCW]jVB4P1b06qlfzHkQPWLHSKgiKArt
/SHQVR1gSM13gHoCq0c4U0OryY3ZC6rVu4ISxnAh4sZ3K215YKmaeZZNIcW4We4dB
imJ4PS113JKgR5D+1ic6WOWPVQlSFppGZ4X+6wpOpeq6F6mBhCzGOOGEDWICOKNWI
RgaTBraIE55ulHOR6WaxrVIelLCL7/mots87PefiowFzROge®@gSh+fN3YWSFNgWwA] fp
TqrKBIyMuzIT6GodYCutn7gqYesXFKWOOIBINFOKuAzoerBITsmXjvmEQsvTUjja
Q5+HS1zu32XPJ7908kIWp4Bwah7+sDGjGOqGO6LGr41QPuLGF+tldsDdqqHBE] 64
QLol1GTREpCmM509xIVZVaAtFb+o/xlosmHhhQFsVagUm2AboREDDQ5E8tcdVYm7EU
CFPwS01igMeBV85ZdSIyObpN2DXUePKxqpFyDc10QSNOKKOBIIIRBpWKLKLXQ61RV
KtzjoADiwL6RUjTGysQVKHgTP5DRVBYAhJFPr2bijNG5LI1DWZHCOILIISHPh1ju
uqlg6elLILpp8GsO0juKIENowAIKOHNG8NNrh4QdWO7ulHtKdml7hzhePJ0JIDk2ZtT
YCYYSXTFkxw+tWhVVNZfkQJIqPVOFbTMIKGe5EGa61hzBOXjjogbW+gOHNIInnjuE
Qdz7dC6bQWygD070xhKzAXFCOhiw0JOX08X3gmRn0785cQHDVisOLOd1c2HqYZJe
YA/KP6s1Bxe0jPMwCQYFK84PAwkFAAOCBPEAOtkfiZFz+C2m6M8HZaQAg4SLNICC
q60/UyU6fzL2Xfyb2Bnh1li5sFbZCODiH/gV65DtbHFQ2vkHy®IcbBWidOFgGKxC1
Z1pfLi9RPupQ5+ZdeTKdNHN2kPTruGEsaBaIwoj lni3N1lignYSh41o0C3mzpX76u
harBzYwsZQ9wGDLCc5IF1Edv+cq0dH1vxt0ja2CEWV408YMaYsN4k7PuRW1219Ph
+cYXZThZWw/8fiZQPFyFco9NLTYqC7uOn2VY/iyPraFPkjrl8onFv02aIviWcjboy
puGOMboUD781bPtU98Lsb890L0o880zf/KrTAwqlwZSYZ2nr52Y5TusNa70cGgIYw
7oKfISmcrbYpZtmalnvpP+5i5pIUd4rp7zcwcZRokEiqOu5hoa00aVwfGimyYUQ3D
88enXTSZpBlaal8fvypVqnu9ppIF31FYwrHgzv3YIg+EKEYgEC17T7amdmQdoSU5
PmhCqjp4rA0SqeizNCILYbHjBjEBYw83aYLGS/ey6GLvgmVVXeqiotxq6Yoqn8xN
wvC9SYZ1b979dbom15dMMEZ / FAGAP91H] fnvwU12rXnzVCeWXOmKPOb6SWrz29b4
bZqSxKwLEZbIvniHx3049Nkwm7mel+1bQBWtOudcI9051CtEu/km@/8GZZHWPdkn
3bb2QzESp+IlYcohjhzS21mawkjHS1Ix6wjRAg21e2RomhTO71RkzPrBrNLooWjX
K5KZT2wNt3HnOaORbFpWSu9amwz /MobNyHEoUi4LWyiWxynsleWDoFnnbLuFW4d8
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]jiGwlB]j6xG4YNuKK7OWibDZt9eZ9LpAkUIT7c/1
3bGt81zKnvTk2g2MKoXEOzULqOV1lorv3188WPfEeLt4nVt6fxhZ14sMR/7THAZdbM
/hONabAwZh+ZbKWuvVQgN/NyotB3burPHm5rZyHpfnNKM1/NS8EINpR2Q7GZbgz7C
EMyppM1BWO6rQsUv1lgsPo9BhsVkNDIq8gnyqlLS82tbLQIemNprXFVH+UOmuhesh8
wMiQ7rGmELf6Z1DheEWXNCle+sSjLTyJIEHVi8QcO0OUqRICNfszbFcO1L9dbjFHO
h2xZCFU4n3zo0Ujj7segU0YswtiRbpQ2510uSYeDg7jWV+MGL55JI1G29g==
————— END CERTIFICATE REQUEST-----

Sample public key to test the Falcon-1024 post-quantum algorithm
Use the following public key to test the Falcon-1024 post-quantum algorithm.

fal1024pub.pem
 /mot
s87PefiowFzROgeO@gSh+fN3YWSFNgWwAE41A4b+uZkUYEQtsAUC6f1jUWioNhHWI
ZLbexiu4DIleolVITmFohw6YEiiuo374LsayCtI7rFB3sKMcAKBLUTHmZgkAUKOg
6mRdqGVImReguxqGe2B1CGgBOODW3HCEIt/TDZsyMIn0Jogv2GGyA/pQTXu60rvT
jdXRcipfRUPI7TAK1i0B5CWs4MY3iu+hytLSURIJHOGWVIGHXZNAdFOlrA+48Np /a0
OMbJ9R+JIDEX8rsyG5f4GII1VNjDSCkKDqIKV2BW4AS5hARXySoZ0aCEEUqSjofDaQ
e7ESHaorYv1TZ+e2DbwcQduDeE3Un3MsXWVCDKulhkt1VXz9cfZcjUwcHEMhAKGL
VqEkyluLcDb69sWO0zu89uTLpfAHGWoQj+cLdIwl5gDofRNkm2UDDOJJI8HQ3sldd
Mfp3jJiffwIWFbnCCoeoZXraAhauYB8If50DtbDbIIgAkpOCcZGQE4AWSU2nty3uWyY
Q63CwIcOBg9gkWWAFOIUibDb6qGZ140c5YNAIZh95QVyk5Q50CF5GSMRKWYp+PLu
X6ebUAQXzehXHSFDa®QhYSG8mDTi2Yu6/pEDXxCdiPOKMolYTCraWmTps5tk/HUt4
UgVWsL15YvYSvQeKdZLHq8GcdnQwWEZ4hn7xzuEMTJIFg2yWm5vF49elp6+t4b7gd
tx6EuBBNmbD6Kwm+8dk5PGzauaSAphqdgK/M1INRhCmyPWb6ngCLXCd5eRqcahk/Q
PBROW5h6rAC1xZ1ZbjzmCmWaQL9pIwo7gMhxkhWC91GuenbW1ZZR3UG98nV1labdo
0SJrZqGFBvO+kJAqHD2Z04BnRuJIHg1ZxIYabn7AQp2dYxZmoTQL2a46hHOBZ1+9
q/QPUHUrV3jxqjwmwWRzAKOTI2yUJrCFVUMHIqsUGN8YtTZkdA®fglYI9wnwajs6HS
81liWjvM/pve/1SazucTcN4jBi3tRLgMeI6GNaIKpBP7CbkIqthRV8qvgvhycuFIN
BEMyB1bSZIxkhImctVWDbXp62C1l7YImMLpC+FrhT/s3RNsYStR3TGCObcLOd701p2
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egNLgAB70iXf+FvgEESOHpYLFoQB/sr6i84cCHkcuzlFE2cMR+BTURHq1l8fLCqOs
e5FKFpQB8BXch8COUULFbYMgEDrHI8KkRqOFCBBfRF2yOPu2Z8KedgaCaNmsn53rk
2vCIBrg7qj5hCO05vNWUacMWkjWunrb4YPIdKLSr7SmfYeGalDksAnVI2ktjjg6a
yNuU15c7QdzzRtb17mwUsONAGUQON] fpTqrKBIyMuzIT6GodYCutn7gqYesXFKW9
OIBINFOKuAzoerBITsmXjvmEQsvTUjjaQ5+HS1zu32XPJI7908kIWp4Bwah7+sDGj
GOgGO6LGr41QPuLGF+tldsDdqqHBEj64Qlol1GTREpCmM509xIVZVaAtFb+o/x1losm
HhhQFsVagUm2AboREDDQ5E8tcdVYm7EUCFPwSo1gMeBV85ZdSJyObpN2DXUePKxq
pFyDc1oQSNOkKOBIIIRBpwKLKLXxQ671RVKtzjoADiwL6RUjTGysQVKHgTP5DRVBYA
hJFPr2bijNG5LI1DWZHCOILIISHPh1juuqlg6elILpp8Gs0juKI6nowAIkOHNGSN
Nrh4QdWO7ulHtKdml7hzhePJOJIDk2ZtTYCYYSXTFkxw+tWhVVNZfkQJqPVOFbTMI
KGe5EGa61hzBOXjjoghbW+gOHNIInnjuEQdZ7dC6bQWygDO70oxhKzAXFCOhiw0JOX
08X3gmRn0785cQHDVis0OLOd1c2HqYZJeYA/KP6s1BxeOjPM=

————— END PUBLIC KEY-—---

Sample private key to test the Falcon-1024 post-quantum algorithm
Use the following private key to test the Falcon-1024 post-quantum algorithm.

fal1024priv.pem

MIIQEgIBADAHBgUrzg8DCQSCEAJaF3vveB/owdADwsFBzohgF/nAf58HPFCIBOSS
H4B7ELogg+LAy9Kjx0+8If+/4MYA+F4PPA4AYCD5WPACO4YQESAFVAWLAEBTrZQj
8YAFj6H4AN/4W+G/ / /vA+bwhg+DngDELXP+/8H/aEDvx+/0oNCIOH/j8P3w+CEPg
d9/gghF34hg8HYUhAPXBOHSN+a/3gP//9A/AJOYXxhALWOd+HQRAHS8AS /D74 ] gFwI
C5L/0fB+UAQi6AIvdI4owBEEQ+a+QYde8HxOAD/owD8QH+C/zwSA+IIeCB8X0K58
geiAHXXx67znwAIH3++CEPvgDoIQ8EP5BiD8nwfD4W/BB8 fAg/OAhCAIvydEIZDB+
D3xj97gQ72H3g/D3wRg375PA+T3xcIIIf+F4A/gMMhABIX///DOQB/CH40h4PXCd
EQhChIH2088EIS890Xxd7/vjE5zwSD+XgPgGIW/ /2IPVAFWGWDKP4ADCAL /xDH8VX
jFz/+k33nd177QPD2EIPhz4J0gBsvQcD7 /u++DQ/ f+fIQj/T4PhD/+hf/8IfhIAQ
Q/BOof/IMgBAL/vve+MIfhCLpC/50Ix60XWAT4TWPC+MpvCcAMY+C+IYFIET5Bd+D
vFADOHAC+Mog8D7Ae8IH5A8CD+tA/4YAZSEASASAWFIGH3Qj 8AQeBCH/QhKEHXB/
sYxeHkQv790Qeh2EhPe+XegZAH/h9GAIvBCLWPBSMHgj DOVRAEQ Fhg8Xwf6AIWwg
IEfwg6EIA+L7IBCBVAWKALOUE7/QeBCMROC6MX /BSAY FB6P/uB8IfgCEIYRABTVW
BJ7wyD+bPyCH30+kF8BQ8CMHhdDz3S10I0A9KL4R72Evh7 /wQhCEAAUT/ /4f8FOG
uABoYw/1v3wjH34hcF4QQeGURNhF//BD/33v/4AQRASLgvgBOXABEMQCbMYXhDAT
IviEP5A+DWIyA+YYegIIAgB6fw/++MIB++AAFCF8Y+g/z+y7CAHBb8 fwedDOARDF
3wug/7oP8GAATM+QP / fKHpheCUQQAAQQVGFVNWBLOJAd+D4gj IH5C9/8IRFIVRhD
EIfeA/wffDH8PfdI8PWDB4GF78DIV+KPv+BAAAU9/34vgCAnhjAMId76IHWEPOQO
£8X4+jGX4FFKMHFi+MQAd6IgwCMDoyBMf4f/EL4Qh/8Pxh2D39f+MHxf7/e9gCcP
/hCIIBBAAYt+IIgef97/ACKEHWCCLAQE6T4vdFvo+d6IG+h58P+kEARggOVV+FCD
hwiKPfvhGIIrkCYw+cF/4xcBToe/AEF/FOnYAgF8QVGEEATiv3/VAAEHTdHWXvgC
YPRgE fvdmET/ehH8PxFCANWAH8gPg98Qek6AT /d2IQST6EgSg94IPACHgU/B4ISg
DsnheDoIgiAH4gAT75f+0AW/D/3vifI8FjhRwY/FAMRF6D/4gg74HwW]KQHVDSAFy
7GH/BAID3CAD4IA/IAHSEAEIP18AXPSEEA+hEP30cB7nwis8DgN+Fr/QgCAPBg98n
fFLWFPYKH3hC935g/Lrvg/CEAUBH7gjaDOAAjEXnh/6AABD2D/ gFL8HgBzzheE /8
gOC6L4PEEEBAGAT/h978QPAGDWhCHSBABIT3PKCHXBANTWBh+Hvvg37ohFCEexdF
809g6L /+gB8HS FAD4wi8QXyAF4XtcEL+gDIzYggCUPW] / TwS9OCAQOhF4Q++AQZBe
8EAASCECLRvhywTnCu4r9/33/fHs/vUPEevuIRLyFffyEO4EHCr4E+/k+QbpG+rd
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wjz6HfooAUXSQO8fAzgXIOIW/Bgi+SEn+Br5FxIC603bAfczFxTb8r0rLy3RF/Dv
A+wAAtz7Ou3RIAER3ykp8/QRLfO2C+8R6toqwgUd8hw4C8zT2TsV1iwnp/ubUGEQS
BgMkHhhGJufméwkxHBDs8wcbFPYfCu4H8wfR79sczgYODwQs6/jqIAjy90LmLuoO / 78CNDVHBSMAdOPOUKhIgOKDEQEGr7u++LNECOTEXHOG/QI /vIr99wwPGOL /
9wo9+egC9wzx+uD+FAgX/A4HHvr11/MBLAWTMuwZ3foOKRQT4x8E99gm3fv+GAw]
7CXVEWPO7C/1IP7XECc92BTr9Aj3+/YASTHW/M3yCwfz50bkETOKHQOY6CTZzAC4AS
FSX1+PD90vr49x8SHQwWf9AsSHROcS9gP+K/OHEQHd/9/mGeT7iRNftL+v+69IULSva
GirN3BnX6QrrC0zP6RD2HPOMBBPpHA35CxkMIAg8DBve8wFNGhroGfsD/N7ouvYT
IiT3FAQN/Ob3LB3MHtsZIBv]/9wWCfYiDvIYMOXbBWHNANCM8t74BfvsLhgf7yYA®8K2Di2mWLNGnadzVI1lnOOb
IqCRBrCWjVB4P1b06q1fzHKQPWIHSKgiKArt/SHQVR1gSM13qHoCq0c4U0ryY3zZC
6rVu4ISxnAh4sZ3K215YKmaeZZNIcW4W04dBimJ4PS113JIKqR5D+1c6WOwWPVqLlSF
ppGZ4X+6wpOpeq6F6mMBhCzGOOGEDWICOKNWIRgaTBraIE55ulHOR6WaxrVIeLCLY
/mots87PefiowFzROge0gSh+fN3YWSFNgWwAE41A4b+uZkUYEQtsAUC6T1juUWioN
hHWJZLbexiu4DIleolVITmFohw6YEiiuo374LsayCtI7rFB3sKMcAKBLULHmZgkA
UKOg6mRdqGVImReguxqGe2B1CGgBOODW3HCEIt/TDZsyMI9n0@Jogv2GGyA/pQTxu6
OrVTjdXRcipfRUPI7TAK1iOB5CWs4MY3iu+hytLSURIJHOGWVI6HXZNAdFO1lrA+48N
p/a@OMbJ9R+IDEX8rsyG5f4GITI1VNjDSCkKDGIKV2BW4A5hARXySoZ0aCEEUGSjo
fDaQe7ESHaorYv1TZ+e2DbwcQduDeE3Un3MsXWVCDKulhkt1VXz9cfZcjUwcHEmh
AKG1lVgEkyluLcDb67sW00zu89uTLpfAHGWoQ]j+cLdIwl5gDofRNkm2UDDOJJI8HQ3
slddMfpjJiffwIWFbnCCoeoZXraAhauYB8Jf50DtbDbIIgAkpOcZGQE4WSU2nty3
uWyYQ63CwIcOBg9gkWWAFOIUibDb6gGZ140c5YNAIZh95QVyk5Q50CF5GsSMRKWY p
+PLUX6ebUAQXzehXHSFDaOQhYSG8mDTi2Yu6/pEDxCdiPOKMo1lYTCraWmTps5tk/
HUt4UqVWsL15YvYSvQeKdZLHq8GcdnQwEZ4hn7xzuEMTJIIFg2yWm5vF49elp6+t4
b7gJtx6EuBBNmbD6Kwm+8dk5PGzauaSAphqdgK/M1INRhCmyPWb6ngCLXCd5eRqgca
hk/QPBROW5h6rACLlxZ1ZbjzmCmWaQL9pIwo7gMhxkhWC91GuenbW1ZZR3UG98nV'1l
abdo0SJrZqGFBvO+kJAqHD2Z04BnRUJIHg1ZxIYabn7AQp2dYxZmoTQL2a46hHOB
Z1+9q/QPUHuUrVjxqjwmWRzAKOfJI2yUJrCFVUMHIqsUgN8YtTZkdAOfglYI9wnwaj
s6HS81iWjvM/pve/1SazucTcN4jBi3tRLgMeI6GNaIKpBP7CbkIqthRV8qvgvhyc
UFINBEMYB1bSZIxkhImctVWDbXp62C1l7YImLpC+FrhT/s3RNsYStR3TGCObcLOd7
0lp2egNLgAB70iXf+FvgEESOHPYLFoQB/sr6i84cCHkcuzlFE2cMR+BTURHq18fL
Cq0se5FKFpQB8BXch8COUULFbYMgEDrHI8kRqOFCBBfRF2yOPu2Z8K6dgaCaNmsn
53rk2vCIBrg7qj5hCO05vNWUacMWkjWunrb4YPIAKLSr7SmfYeGalDksAnV3I2ktj
jq6ayNuU15c7QdzzRtb17mwUsONAGUQON] fpTqrKBIyMuzIT6GodYCutn7ggYesX
FKWOOIBINFOKuAzoerBITsmXjvmEQsvTUjjaQ5+HS1zu32XPJ7908kIWp4Bwah7+
sDGjGOqGO6LGr41QPuLGF+tldsDdqgqHBEj64Qlo1GTREpCmM509xIVZVaAtFb+o/x
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losmHhhQFsVagUm2AboREDDQ5E8tcdVYm7EUCFPwSo1igMeBV85ZdSJyObpN2DXUe
PKxgpFyDc1oQSNOKKOBIIIRBpwKLKLxQ671RVKtzjoADiwL6RUjTGysQVKHgTP5DR
vByAhJFPr2bijNG5LI1DWZHCOILII5HPh1juuqlgbelILpp8GsOjuKI6nowAJkOH
Ng8NNrh4QdWO7ulHtKdm1l7hzhePJOJIDk2ZtTYCYYSXTFkxw+tWhVVNZfkQJqPVOF
bTMIKGe5EGa61hzB0XjjogbW+gOHNIINnjuEQdZ7dC6bQWygD070oxhKzAXFCOhiw
0J0X08X3gmRn0785cQHDVisOLOd1c2HqYZJeYA/KP6s1BxeOjPM=

SPHINCS+-SHA2-128f-simple (1.3.9999.6.4.13)

Use the following CSR and keys to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm with the
1.3.9999.6.4.13 object identifier (OID).

» Sample CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
« Sample private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

sp128fcsr.pem

MIJIDSTB2AgEAMEIxCzAJBgNVBAYTAKNBMRAwWDgYDVQQLEwdFbnRydXNOMSEwHwWYD
VQQDEXxhTcGhpbmNzMTI4ZnNpbXBsZUVuUZFVzZXIwLTAIBgYrzg8GBAGDIQAOQIPZ
2Ri1PN8CxKHOMXPVNPNDpW5h+ab3I2czBoMPemzAKBgYrzg8GBAOFAAOCQSEA5XRY
qWxpsT9Z2ZdB2aWI5jFLUThFgomC+Goyj3ZydPaSXketItRZ9iAOZOuNtBjzpncE
sj1bS/0kZtj TNmaKOWWvUKSUMOXHpQuUsBLVIHd lwy fScjgIxX+D+Ig5wYpyL/IIc /UrNaXkwPt06So7+aE+o2L
CXKyynkWE63veFqgWjAmHTsf12AjU4IwwxUP8Ef6gTusoU+L/1E80qTx6 LSRHpgg
vXna5KCH3xTy1lScvuxkkVXbH4k7BII4Z9p30yinYJyE5raCMr1laSX8bfXukvzWIJ
jFbPcBVF/RPe/n0OVvG]j+dpbjroPJjW5s0jROqr/0aDFsMVZWdaotP6v3vef4FrH+
CDyzDjNvmrWXxpUJoX5/GZ1CAalT/KMkYH8008F+b7srpnVOPsHvI1lzbYtQi3vdL
wkgRCOcQjwD80aoGCO1xdPIV1GRv3jAhTA2M5P9EbgoWaf8+RYWIQrtwp/qpCg2j
gbIccsZDN433RE97sZV8/+1twtUj92sfILybPHKnaalZfAOd+wifIxWLo8YfrEFA
k4qZBSaycAIa9Se6gQLtMdxLaykQDJeQQqglLd2LeU7eZTiyMZ/Y1UFE7i fsi8Uh
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jxDFR8gnM9q5yc8HGTm/Ij+yNrdXn6vOOIuAoVjm/zThp6Lk4GNUgEwmePyQteZj
FB66UMjBbWHk/Tg/0z0X8eSvMMurh3/EPMgax6Utg4IWhs1imljLS5sE6zcUfhkkN
NNWHqfCG2eDq+1PEUZT7pdvQ6IVhgh1z1TAAUZjbVLGQWD8OWZ8AOOTWe810gj1/X
Yfp3VBYevQAu4wUedX1NZOKeVZYL4DoiurCYusXFBbYRedAazZ9i30q/MHINjgDLG
OGxteZgky8yNL2gbzPPmip/CRqub5wDTLwejZ2Pj82muv37MYpaFMdM5qK0Ge]jZc
PDvWdwfpf7IOF+iW7W501C6U5qurpB/BGUS2z7sR8B12Wn/Nh7EYrdzQMewGh97B
7kIX0sPoOkHGMvIBV5NU9U3b9PH468MncrwF+Md1R19NXdbY37CUMGIcpLGUOFV X
xmrOlumf6gOM34Bd8FD8QX2qfPRIWEFGCcOp4moBWOH+DR15uZ88uU/UvSgWdVsF
xiR80fbMosmI1MyVERShcg+MTSZbEx3mUOrPGfNufZ1cEvAQCzdtTOzCxuVO7CCG
4AmT++PTU9+S38dG1j9Z40CkWdZhUbOSNkoK/Nxiwz/LKBmjRGZqzIcweZ1+gAST/
UQSmHK+haJWGLMDOQJY /PypcgbbLxZzGFLQKBVCMjz825cdD0331fh24d9wW476ST
hm8A7A84LZwxefKiuVbRiPWVaYG8A]jSMWa8qU6KS2UmILcQelGoJlQVnsgFwlZgHJ
qZ7avGKQfFDIM4NsZ2VhiTR6hi13X91Cvbxd97epRQICkjG3TuVKaIHRhLjS2k0I8
VheS1VEsSE+Ogm3TUEBagWv6FBzRfb7mKocZr6vWQAHaP /9Akd+WMwX /0tSsPAmKs@1t3/yGI6gfoB3wldE8LbjPpoPgEW2+ySpya3
LnYLLp64WR38wHWhHzkY6as1wNCHSrC1lv9Z012bWtODIRsgZFRYV2dUb4s/Y1XSd
ZmqFb207TJz2Z6WPVV+07dZVR81XQ7ryly9540SQ6HAQjuLA/X/HE6p2RVrM2BtXF
y786alrkbAsPmNBOPNEGFMt1fiCE/WTq3DhK9ueUnTiVPmD2eqvxMQ9oL+4dRAq6
84NN8Mcox2ApUloVAU6ZbGiRtcpYqF67n8Yr20hsQoIyZLRz1891zwITEIWIRF27
g3MhUgAr73NfKRoUoNfMHHUOSLY /OLGfQeRjudONvfV5zTiaISKyL20XBZuz5r9hB
TYTgMxFB/OxwoTv4F3F+FJSKZobmCUbW91iFeRNSarrkVOMFfPQA8Y /gHyjfENbCp /OHTPHRG fmr8nfQpKrQOCCtgQVxsrwizLZUJs4k8Y+NVR21SKv5z3gqyUvIaovLKkpKIX
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MGN/3yfr8flCIDB6gBhki6yM4WT2YAVOGURKZzTQzhFjF44rz/4ixb2eKCKT+bEHD
bHmeF fVoxZmx3RxwUAcLeX93vWuTVp8siivKQrIqwmNaCcf/PAYwYPLcFbDYytmk
rkLmfO1ORfDW6Zicupaas/XKk7UE6HrcDnKO19UsgKF /+D6rV1jVBSHKeVieGaeG
ToibxgltOZRY3PEEHMTokkkg3j9p8zFKEUADKNFA3PLTX20CnpkWTrjWKaRSy+19
0d4trhT3q4UK61rcd1SGV10Zyt4WbATBzIEXXUrsQOOhGy fwn+v21MLALIEKNNK19
6e8vurxxjNgSwTrMRUetruzSB8rzWY4Md22Qs13Ce2cfGgaM/Yd24 /Qaegl+45wx
YpuAh3JIxVVzapmIKLf1OQHsS4I8TolHdUiX57lnbFi1PyQuT4iXZC1liUm+xqSCrdk
Cc+GTHI+fP/tfZpzve8zZ0amylR4qwlI2xcqGGEgbKS53mBpHEWjMIt3dXsjVxONL
3yQ/gbk1Q9AXLNiKyrBDUQePPxqpEJgv4rZ4dNrzXPONg/dExW234TEI9Xx3WPE6GX
isIROIU7TGtIP1fyBKkI+B1lTQXszXxERChPEH9IqgbTY/FIMTF28Z0cZnMYZHnaolea
DTCwOv2DvfyHMA1gh2Avn5pNtN4XKHYTXQyKeY5/zlufvS7jwvUOQNzvybfBQrNu
LORbmDwJurEUKZDY2k6M+V /mXCDg3qMVZyDYWlc2EOawaqt42CGODbhLdsnHp3Xw rviWwntPMwW+Kj fDo4oBmWAWXHaFZQhUXIs
RP7dPsGuaTpxQN5uSSOKOdBhGHEOUumIKZD1i1umKRi1JES3ENIKR69bxKkNYutm3gmv
Z206f/mWKPOTG9A+QZXxXEj609tfI6au3rpxmPWRM8qw4njbNeqDScHPgrdPerujey
Z1ONI2tzON5d1Iub93DnrYWNg7DmyM60S9qn/e4wT02dekpbe3ScnMN3gKx41hnm
LM5js+9CVVdsPKeSUyHUIcp2W7+FrODlopYzKJYN6scYLpoTsTjaniHLc6pWq+/2
Uzb/SV3Juqg+ZBktSaRpDmm+NyUc23QTM5inZN5VCe0+Mm1lIrGziJcvYg+gVB+rPxQ
G7VrKQOcd0JIVdCvG/sFxFc3QmaVZ1SsMlwBkBVMhdgq2gMkkay2Bxbd+JjMWn6DOC
k1MF8C30d8s9t6Z4EqoUVs00T6zp96y869ydacSSsKeqrLDpuy0jX+1YqRAHGY /H
Z/mazZUl+5u+5HoPMThluBg7yMU5k1rACoPn3D4wcZ/+TJegtPfIWTmIkv/a+ougZ
kIWYr+simTb4GSqcgyWUvqQiBdDmIWf7GfMeAfswg/b57jJ33/0mp75MOpvgBZWs6
jUVYNLspeB0O35vhAbbrin6/eyWxscLjyTSuWQzlHfalU61VFoIKumn+bU+YeCDB5
GbvY7P9kjjTE21TNEpt853RUjAEqF4bT4Lewd 1mmEzp+IXhtDbT841fOVUTmvm65
KgJaU8Fcalm3xd2+w3gq9Q9ZaHY/joEiwyAWECgQuk]jxOulymCXPGKKONBEUwAKLU
XTjcct/FgvouDsKLoAx70gnyKrXuk+tnj19//1unIk6shA86qgDk4j5a4MOYKXrr
tiwwj /bfGV2UqUfMw4HHTWEKNiByY2M5yhtKfdjQ2Pbrm/7ZLJuVUlUUlvLZa5xB
efsGgJ6J0j+s7ezNUsSYNIu64r119+IKma+QS90YICgzyweTTo6nNNO+ZIA+sra781
GkU9y LDPHFN4r4gATtEQNMtZbNtmB1lVtlszDDawUgJKctSHrgwSsBQlygD+ePgk7
VaySDN3C7eKxQnd9KFshnGj67qBD7PSsOogebpP8ENIqPr7+UbXuNJYfON8KZyv]
j3Xrvz5uKtSVOTX1CnNPa/Pxb8AOSFyr++w3a/7nXY1lGaUkTqWweanm9k LGFKLMQN
IG2eRFcizXJFOqjQuckFBztkTif4UdJIDed9ces/ht@ep6EF6IQuUOQjL7LF2IIjKT
EMQHg8kZKecJgR+90+GSVdGwzk5NHOE1KQzj / LVOFy89GmImOdGsNg8/MyjaeWXa f2b7JsZjtcPqrzabmdit4FGWxes1U2t
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9VUh/taD6tUox06z3eMnhK2DtRriU9CPNBMCqiMNpxCtd+Be@1C2gPt3A+7VT7UTA
Qmcd/ti4MMOB5cNmzWpA871lncEiC12KFKICoe6smYBGHr4Rshgx6tEUTMotbjdcn
08n3gtNtfioxhdVVlg/XqWEJ/FlIIzbeHWimjgstfKOvAUbkL52nua/kKop67MAT
6svdHL1w24ygCNkMs0eeBsPOIVM73wkm3bBkOqun71Wa4EOPDpZxBThyIekZV2+o
1ssgHIczmcOomY1z4iD43EzqCUfINTLIOgWCm3hdx4BZOngAzNmyVfa3Z8 jWbFyNR
exzv6cpCf6CMZ/Y61pL4En6eONdlatLw4hRDXUgasyeeN3zPn6xfooOPjb93gZKW
iRRWoyhQkIHgjP56BIxxF24EsWq7Xz6Bq62suSEIRoXSGT/MfsEBLIRP4/M1g9g5
FcCWBL+uJr6RXoyTLqJIV92VoU/IQv/Iq7eA4z9wmUl/ijWpESz0z27pGNBICjNX7
+4xHIeifg5LBVL50d8u®anSUagaddFuaaX1Iqu6/vgrWwpcgQ+w+9YYTm9abr /ZMQ
NIuJEjCH/+SmEmhWJI5AXxy3gA+PxRUHQMNGUMWbhMNaVYA6SpXDx7i5H42/r fKA7I /wXvHHKE f+xwY4xCE1lv
xVcJeUNeKP3EvrcQEtImMNUzofVZIK5nxYGOWrJ+qEIQfkSTfjhVTNoV2RkjekzZs
2UgLSUuen2sQgKmLKAOEG6P f4kwOpXJIIVGNMO33Seg/hYBRVHQRPXTOH1ICTY60Z
2kkf4rcsDESNWQZIKZbFPZ+DOaUf7V1BwBgaIkS41le6zrDfX7dj6xQ738wse4VyN
26XfC2ELHheXrcQc4EaVIgTBUZFjvPiPArUhClkn5I6A8Sm8zF+7faYqgWpMcqx]j
b/kSYdXVO7yLQOHLdVTO71VNTfn/mLKVHBXwntVfk/mWGaIKRXGCZgtZcDzp5bgR
Zasx/BQMGgRWovNPORyqBdYQ+V8oKohJuNVAg3nvtwksNQqoIQR+4qr5RVAXZNYH
eNJ/KwcQZg8BoLtsc6k21CaQZAPyrkI2Gnm/MaZXyZLKr9SKom3wBQIWZXrTXr3b
1cbBYM3B3ubZwIDy97fCn7MZRbxdOqu5noN92uNb5al5/nPgroXeyj+b1xxQ3TwS
XL108Hravju3fijxhfXbUgkpHUgqF61RP9+Esq3cwycvTNIbLfSewVrzZnzryUDy®®W+iFqkQGXwCGqzRByp4gdOi+Y73J
QIzFD3yfZFEvnU/u8y78y/SBUZAeg00F3S25kjZ0OITNcAj95¢cbbZFImupz2Vdozs
P7cFv18sZpa63bChOL7Q0+CjrFqPOSClrsxfYpgBxZX2/Gqg2fszbSbbmeiwUjLk
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 /NjIk2i6Ut5TkM+Tsry460mpV17IAeuNgE7z/pvm
PR/Arwxab5nrp2ZArjdoN3xc8/WxBfoxyd3Ugwoon5MmdVhn5waewPPOurnkK77G
8Inqov087PKEEAMV5iWmXncSsy5eI65I7MbopEQQxLrhawMFY40q020NAJL1diJt
n9VUosjI9Uwy/1z6ISIfjw6ByQlstRa3mlHcmSxs6kHM6VXwLUNKZ1PQPbxkGEWU
//1iLzqGRLWmMLQ9r758qobCAgIImFoHONxoxfItkJtZQ6I1i1lYTsAHepoqQ47ZNTT
LU96aZbWmwSVREKs1g35gWRMUPT8JYSg7N1ftMDCp3TPUba2Et2/9hIy8TE0QzXQ
lalL5tRfm6PLLcStT8b6Y1G2a9VRa0Qsv0d6ceTQ5Jo77ekamFsmGw5yz1zC6x15¢
jhS81CKhMX5dbYxvOLmCBMDD0Oa4jzc4LAe/Za0QgSUBMlgsT5qpelc4/Z3MCwnvM
DLBPXJMrJ1Ua3d760Y9IbY03/nOh7YoqtmfegvOEaDIQApPL5GCkIHS6OGE6NTXmHI
gjKOMHXferRoSZ16YX0443tGelPpy9QMPRWto8VU0o3wMOLcpMzOETVGTdlhhOi8W
0AobI/7Ze0@+UflomgrPEpf5t+oSrfyo6p3200IQmR/Le8ZHiBQMOPNFGgWod7Vxx®fHGHjuaHTFBSIQ8BUpu7CV4kdKBfFn/wxYOo
k3aVDHkNvjYbXkN7ArHW2wuQqwdj2bmIVw1l9Vy61PJ07k1lfwLmHMiUXR3374zKU4
YXH1lhgD5kVNV+X0q7rtF8yIqU6N290xFmycb4Y8SAxvCdkrPMBgkm/ASVTIfMtg3
+snBAUGy4YeGisykMX31lbecy/L2qLCxdzAlViennF1QK/xofFR3WO66koi fcMWGL
Bb9TIuTMpSD2Smwtm/daw6ORYEmyxGUnRBXBmVqge'l/jZdr9+yzAHqeFKgV7EtFbq9
GjVjP3SLqvvhodVhsleP2aTD3RghsmKVQGaLUxGGQhO1lqszKVEZhryGhWp29mrov
p4kxbUSzFZwaOyhGrJ+j0q00R83/z2su2h/4fAS8mcGmWEMhN+r1dGwWtWKUzzYA
DP/kx5TURIZ/40sISix0rKDKz/ck9qTOrb/hYkrfb5IPZnes+H2K6/0937020Wxp
IMY/PsqvOngxRbMF4qtLEbxjmEMfFMEKYCM1cuSBNMXx13Kh1lvMHcmxv3nywNlqgr f
mFJisz0kzmnqanTqcGpQTZluoDb1csGOHX5E7LPSNF2FM1lveG3Bdk7UBYSynUJrl
$j4vCUb2Xjjmz93jbj2pFCZvCUs42KOUCQHKF+KLPMAS1TpDoK2Gw54n8RZCNES
G6CJI2iHMZCkwlGinAthx1XDuSRYaRRCbymydtx+2x2tfStrJgzljLECKk+iCj/Clx
XPB4JRam5/EZonY0Gefixpd7UDW4krgQpRXZc/yAOLRWAPKEVZOt/T2K1MTrBBHe
jsf/880VM6QIVXS1XDc2fgHdihENBjSMXG/pJcfovHPiArXXouopleQoYgarIBKu
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 18WIGPPAZC/t4aG1l5IKEgjwGi0gYIfyKWrajgugloydG
PoRenUGjSaQX6r7ENA2/sahC5P/Vovha41Ju7duHzD2AxLgaabpMEgvf13/DPUT/
86QYyv5ItzVfW4oyAfpZLKkYjS+pxIn82+r7ccOWpzo72hF130LD6K1qEPZUUCZ00O
0et4HEFSTujtPSi+BeFhTWY+wu2wIDCVmjbQ01889/IogWyve/WOqW6PGSiL+MDB
8BBTdtHe6P+SRARqPM1G6/aMyLIcTFTnGfwPu@87ehaYAqensWXnBJzfub+UJZQN
P2zMM8L9x0jjAPUEF4vY36yxo0o00mHrGdaqoTB1l/DWMPONKIC7RNZOtXyLsOC1cPF
HyUTeAz11C+LdUPHHIPv1bGzSdtn+UFIbOdclp5AZDYXYmBePDaGe9ejlr5eFGel
5zTcm9DePkLfDN/NMXPz/cQmm76wkCZjMgIOKV1/03z6Y18qWad2CQIVAK5r+Z1lu
p1N/Cpl1lYbUx2BQR3D4c/+wzyPXbubI2WgHWrBd9kXgQB1L94r /9sPppUbzgdfwa
ggqW4EZxOxgkB3V420YNstCiVDOuwlmQbiyK1lQY1CW3nwP9sFzwnIry81lEO239Ro4
YXWmsE/yrCimL3/9Gv4HbmZHu4+XZLAkSwv5vfTaaliccj3CZgWImuP6/15xde3t
99q4je0GQesioZh5zyIV6BSOQVkKNN9J3J1eT8MKIXEour KKwK9swLnLFDuUMJZOLB
rXv1lSnr+YNPixxSTO/dXVcuIRF8pzFOUSKLExaTAVv8uUeO@eFE06zKKO+9d8xBSK
zs1H32JPx92BQ1PhtUaT5mKTc6B40BBqVb0J2eE+XAOaUAZUINtHhIoPcRQHC PG
XZ12Zb2FppkZoCePxdHo+JINoAWONjNevqe5YZpFecnUU9N2TZKTnvITIhO559XAAw
WCkzMwbCmtb5/IIQTTzLkaekg/4EhTS2z3KONX4RU1MaYFxG/gR4yCIZrmR8N1wF
U25Y0ONbYu9XecKGIbaUk7x1QUi3AXSZnjDErP94rERN+LIJI9qS9UkhbvoVjmkRy
H1TCu51mOQFmMHMOTOypiFWLo4ToDB2eWmxJyLAkpZXxBmPm5WXWOzFI7DYwtM4Nb1
OoMAVBNpOZkP5J9/nX2QxfaPjVxgm8b8W5VwIIOnqG6xaW/IS4NEQIlgvsRh53pgs
VFQAgR3BCClhagBnQRmXgf8zSe7IQj3E4tQoybH43yc3z7GsNBtF1Gv2yjmOovIt
KIXiYzh+pmoIJyWbgpHyeNGYOoLctfp6vv29wwHV50FqpasnSO25BmrjmQltBzYS
gyx7iHbgXzhuNKNzuxHT5CT1Qjgkyj lKceAy+gqrWerYdJ2DqL16eYFuT78zX3gK
D5eQpgmb3pXW44fvt3e/r6LDdx14cU55gH3x9+Zaxq2XqzBuFHOhmBI9tiCMg+C6h
4yTo3CE+ymJi2cggMrKKaVZqYx5JCdIkZoob2YoLofeypTKWCOROb/NZGW19bhO1
ES5bGCcKNzJ+KE7CrHSd6VbYx3uNgBdtjA4Nn9X5K45T2sr FQmLG7xMNStYGVvHAVmg
vQXxKGPQazYawgwaH60NrCZX2fdAh+0GuHu/Bblv7flpsIXtrnd1L1B0320FcZ5bI
HFucFjqgxVsD5FM5pKK/dPtQpu+Ku4]jYCEvot1IG45xG]j+wx0t41b7ID4BkrVSES3
XU/80fYv/Cp8Z3gCXewuTqor26Ug0gMwHec69jydmMATXyaFtgWuDH7gBxeGj603
5xI0147i7UrXGvtYM7uFNOQWY /mPW+eKWCAAtsBEgbbArExeuUEL1OV0O65+V6x 18TEntrust PKlaaS - Customer Guide 306
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 LojELNn4JIxKkgOot73YYrpga/QpXZI+ZjFPpE8MRpFnjvnL50pfL6C59K44MH
KZNgD1laK1Bdf/QeQhvXF1lv2bFMyA+ybeygUmW6ShfVDVNtEg6BHUKWHZON3 /mZk5 /tmXSHbBbFVqfjoOuvO7LXjI4Z7HQelxi/BwlQGzzJ
IbRwVo4AiKu4z4yYyl1UGMSNAD1T25uvEg8xM1qtc1lNgGACo9fsHt30amR9kqlBJ
rsW3hM6Iy+mF7YgZbA73/HTFk/ysg45bcBAYXDp66zhIqDTyoafbgbL3tt8t58aY
ONAys+ZFAfYNu8amzBFKkORgn4xjnbR9O1kWhpfX17r02BaMYEU85M1KKkNZzgQQPPY
wsbNr9KKEWdbzuN9SWI70bcklbZVKIKrbhOIxKFfzS8WLh8f90L4G475AINI71+N
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eyGgziQwX7hMcG5BOQLanBPk373f7VI91SYsZXVBG6I1lo2nyRM8FVFMSWiKuwOlcf
sdmvpNd 1 f6duKPgKIUFJYvSZ2Ym672/b+PcHVV4rNVa0JORbkIx78X55e+RFj7QS
eAclbYHke71R/CmbHSOQKie/0ZmvnSMNEiyuIplcaGVpaGhgqES8TATTUMH+7yxj/u
QYODPzbF7NWti6ABpwc6yFOdv8IgpWkukCjWpINQERWZeHmMMgD5s2a86Ep5Ab2yx
CRHHBtcyH/zgpTI51rq09251Kqw+r/s2LkbIBgGWrRzOvmMZdSn7Qcmet2kBupFV
MV7dSzqlzx7qAiFABHO7BOPiFcU6/NWLsVODWQgfOZOWcASNOp/N/GWIwmbFSeUA
agS+0D5CjZHNRO11MDaCrn5wu3wEU4pClknhgmEeHGBOe f1XXumPWalL+gIulJQso
JYGy60Vwr9QRNgHT48tji3tkzBcIITbNhiebb5145zFH4pb9vv8wCPX2dt5QT0/6
2yyKcFytPyp91R9/uRPiPAwppMh1fQIj6eM7ndFVAvVLqZ81Lb6m5V3ayWUKvFP1i /e
d9jinfUXEf/okkNNDWENvznvqFguya4L4PFDY3bPDTbOP+pP8ZUbamxFziiUgoHLo
r8a90TCebTdCOhRXxpO+2mBIU/OLtPZJ0aM0j0s0jrWOYbo3YhNJuzx+0VcCEUEEs
1XNEXZA114aPIQTEINY1p3KSIInx140W6RQX6NQPhkoAPMkV1AawulLb/OBMPMXF7
onmPaSyaPTRiDUV7VPaxUN8C1V4cSGz413wjIFf6qoUy4xpxVAWUFLpt6rC3+1lck
znbbCCdZcjDhcOK3h4p95mOg7K830FMnS8t0OY/CaKh4ME /7TucyEQaob50NNGPyUU
V6HLH1k3KbhOkOEOPXYiSNcNcUfLQdYMc8U8uXdDputOnZJ9cX0s0®aXVo6/RS1hi
CKoPFjiAmIH6VF5JuJSrbrFGFTsogHBKboUhEbmuK6Zg6Kv1/AUBZ4YHbTVtTQyv
ThvlHLLpSKkBQfYERXrJulXzjJ1lqUtQJIFcS113NrasXahl7qPEtSsVccEGF7PfNVI
WGZz468xggNbZUoavjHOjNKRq66IUTjoy8sL/nPI9QZHBIV2moYEgbA®1+48uDFF /W
ON1xcODS42Y7cFuXzs91N8VFzLp/xBLpAsTaANGFw11YPOgaz1JIn0duuCUMi6WuA
TsX/VgxXHKVrqc+bkvlTLc/mtzehijPvUdbIwn6/opKR1lLsQyl9Pi+QVm3/Z4sSM
FYW+hKpCpGh/Siogmbxpb8hxqSY7ijF5YQ4diuelVyNOVk6H8XYCWFQKz2QF fmjm
NfQ8/rtY9rosICyVTsUm8Y0JG114VjtoYWUz707MdIhUMxvfpr8THen81gY3
————— END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

spl128fpub.pem

Sample private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA256-128f-simple post-quantum algorithm.

sp128fpriv.pem

MG8CAQAWCAYGK84PBgQNBGBUjZGt LITEBX3TM64mBetOphOrMuoR/OAwkVh+/aYu
MQ5AgINZGI83wLE0fQxc9UB8001bmH5pvcjZzMGgw96bDKkCD2dkYjzfAsShoDFz1
TTzQ6VuYfmm9yNnMwaDD3ps=
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SPHINCS+-SHA2-128s-simple (1.3.9999.6.4.16)

Use the following CSR and keys to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm with the
1.3.9999.6.4.16 object identifier (OID).

« Sample CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
« Sample private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

spl128scsr.pem

MIIfOTB2AgEAMEIxCzAJBgNVBAYTAKNBMRAwWDgYDVQQLEwdFbnRydXNOMSEwHwWYD
VQQDExhTcGhpbmNzMTI4c3NpbXBsZUVUZFVzZXIwLTAIBgY rzg8GBBADIQDCMdK:
qjreMDvZqsSoe7rSBgnrKnuxr93Y408ggeZm6DAKBgYrzg8GBBAFAAOCHrEA1AQ1
BmBO2su9Yaugp6wbgUerSZOXXgd/R3GB1XIGu+jzj6q9Wjx6AqR4GUACEDUN/ g6+
2VPkbd8gvSC6Sbkre45Thx Fh7TnNpOSYXKUc4G5dNVSxz039ATCNKPgCInehGwC4V
eAzdC+TnQ8+rmIkXL1B3BupSvKf9dWt3RU9z72A+QRIxUJ/uiddwoIdea80z8HIh
FUt1vqGEw40ohNSGYWZ4ZhUOHGrEOAMynvT/HHKkSQq] tiMwRANPpok1A84JYxelEr
Q5Men02TQ6mKhwmZfdt16SGR101lya0dYgFnisH6UgApINO2UK5etmzRmn7Z5mP2H
gkSbYxcolNuMJofDc7KFp7cB95P3dgbD4IVvAWTfPGbARALO1pAqQQImMIGV46fqTOC
S8E6AKpuU/9U3p7SZ1E6QAg49DkI7yQ1lcBYdjErqrfIbiDnJ6FpdG+K34PEBE95K0O
eh1CcY6YuIDIKTjijyIpkFbVF85532uU19ZvYjvIGHdOg5neZhCzsrOtPMFdfXCZ
LC3HdZrmUGOQ4hGWWd6Jgbjnf3mVMhLhOk2SdwActBOeEVCACvYOr421qTpLIIG/
15q9s0S6kAS+jtY/kbk5Vy3pqojyqppmliuY77ZAeKYj8BPSYNQUSFiaRDVx5kYa
NAnu26Lw5Ay552aCSKqSseTrbrsovIhTs5vzBy18U6fB2SvryE2cV/BEpP5FB172
i0718HDYWyCtE61CidIgkdDIFmI89gHNQb]kWgNnyLIPaGguHfAWfcIUFIPLOhxv
UtolsmddgPmsRqs@laqIWtPZq85ATbmkNERTAEMxYQ]jYyuhjORH60SsIfp9EWMVL
h1M+/hytGwXaChA/KzwxjEHudeoivuRn2DUVLTI87VZ4TK5SbfXYmFyR5szVbTaE
eVoRtEPB6wWEgkcgbmP6ZCp859WmcFd50TrowY3uBPNmuDW34pAH8hBI+XuJ4LtRR
KaReNYs9fzYLRSi6kdZ1V/4TRVrTjbaPGIA9XkEboQglupBvd2DNwokpOVsQ9ev8
3n3t9rTTFKVQUfmYX1AnOyyBBHSgwc TVKK8HZLAQ4bitbY2gzXxETGGTqzZPIunLE
NS31dpGlWMcw3ikOmPUkoYpzFXLcz5Kiv4HnbWjb57RncmiTdONNUdBZRZNPCMIT
TyCZw5eD/fRnUQjRvgYbiX1AsACxtMFdmYlpdipZqr/ZB9utjo®4nMHyxNchAlzld
NBK2C1HpLGKXYgthAglyHWF7TISP071VKLNGiUgkMwFiwT5kXHndBed THw+Nnypq
cNGOESWNIJu5I00AZTISID34F7IBzYYz1PqdEm5p1laMGmQMXBQFxuez1lhOLXam61
6TYLYWcu7jDBakArnDXul/6uVOXTgmxGD9f513jd+qYclZ1YT/msnW+2UIm9P7H1
VsB5SVoI0eIqy9Ler7QtIREIRUA+QgOpIXxFyk/xn33Sbc9fGyiVGTmqGOTL1CRoRw
QSb8CFL9zew01SANnP8vLcv81+FRnauQ6unaIDyBSDFmJifIQb5NhD13rFRrQol+g
zMWKyzB3dLyG7zUOoHbI+DV4qoJqWi71aVdTVC7V2mOgHsISIfUj815wIUnwy7qp
tRCly8LorzWb4oeHuWuws2XM5jcFfBmFzFEN3t8tyTnbBcQfUcYngWKmz1FyCH8M
aGSbxQBXiKcIwrmvoVLjLfuemNZhrLQVS99CNDADDYYKZWX1P12jVuGSc608ufX1l
QN+pgAfPcY1buxb9GRVY fX1IWlypOIoYPKkSO8Vva7GY7YKBIwixrTkkNF3Rg7ZUjv
NqEGWJIetZTkxh3T2z1IN61kWnTzeuU/O8EiyvAhndDQfxNP+yFjoGsFaUHOrmng2Q
Z/igApEvf25d8QxPfcQZ3AtzR60UXMsKqsF1121cAJIUeKucvbyQ3uYyOeufFRQC
r1/dhcj/COy81ydrRZh+XDLkGygKytFKR9154xzywYRovVpl6UK+gVoX6CH5gwBh
ArBxRZiPPXHrbpBqLL5Ykgr72+eVXc5ZoerYd8ozu2ak9EbGILXikWx7G9eY1+RX
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N1vFHLNftoTizZsK+i51tqAu02a6hYMY86mVRLUZzBsdqLGn+PJORSeasBablcfVT
NmYGg8IDFLAOHYN94s5xc2dPIotBiVkUHIu+BV8m3Ydn6+FOtLt1FVwgx0cd2bVg
aWB8NzZDTOkQN2bQk3XSw/QucB4PRQ4Z+MsgCnY/cjyIEoJ8YFU9qnkyERmMRNiu7
GsZXpGytNEioghgAEnomj33z1YQSCIsSepj7DXnChlAUuIBP4WVVP /AYNWZVBWp+x
QpV8vtYWtcQjrUzIMMvd+CGgkr6F /sPG7Y3mNRtQ5jDBul7IvYMgIWBvsXEqY400£0524qC54x66fTMMYvcoMeJ6IWQhwIYsvpe2uv74wUXQ17C1FNimT3X0yBCiZwwd
ddWbF1AiMGUFTEZE5ZHCtnybOVORtWGXni1PKyWQBZm6Y5Zj t4dmZwlT lpTIcgkMm
INpq/jXrg8YELrevkSYA4IxQs+/FQ6F+NY/Nj2j1ULRp69miODTbETppOIneCMH1
4/1Z1XmzykciY2rAtGBsWedJEuF/rdKILb5cQZkjzk1xTQ9nSiNkOsWVATktI5EOQ
rQGCKrgpbh5j TRrheMOwWOXCykZKyUGbF2pK053ZA43NpHtM/orXZiWKz2XVPuvVa
8wHINSjjcQ3nAEt/XaGyScfVIFM6rix5ulAe/fODyog8J3+Q3k+zXBCy4IkDM/bVhF
ErDaRsvCAyatl+gm8grP8cArnAcI4zZ91j6PDyXROOBaQM6EDVT fe8a8QxV8Az0OE
LEdn1tXphpFC4igwuuRr4aq2YErXGuzZIjfpwlSnwYnrkgIu+916M8 1RNGTwSpOYe
R2H+1/wWwEn2+1GoQKUVFO87NYRoek35VIcKIPRcQu/ZeEkHO0qG6sO/xrH/mI/GS3
+7V95MuhaypFgHOPI7MCtVuK4MZHgfHN1leusIgms++0F+kDUS41/C5MxNnhpj28x
Pye/icytOgN7oU4H/H8fOPUyaQfQD4MATquPFbqS/1fJaN5EJOwODuUrQitwIFXLE
UTwtrpueNIwluzZbkD8YjcjlgIlycbnW4akmY+IhFul3k5HiMB/ZYmbfkrH4/g9rKV
MfDr2CeS90d1V8xxMR5nkKvfKgB57VwfWvvF2k6P25GhR95z0Xkx / raywrXsUUbc
mtCIFkm/IMNBdpH8YVvr8VqlKqFX20cDvkuB7d8mISYmgpmkfJIJAeuVTkalL410wzw
KY7KYvJI8ky40iGTRLjLiOmMfipHki2s+LD++zkrhnSTQly30oyr207k/A01gYpyVeX
AVE6dY1l1lmevFOtloQsF2w6gqrisVSKbAT0JZnQ06jAPSKtdrPBmwCm8kwVo7RP8V
isRLJI2I08SONjz4YsHZGNrpr fyUMwOZJ6e3NKTINQL21gmOkINtxXDmcXSh4JkLo
OtJ4EL+sOwwKiQFJHPkJIV17HJa2GG1lw8iBMPCX70Q2cKTA+1yfqkXQ+x0OL6a5Hpl
1p0rG77qiN/EdExIks9r9ZXbpc7ufc35LgPNHIeS5zcSko7IV7cBgUUpZOFEXLIR
SeMHC7X0KJ9rQ1lKOlkkrrcfs+SkmAdHSUnro®ORYwWCNzOkxkXD1lYem/c2UXD2FT5dEntrust PKlaaS - Customer Guide 310
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jME66REMXDgPyXo8gEOSZSNFQIi1D5NKnzOKSFCC8pkoD5yd2c/23RoXkwzkZrlEsg
BAV7wYKsFZBqfMZgcnbiEUBJIQtM7HITHVq/ /woYaxsIz8IkcWz90ASoqR18+eU3b
dEO15fTIhnekGgwwjLv12kup8zykDFGuQ848RXkabKaV7/BmlIS4MIWbF+Iv4eKI
1CSjgnIF9JvyviYKhGtFKIN1200fvpMvaKYD2aDpfQHTJI9BNioBdJcGebgflxwSt
RuMigWIXBdwCssGjCsZ0izq+y07GkWc9oL4DYh2pyrGnWyEjhyFNLh+xEBjuDsyF
sLvDNQOQOhD1pAhv1I1CrSoFDdIpfyNvfkAubORaThaStm4E3R8wWEhta3MOb6ehB
/kzISXOBFd1l/GF2LWNlslwaNjUz41HYrH/SyhrFIHhZTjcA7hnbOCo4G6U92qbMr
XdYK+44FA5MQbkqgtCvegYIqk239WbyLtuvjU/mvZzuP4+ZpOsW6IpwbnGKz5wg8/
mA9r20AAMHdmHZB3QbpCEsWyMEkVJjgBOHemnyg30CYBCeUy4joEdcU6X2KDCY2IK
n83eqK32fMjqMev46ILywVV5DTu+LI6rImZ+9WHZUZzScCPtJIKIE]jjKOOvzZ/XwVZh
NuXacFYeZqURgh/B61XHfePoixAvz4hPvGqB/OnMvTkUbkb7unu3D6oatPj082Hu
UlAGrZUC2ArK41TjPb2YThFPWkj52TDwfU12Mg02D27TrQc/ZfZKpDJyTaQHMk83J
vnS/CzhiOEpe26vW+RsFBAOao+YclePD1P26WhiaH6ZsotN9fxfKiaypZRxHvH1u
E1TOWNGG5ccuftTzoQERbFpeuGflzH9cIv/z0d9mDBMWlscn500jHttB5yORKc82/
6KImvPEYRAuwixdvb+8i3gAocKr6fZ1lyI2n85vAwUTwIjjOmNr IXQIuAW96kXDt1
X7TuaZqglv5cilruahj6TWbOF1Yhush9gclLkOx9GcctRVSugIDgDI3izIATabn7wWM
kHheB5PH/fetFfM3+oq/tIZHIY10lmg5x1pKtY58ep/bI4w+kkBt03YQKbBZB2xcC
M2rnEG4sBUMMZOYEVST] fDDEp4Ryq3rn78sJ9BveZVukvV10GQewb6g2+uTd2XT1
HgBcZGYXBrwiJenFYOGgwi3zNilc2dtutuZv357foN4ynSICBhJ4y+Kdfi/HaqFD
18n80Jw/9vYMVQtp8MicCvEzvCaMhcmgac5sitk208sgkgyCAevPTRvVSc5rKcvPQ
ByPefe74eL4HDgcdMOkrKzY3igl5TzpeWfq4Dyr9PuZXqCE7GgdHSven2fMbOMNnO
qZI9dxspv7HdEq4cpOm9ctq8cXM+JIQLldyRKeSRYZV1LfgoHzuLHfR+PWlggN/Xc
ABG3Gga75Wj2Y+iMpza8e/P4NJHNi1Gp3+1mhM1YOHxxh2qEJtUc3/V1IEKAjRtgSg
wUJeWBkoNsOYYRDZAMVTTMOT /HSiIPyZuBVmVxhDd+RUcBpfxsinbpvTbGXKRosT
FfEt5sTwIkGt4iiFHcotAhRibiEelk3wtX3fNn7QySAwBUaJjmowrPd9uXxROprF
ATHUQSXUrjZkKfAXA1+v9ONQV1JIpRavkATovCa4lhIgl/gZxTd8RHoTpp84GvrkFg
HQTEjDMPCjxB/FyIsJwpd+56gZi3mS8BU7piwzNoCog5qUxBVIcVVTRnoiTDzEd6
Je5FYOO0AGXfzeWhIoQf08bn34XLK//pukPejTcFSMUldg+eu6x2XrxYm+I/Onrg2
EoT1OzrY6f28fm79U6358cQRtCpvw7/olfIxkutH+uzEgWKLhNRg/VTcavBQ50WV
30krvWht7T9YuVyt5Z0hQcREm1XizLfn4kAVCUKTBx]j7H/YUyf4nHPNrUWF /Ip9r
ZRs91tpAJ5eBnSkIAkbunW2jpI+jQMZmmQUZmG7vuDsh7WtUwMD7PkYumF4XPLrj
R5pCz/LeRhOWGWBI7ThW5X8Fa8g8AzvfhHP4HhuNpzJsk1B3NuVBP6aiEj6JZSBFI
vrUPAUDwW1l/sE8fznuabgHfyN17LzMHDmgn61Jz6SaM4uzp314+Gn3WoANVHhE6Tdw
hYUSC9719RQO+pSRKMjcBT56qwbmFqTU0QZPaVeOvh5XJy0ZXfo7yDHVGpZcrevmaP
dtL+NNwgaucSC2FFGom1WF+Df4EsKjiogQL/vOmNN6/P83ZI0udoFpfk7FkJIky6N
VxxKKR5kg5mYkFmCCWcuwOk FwGodOLwDM5Z / JFE3MVK7TWKVeoH+YzyrgzUZdY87s
+i16QLIsK1lybbc6b4wDSSweVTDWCRj8qEYWpOUCjPxD95FnxbSUlgkZmxdO6RzJI69
1XfiTNudc4CjOWCqCr/o4+jkbKorMe2Rd2335n0lacy53mI3zRotUng53G55WaMu
jlLbjhWfzarwNTNu4JHdbz+RFnYpiXVEIxh4IENSEqJIKwM+isXEMH90C6LUKFaET
12ghwzGs4zqRJIEQIdjSGmazZf5FADIZmujSy63bNoiSgPArmuNPnXjbLSeaCclE81
CIhCpzLUuRUjInk30M6n8QXH/+inZ60ojMeHaMOwCj78meNo2EtAiV7NrKcE®Ickva
HDV1E30/GpyYsDwt21zGkFC2bBmn7jGQ05gZys1KbEZy3P8F5ySaCqIWXGg9GPUE
ZS4RhM3mkxwz7t08xqtT6z5RrbmD7svgQFifFApkLLbJI58qu6KwRjbwY/NWZEGoW
+y2ahNG5ulPELpPIFoPH84QXy7WH+ja2CFajMQj fLnPDGVDKKzme3CsDsVw9Gq/a
m4 /auUaeAQfR4yXNUXNTZAVv5uu+uPV3IazjlhRYsmbRw8FwDM3jwXfdB4hj7kkz
1KdBPF+f4yheEBoMkh+te57smg6CrzXKhxTAFsWo3SRxLIG1XzCm14+93uCNEhYvV
NfVMKjv3heuMSts2yxKOR1BVppXnnCS98cRAPA3HAMX 1By T5YJ4KHVEikFojYsKy
XOyHCbP48yPg2VIbqdLCdy/ZfpILIssTOmMUaPEYwWCKNiFn025YFOJIHbmrCBZyt7K
uy+hjq+yIY/iWDotVnalLVFFcIYVniQ3Vf4hdQibzMbB+ceZnKF610DH6/0B8k+je
b10SM21FUgDrCyQDhhRzLpoUWO39wvdsZaFmNPsg700d/3s2pNEpU41eX/goZKxL
Q048xXaHND9puaCC3mLpc23VvwIm8Qj9dsYROfPPz/uyxHYGd54AiRYddDaazayg
Nhdq5M9700xINjeFVfP20oceGOzHrywOQk fTEOLFpWjwhVXIVRQ+Li55u7SqLwIYk
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IYj/rtjctIxznRkyGDjyurDmXJPHKS]jr1QeNoxOvvLyyrIRXTOVH2Nkhr1QUp2n4
jUL1BOPGLliWECYUuOuKm68+gx96TYh6J9R7IIYwpxOqpilYjoowALvVHBeHVG+P+s
Gix6RtYHeZILnmVttYalQd3cpb/LnAbeY6W/oVvSxq/MenqYSFtj4czLnUFtbLHH
TOHgdYM++ima7eXYINNIkM7bH7tpj /w6igqyn5dDgMGOQY5PuWwY fW8V1894d4Fb
dIeD5Y9uzjOHSNngFxVhNZjkjKMLrdnHCE1iCWp+f5bcOHzGXaroLTh73ulDQSROr
MBRwa4gSodbEN/7G9RqyaD7 fAPBhveu6NxDjKUL12NPk1Bm2yEUUWi00gifKXQg2R
zQgNeJGFOetmR+X9FrU2nstN/1Firzx+x9q8sh/Qz/y1GZnt1h8owpQL1hmuAiGV
mFLUhtEVOOW+9I5u25kKtYXor3i1EINVbbgMbLY/5vjo0432YiqGjBkAzDOXNL3Hr
4b1rovtvAa4PJoDvCPxe6UPXTVuU5G/+xTwBpWISFoSBvZlaXwfFcq/EToFoI9VPq
VRaXNhBZ2wDEyLY3TDxAYcrs2wtL7xvObqB06024I6wb2jka+teCpQWPIsa+TVzm
h37000YySqSEv94egoZrU5Lw/XGnSRz6NbekaBKEIi1LONO9Gejvb5vkAelLs7gaZG
0Yj8LF3VIk5bMdG+kk13x3sWalQj6RbI1TR]jZIOMRZ6KMSKpf4Rtd8ajN2okriow
Jg2rSk3TUnBZKt1lhjsPKm7N/zbUVOY+JIHZLz5g5FfHSO+Q7eQr9FvfX01sFW8y4n
pEK820L0iewleuNIZTBy7E1xywSG1IDGCUR1OGUg1SS2MvfVhs/iJwZKLVQN1d21
xozU+cpXJ+beXgXhZ1l/vmltg8SKmRqJoJaNSEzW/WWotNs+4owoUmRycodwITsOt
EMK8fHrMaWCicAOeAEZFXsxfIL5jfNY1NOoe+ja+2nRjHMRp3ftGkl09I99QXeEp
iVhgtjGtG1TAAFalgbDWRdmhwwDGlgal24xZyKo4PuBwfhhDExgVdwkpDgfhMR6U
VOgzxLwVOIvuygKcItdHHgrsNW74JvvvOxwTW/q3Kql/m+zUMYDUVjcmIIWOgVuc
ETd510ggngs81UEEsSV/7cnZKIInx5fV3MGfF2hRYurdzsVyM5HLFbdiZMGoKZ4GR
bsWw7xCK/ZOFNgEH3bx /P7Gbn5Iz+bK6altkf4i3RscrGEbohJdgVuzZOokthOC7gm
1f+wYPy2R+vDatzRD21gL4ISD1jSm2Inu07rh7PRQEZ/QffZHiopur907ZPq/YnV
4vQWYOVD2ommGLZoKsdYawYur3pmeoNLX3fvBLSCR2IN4exiwiAl53x4N+3GyIt9
ZusenOP/cdQJJIRGvNTID1IYSZ63yXdf69Gay12VKWx1oCdj7xYcVElg672/mOQwe
IzGpv9khHTvsInQ7dSS/t/9NCz6C9iMYOeiNnbjiAaRsi2dQln26wyqtDSK2kLW2
SB85HVLAiCo500F5MCdcyFXZet45/2TXKyEWUImSmAtJeIiXpuTMixtmjidyusNK
DPVvQGoi2WYc4XwXEIm4w/ShQg+g6ExMzBU6Rw3x/7Un3bmhV02gwiDtiIilUKSr
NCXY9HuUStVfpydHKEepa95NTSXiYHZgh8 fUX5LXFAxsviXBI1C2IaiFvAvcweBCQ
TmMV/DIFYuLz9p7N4xqK01Gi/KUEv4pl33gB8EE=

————— END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

sp128spub.pem

Sample private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-128s-simple post-quantum algorithm.

sp128spriv.pem
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MG8CAQAWCAYGK84PBgQQBGAaYwSCeEF5RWmautTQ3MxjW++ezabe71XPVsHaCdWY
hsIx0qKqO0t4w09mgxKh7utIGgesqe7Gv3djg7yCB5mbowjHSoqo63jA72arEqHu6
0gap6yp7sa/d20DvIIHmZug=

SPHINCS+-SHA2-192f-simple (1.3.9999.6.5.10)

Use the following CSR and keys to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm with the
1.3.9999.6.5.10 object identifier (OID).

+ Sample CSR to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
« Sample private key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.

sp192fcsr.pem

MIKL6jCBhgIBADBCMQswCQYDVQQGEwWIDQTEQMA4GALUECXMHRW5@cnVzdDEhMBSG
A1UEAXMYU3BoaW5jczE5MmZzaWlwbGVFbmRVc2VyMDOWCAYGK84PBgUKAZEAKYNA
Q2b5QPWsWVvjEdJ1EaL+i6gYwod9gqWSrIIPwn/bCjGyLq6T2Aqwm+AFt+UtAMAOG
BivODwYFCgUAA4KLUQDB+DmiQkTCqq6LADyht4Rat7A0fzMynIXT//IofUFj6Z6U
HqsKMRF27+Ujo/mXjCtg5HCOVRNc2mkCsO@7y7Dnzjhx+agpR+Do5213FtQki3mhr
CZ0IzdjHjJIPAPDDF1F9aNii0GIBFBULNjpkiZvixJQBdBgl6a89DoxkcFL+ZJglV
W86Ftwx7vM2fYI2j18xJzdR8Ds11UUY/a9F937XCsOGcLVWvQ/bxcGoIWucGbI4R
Fntm1SHjmDVvTk+HjJIx0iv1lpMzblpVLR+Um5S5IN3UIWWY8a4kFdhu87FMgFcjb9c+E
79n+8A/IS1TGCStA310mMTIFpXZepvclpuJQ5RKgINIXVsPNc+gaQljVoSYG5w035h
V1k+QZC62YfThDpyLLjmrLi3L/jDkt1Q+dBLFVYNITnyMMGS7EU3jLYBhHKO1Wt76
eh5iGhlcmDqdTLCyfv4YXx3dbgb0iNaESiu7Z/NMn1Tu3X7Jsz1g5SchIo7+HWP9
8WPRRZmBgFwTOcP5eMK6fqQh1lLwqCezDsyYHZVYHZ1Cmx9TSzXK69CWhUrZcjgu8
Tfi806X7v1kmUeLq93tAR+p45ZWOUUN69LMO5ICIGIal fBRDP3kgQXiUjjusTtZO0]jKHXHWkjam20GoT5kw+RN2TrpLWdpjaWKxzn/WBss4+
fsa8GopITnf3Tq7HGZEY7Qda®FNoQ8+WgYw913Wh/Dd1jS100UQ2tTOpXFUjLIre
IC25kmRR+6Ixm7hK3KUf56q8F20ZP6wzbp8dtVdUnir200+BZLVNL6fdgQs1c20A
/gUjGiMh/wtgPBFzFnkGUEV1ViBtYdiic9Mr8gmWLDrXQQPATAUEYOduDVb27Xsy
DroL6fXRmZ7rySbrTuINTB8BgE3/MhRDE/tCZeiB7aNFhqT7kA6B7gHPWPOgFemF
AAey7uOl1REp21gRYzWTU4VaCFYNIkxxzgw5HxLIzFDM3rw36j1hGaU6UtkNZsEJ
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GATmeHtGFW5MdNMm6eyqOTUU/tEFC7Fceq60+WLh+9AkfM78FY3FzS/GelLgqvXWHF
J79Y7sWCeKRKENNE9IO3KvaZINj3RQEdaemPpbNQlD4H/bf8AWKOXx0BQ409 fwGnx
PxdBKGWNmyy2GigU1ZjrDJIh+98DhIgSjepw3B8jfGo0/MHjvZ4sFIs/rkQ9rthKn
A4dhDrAh29hcOeWi2wtyumyhEXTHICxzZcYDVtdG1l2HhhIsE/zDSKkK1+tNgLMgKn
u8wiWgsWtaBsFMTj8NuyiNetUKDrOW5+AcO9ADPRdbQU/tMiu91TMwUIhMuH1ViFH
+T49gLx8ai+M/s709Dkprfqyb3ofVwhxUlqSKHmwvbz3LDWOAjr+f9J1JtfAj4sm
glUuV/jRPQtvkHP/gwup9mqV4g5WdByOEEYyzKKkUTKwtVEK68NZeQ/VKQV+AThnZ7
pMYgyH6bpDYYySFAEVSMhOr+5YLvOsVS5xrkLXFPkrBhTgxjOrF3bzWakOw/sKy8v
rgHk2fqzZehd81E8E0E1WIk3bVTRpMt4VYDCtLUOIWIXVv4/6TmXkcImh60wX /8SwS
D2AWNnzImAZQah9dacPr1VxUCCZWVCnpENEV9c/oIHd7rXJdi8NIVzV56QToEpvxB
TWNtw50eGTDQJId4IHpdOf /hHXqDO44z5L71plcXhT1l/QZ96t3abPqlvfyQyxFRzu
hVTZtekPeLfRAGd6Tq9t5q LLUKYVNCUIkYmOAcwIUQs90j18YRLUOEM4ZzVYMBOWL
RIJvB3XhOF6nGAXw12PIool/6RVXxZ0/ONfb1P/+gqpPIY5Xf8RDVkmuMhkrLRssqj
mnyarOueFygMgp9F2tsaw5skrp5T3LN7k/vHyXAXg8 lEzIv60/BIXyy7zVdH4]jgh
bFAdFQHjZx/x005MF1352ZYMWUmMedK6Ay1j3pYOE939TIr5YC3L5fjR7fcTzOvUw4
SCNAyj+iIBTzJAjzFZQ9+ejUFlae8RU8/qvdnGTPK5J7hoPOAwxPAcuwu+TZZnpc
BgkmIxitS9yiCPVcKsD+oLdD+8asab6RdKj1lsD5cICfAFswXYHFLp3eclz5vLRal5
VRhogX165RHVN5jUhgIwQdoN9gUArU09aWL3rXGGBz+dA15GKkPIa+fNn5E0/qlqG
St6g51XkgHWcvVjtNrLWPbnKlu+22NM/YRfDb3b/AluafRiz+fiFSIYjpL1BRrgM
3wH3jZjVOM49Zz+Vp4b4SuPzexWubTLGGE fhfmpOMuXZighb6M6F8Bp8XpgrLQ4Ym /whvhOifCAKUAVWCXB8PAYHNSZ+BcJEMNt
r5MyObUoYYkg2jvong4AHI911k+G7ev/kxkbhU8cD41g8VCwCVPOs6c4X6C+30Mrl
ZEK4K6rnj+f7215XrxP7HmM3zV4JhjirHiViscdGhgCZbQBHiUm8jP4YOXr8h034t
CPmskecXfZ0hb+mVGdnjRMbpjGLkVyx+LX6tNEOgpuHHhyidrMj+pONEe2BJIJu76
711icUGbrsQWKTGTuk7AgidkocEOMQ5fqGPjRcIcU/W2S1B3nu9rmnfr8M44UimV
FhMNJITQVVt/BAh61LDAgpsIOyhArTZRh8G8PFSPhBW4rjFcX6/6y+S1U7xeiptgr
iquiVZ1lzuWvzmDsuPFSWROVXf+w71Xn2C4ZCY8PBI+gU1+7NOR/I2niUxmw7 Lnbu
UPTHK4FO1fPBqGPyOdDKNAsXvvOUaOMNobtvWyZccugzSE1sHYJyN4hNPvMCnbTB
A36+0yrWc02ZEpCLy33hX9kQ8n7HFi1A92B3I1aquw9q8q02/8XLr2SGqtyDiwTQl
Vzzp2F6G41cOLHMV1S5W9/zVjiF6rmUCzQ+u80Y8EQ1QgMF2k2UOFcNVFTLaDKpd
BeCWzVtR7PtAlzHoSEqmuP6CYRcbaWEt6UT6Pf4TzPVDvyAbbFJIV1ITHUEMLb+jUX
rxkRLASCN5RMaIxSkEiHTpbKfOg5L70W+djmuPrhD+JodL2p2m2fkifIq7RCXq5G
Ij/jF1fW72mvBSZubrm+KJjKC8H6eFwlv0698Uzx7T3G2eVGfRdhve/9Utf5k1R
+YBhjYEWjc3Ih1AQI62J6Eu4jBo3RIA3bsfD3yPSvL3ieiGqh88XXAREBN1KgpOl
UcHNY9muAJ1CdM1RB1lpk9LmMuZGZsKw5FWxroID9v/fBROcQy fIqcN6Bk+KgmTxKf
V+nQIFafpu/cXP/h3gQZLQxWEp2F80BqQgfP1Qpm6VzY/dLAEEet/M37ZzKBnunx
d4WNO2Y+onGa6urdnoDHkdpQBzwdCC4GENTNswj T/ ITLPtmXh2WmFjSRrmm6vS2t
y65BFOW5g1HPiFSc3gXoQL8q11ZNbdoUHKoRYTGU2hGnZj1WPa4bUEc1Ny0®OKkK1
WtVW6YyBICUHGjQHiXZhcMvTiaETpcdez9fgdZrw/2zvIzFm+dlEVODrRs02b11D3J
ubswzVJle6a72/qSaut2ialowZ6I1sBFOXIo4Thvzek/zoopIqgvAmelAt5Fel7hi
kOtxvGsXr/EfsOMRbaxjEL/9bQuhvxWMBNhKqlflwm/ozEZ8wHiimL1wyI358Nd0O
GNNnJsalMUXbzJr8COSnno5Elbykt2HrjawAtIIMlky0ZtmzmOTBCeqpS9xv3IN3A
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LuwW8Vq2wtwolyFSu91fD90cOVIS19gGgZxvhmGML5KCnRsiWwnVBF2OUHNCMR4c
WrJYuNr526VyDi0hcBOeellr3gqW2Qbb/QP9Ph1gIGECSA8QYCVHE41K/pYZif3xi
N/mKJI6CLgRKOi15aJZj0Xc8r3af+EgpnYZIECPHIXCOk/3At2XRIDPXoiwCzwDOVW
E+68Y/oMg2rD8RazZqSvyeHUHJ1KiH1DfzTNeMgOTOYECYRfPOVKUH1iZrpJKuTMQ
GXiro6Z/nvYuxtzP3yTmEnlsohdvFAdVYBhp219fY6YWmK9GpQhusc0220MIYuYB
KhIqu6dVOGOws+ibv+uPZNM2BEKK/A29wUc1ZKIhgxX0SCs5sX0tN6rITpA9jbGz
MRRINFlzypbwBtTOtgSNGO2M1IiR5131hHa5JgBos+hVY2kZv2zKxIh1lqHAGV]j89
sW/FpkdhF5TXKuCnEjRo/v6FEGjBiZgWr2A46tT1ZPJQ4VOE+sN+2gNDpwWJgeBKz
Q8k8ZGPOI145L21mS3s8wAlsei2f+NLsNcODcI+LjMGvyO0Gc+ohLIBgsmhInOw92
tsn6BPIpYB1183RqPz8fkg8y4s9CdOKmzj5WQnefZrv++grBtbBeOw45MxoYDiN1
jttjOX6A0tjKOWOe5pfz0gpvyzj50QjawlxXQRt8hF8JtGaP2Q8BoiHQEJi LHo/3
P1gqGIr1z4Wts4pfWN13Y7d9pd6i67gWMRRND61+wr Jixs/TxpxuPxmNLn8g3zKHU
7axcPEqx0bOoNd4pj/LahtX8RfppWgB7whuuhFTYGd7sW+mpXnZhOBjpdqQJdeT5x
31XPeHY60vc+HemF+Ad+8ytDCu69EABktVOT9yZUcqeCUec39mgmLIDNd6FLLX7J
h3Z7TkHSnu/DJHUW+WobkzOvm/nqTohuZZgHYC2Wgm81Pz1dS1POajuN4fBHjHzf
T8EmoxKP8DckXbC4ayDacY8zVr34IWvsQ90DaONsFoydUBcOpt/Rv/oRFHmvBDWP
3IVPS1ECtWQWKrWWOTf/G2PwOimBdPuHfmbXHY8C5KVGV3FfUDtuHkXQ1l160+10JB
WgRDCCFLKIy6Wzc fFEMWQITCPImhkVcRCdyHdiHyk9JP7aLYGXQPVw4SKhMF2V7aM] /kEntrust PKlaaS - Customer Guide 315
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WC6YAQoUVapL1K1OprVRSO093CLPcS1FZ8d1lHEgS3z1lyROT74voIh+ZywksFnRjgx
h7wX+DezsOv3PuK2++UKZafazuNELZQZijlsJo2LC4wbq9TCbZ2nk2E41c7d651+
5gkCeKLHNFSsBNMw2XRwmoCDSOufOYgA3kMbiwwGr++G7MoCWu7nD8FSOJKwiKUR
NEly/GRYkX0h/5zQCNplOJYUWGVHN]iOM7AkcDAwWO8r3VcOSEEE1jMIjLFSrDxUV
00scbGdDKV3B4KvyAXhbyZ5NTjOUY fcOpmTk7sImhHgTRQIIavpPjZanow5e7kDH /C60
S1jjE/efCNICieeRB4FbXGBI9pzk3mQezANxgBz2ZRpjgiCoqsxM7KuR5SmPBzFm+d
y+/GQUiLFKIS5Y3MqOD1UEEXZzMbXpvWQ90ySrnZ7ufoniqybPX1hNhqsh@8DcSTU
x6IvNopaPgtQGohKx81JE1RQ31LEwWWU/BZhgOTsXKd9n9Bj9JHot1DVThIRi7h1MG
OQNfv1hkwRNWBeU3tuACsX730XFbvWG2tapLXzTsfCxFO410JOR389XMdODiuW/R
12QZ1h4YjxCv6HUCjDWQNHUGHHUS 1BUOM/yZqIbBuutA9RH30J89Yff+To3D2GzG
1VPBNndOjUb9hOK1J21asJIwxzE20qlkeB3xrmVs4oeTZHU6fdVwlApoPzQAFW3i+z
6VEEtDh4jsu+X0xuM7x0DuQb/SfP8zFVEKZ+dOOVV7Rs2w3prllsclTeBmROtOHv
10AIa2CtFh+qVPfZ+W3xHiTZ31EaZGvsHttHY4cxSYRpJIyYU7/808WV+gH1w35tz
pAODSipGZKWiwI5euN6H8CQrdpglXZrVdFJ/wvGP8c2t/201zZIWO8VHGrerV9Sm
okGt8D8OWBO1DVOBXx13W7LoHI9ygINWFTIjP+IfaCX01lySgIN6AMzXxiTPG9jXxCNn5
Y669YGa51lgc/AQmX7o0EqzjPDzklaVvB8Yp0OqlhlliEk94Pntc3rrD4v8sZgko8aB
+icz7n+1rCv756vnw4ipdINsKm1LiIigT6/n7ayXh8M4y3bV9IdUXKA4W]j8yhUqZ
pJIKbPzXSE/21k/mDb/eg522L9hsMe+faC0478NOdAb1O2URC56A+WN/HXQNFIQY f@QxzzKKMxVvi
GC9zHN6CAPLmzImIaCOiBVYDT6mO0qoFzGhNB1jcspN9fIpKbjoXd5tCqy3AolzKH
pUnp+scOfb4cQOcLurJOCdjlEhLewl0+Pv403yWq8rwiFatImzqfF5Jty95BdgVu
FYc3gtL3TOHHt5IaUHb4d7LILjx85%x/Zk7ccakpDTZOOm71ldcv3Z1YCAPjq9yCNc
C4mEmfFOUYk4zM5b20d0/sn6+DWU15bCm90PsqNsJI8XnaiOEiUkluwPI73If5Esm
YFwWOR5BtX1ReVZ8ZKmHIatV6qlLw7rb254u9RALxyGOwWFeg706SVvWFzwp3SI1llwbt
sHU2jk4GE0o81eXCOWXCFNdZAO4AFhXhgK003dfedgNAgUppj+yla64alxMce]jfWz
U68AECLYNneyEHY3QMT3Z1MPqYr+bzepLNCGLlLYVK6cznDQN74xSC2x+pybKbgOroe
SVoz6T8q4bkVNHRY6+DqOD7kopcB4CfwvsGl6iwEaRKvOhO2qtRpnmieDHtte8TW
HIb/ODI2nX5498FBHrPJs+cxPPc6diliZE9FdNoMkBoaIuS++PNN2g6t9pUk7jIK
pW+y8CbrQfkGcF9Naa/aEsyZ9Z04rOmIEQjchncVnlrcUW2DFFN4Wy2xtWly5Sc9
5S+1E72gpiw+5Z++hMrGGOrgBhAJenQSTbVgdm3hFaazglWOHwWmkCs /xj3020fsV
cS6WHRHQADgR1GVvQr5GXD4p/XCxVQpMrgclIIqcpbH31M9bcncX3NRWOWqyUEZP9
tGUW7cugXVUm5NmIMKYX3tSEsATbzRpImJuQhP61igUMFBWREIRGhGZzOtvWQz1lkp
VEbBIYJUGF2Z020F+LEXjgqLsnSDC804LLRIQG5BhOMHMO2sZz5qpI2MEAju4r5d8P
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@ ENTRUST
 /MOvdjNwWwIOXAsY6zZpN/m29nIDzNIPmqB9ZjZSQfC4xaB2kp5K20I0
AwaPHsI93FP5FD1ISMtsitX8THCq13BfYiyXm1Z0b9uCOh9DqIf2gCSR3IRIUS0S
WLBYW20MkeTx07G+9K6CsDmMHBmVYyBWQbTveFMrirSvelnkjr2P+CUev9AkoOc5Bc
iE7CgSYxevhID1Tz+RpCZIEYNGIIgZsLYeO2LREFxv+M9AZpxdHHTXE]j94V1PjRL
wL30ovo9rE2eSWio7hcNTAVLsDOpocPqaQ5BNiDNHZz9Bd5e7a4EjZUGDKagJ1+2C
KAktpP7qWDJA8XKOAFFDVj3DqUCtOk5gk3A4QRSHWZpfbOfXxEDRTECZzVHV /H489p
SgoYAoOLI10z9rgQ+BO+HOejhD+LdzIo01VyHQ+yeHkNBhp+4KqDOTdAKfOKNIKCK
Xho13T1iidLOga9Nc/y4NolbXpcOoma60dsjBn+gKFOwmLQqv8XYiV5hofubU7Ld1l
D9/xQKQ2RCAN1+1FppXTioE3P4WW1+fjnVLVXWKGhWfwLE2ATf1K5X60x4 /VW5FGs
8TU+GGQYjnWBlyu4hB3P0z94fcSPIfAtHAAS5eb2GTLcH5t1HTYEKeZD8661lquzSF
09A6gFaK354gdfOnHURuUjtmSkFLidmZkqHeiB13Tt4zAo0baxIVy4f3WsRky3Ww/
LODp83rNqdZ3n0EeX1ZgeUJgIA09IF5ndnKDjMrFUW4znze7Xucm1ljN5CSTdAKTL
hvMjhExhd2H8w+0bF32A/yM3cybZ+u7bFOIPJISeNIBz3dawci40bBw2DgcVwI2KW
Mpz6Kkp/HPMXcbL9VEChydpX5hgKplxL2gtfOaUDX+RXybYkGUWUC5rcy7yKei90
nCBjvclVrxFef+pUnrhowWVeebACTLmyq+1lvCXg4JCRtn1DV5c2FAA4MOKLITNNZ2
4AQvhjC2453y4Em6KDZQKr6NkZztMtckJoDkW5jkZralArtocuTXpejbBsdyyUel
aTvPKYyIDO+eMGXmVNFfTPsyiRqkyXdOhiYWLh5IvplCkfEjQw2vUnBZc7r /3NkV
LOcmrXo9/JvhG66/MSX/8PLsIZpP1W12q8B2ZISAJEL8P/rUuqCwOwyDB24YopJJI
hAh02TsghSF3yhVZMVGhL8W64ykrjaeScJaQDOTENZ8ppXWa7rP9gKqtpldqPY5k
SuLFC4pLmPXdVmVO6cQe6ZVUaEval/sLFX/QQH9aAVNI+1c4eEXNzaWha8daPwrb
12NRXwqBHSY6zCMCO9ZNX4IF1laQwIEVOV92prE42ZBen5jnlftaylttxeMMql/zUl
hSpUUQQD13FWP1Xp+rWLozXTMNglqjVx4S+30/PpsqxIAvhkly41ls/Ah1uDJA62n
/Hr JFPdOELFBH1VWrGeU7StSpCfQ/ypxeopqaB+7VzeNUTtNuxtSS16QyyXIErAt
DsB20+6YRhsQtMfNjhoYdbPSpaILiAh1GXU43T+0klYQIZxacIqZohvGDDGM1H37
MIxC+AI3EzqWmSpnTN/h2ED5zSVe2Xbf3HRKH1A3N6hKp8/ /wX6fNBL11ZgtoKV1i
TFpLKAZgD1bE6SZ1/x4z5wzbzTcOhCY1rmFcK8z50GINEqIiyP2Qvr+q0CwP3HYJ
BLVuIo6GMQbRjSDyDzEr+3xAD18E10m8dPGDT7VRw+Q13T/8sMbvhGx/oFGhpp8r
UBRaGu8YqJuvNGKM1rDuy5SUyfIhWSJIDFdwiOeL//cUvaelVs20KqY+4GGTc8wgQ
iMgmv5tiEDArG5uINp+4spOBUS89LHHWb2rRbAF033xzNOwH3fC5+Zy1jSDpQGpu
sIMoCLRkUuPbL9Z1L4W4Gvu27Es6Lyh/63H9fVEVHZCVT51sZTx3B5TAKOEfV+IM1
a/F3dgsCUCE5w2SPFNE6BXCG800JUhLnZbQULadlgGBjOYKWFfTU6bRMVVPKZVB5
IcMXyFgFQs0AztOCcZgWjA+4zW1PBbUASWZzI0B92CzG/nvX3GCDGH5KWY fzalcBlEntrust PKlaaS - Customer Guide 317



@ ENTRUST
 /4
1vnRdm2vESBgtlRoYr/jo6dop4R6xHsUkApyn8WRemCQx34ENJi142DdBzTgWJIVHR
ZiR1/mHUSsbzD3DYGLwWO01d9jjpKudbmButXUTmKqVxzoaPZipkxPr5DHG/MWYv7
oyx+s3vGg5pb4u7Ct9trMAOiZAynP70hSNTs1u7PDa®9D1un6y83V0jr5+gUljwb
G7XN1QGtgWL141dVDP84awDfDwMbOkoSrKt5F8/suEGCGPMktb/v6Ea7+DeH21TO
i9IWw+AeXV/63+GTbn/ppRbad2ZEwOuBIBl5u2arQd1lCLchDR2937uE6]jIcdoWeN
IPhG8sBgR7qSrLYCMHVcwnYUox6MKFISEfsITUztEYE2qjDY1cRVErjWS2XCQK+2
hKREb/IgD2ZqECID]jVy8F9AvnvTheftqWYwiXdlFFKG5GSkhP9jkr+BAgQuxBPuU7@BmM8uJQtP
+xgHo1J37a0Gsz6cEONmMlgkzA/8jtIfNpTXT1KBR4tbPZASIN61080XJIJ/cX5Aew
UpaFHTKJ2tGtWsPxK+iImXvpdj0898dV1ffEVY8F3M3Q90enIdzz41BN19m1WNtc
AOaEh93HknoXpRwnwVoYeHt8Aw+HYt1V+ihQRsW8hw6ZL5LE2B3f3yBbkVWPG3X2
u8HidSwJGaBCpV99h4obqr7Ebpo6VsIaEKOjmE4VXAWZK] fFnEWOTyMphhz0/pvU9
0+M6H4uu80L2Lp21/QtYgpOazZIpILpjlLPhORQbTybzwTDyex3uz95F0y3uraV+r0
WRN6VOXhwrk3/KXWR2+e4v/BTOWax6fIjDLLP813NCbkONreLoLRSYA7TIUS3JHr+
Rij20AZ1K5I3e5gleDYsFZF3q+4dp32pS9IhfCp+K3641fn2F03zW4P4wctwQPRy
biSKBOOAXEUENPs1CCePglc/RfRx2VLV/NFIHPVFcUXLWAG@+IdykvVmLihxQfNJIp
ZxaMRj8ZI129JFucv2Y6IpazXN/0qITk8BYd7t6IMTga3cPhXAhnBC1uRGSQS+V+
bbc600gL7TkmPP9+ek+K9GyqMDjqGXObKNB5wWRPq1qQXP2WavIQvFAGOc1Pe030r
W5TK667j8NhpvURCgDHNoN8NUuVAXg3RF27zYVZzGNSITEr1aOWyw9j7I1RfhrlukeV
XencrrPo67EAZYf8LGM5L6q6ABhkMiptU30fwZbPAo8rsiRrlddclPuIUdrLokSe
ro5P61A1i1wskXpDn6bVIQ4UW1GR6SxmOpl03Fhu93Tpn21T4al1Z3p7nDvbL+DUef
JcC6DKcznR2KNnsRNxeuu21SjGy86XoVI1ImSF2EGvX8vIWDrEW9OyM5t0/Mj6NeXql
jwyKqGxaSbPupJCbV2P8m1Zz+PH72LFnSmXLOMQOXxdn4zsJkB+IzXS+eRKO5nHya
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agnG4biREQtU2cWpjZ2yusvg8mfAXeeFZbbMKgzPEoCHfzzPGzGdNjjwyx+Mv /m/
RZiH1ZKYc8mv1JQap6KhIOV3KR69RIZg7bvrdONNK7Z61mqrGNLLOgROektcFrhB
vgHyD30d/Yga87UhdvEwWHVOf3CU8WTeV/pBnNfT6+PLMI1IAOAvcmxeb7aNBchml
78uzZ5kBpmH1Qz09V28Wn36riLBjVvKH/UK9OMLAS2CitQRRX8sNd40LordPZrqe5IwW
yy43DHPhUGsoxgIEFBww2Ysa7VtR724rj5+LboxwhXudI8LKMN]jQrzKUK8gC30T
3d1tBJU0JIBgBS/Y1fKaldFw8UMZEkp7JILI8H+rCWa6YZV1Thb2qJIwlTlxeztw8EF
0GArTwgQaz2qxky7I1CBf5¢c/rmPsDqZ/pMGEN/LzmT4gq3n+YIHN3hgEfORgKnplY
8TIm7KL/y5Pf/x2hWKlu+8hRzW2qN2/z7fAj30WW+sJIfhkVNJ34/gDY/4ucBzb2/
RC3F7T1IXNTwojITtXiM8zlyvtoXd5/mZA9gqOhfFYcF1DCwWR272tHLLcOHbVXx+tw8
Byn2i/Rsrr479as+5wVU5A7ur0Y1GhazooH+2KFSz1lozPZFoOKyRxPq/kdREJSjo
J8LeFP5MOLU50q7eM5/hdRCkfhZT+ikFPCxIGmmf309e50B+Xv72ubXba32DOtJI+
Y47v6yl+rEEwvE3eIFr5RVbcED//qlnwou9u5jA1gETkhqOH81ztOMbZQV+ZIkc+
IOWF93KZ15K61CGeA4wXy4RTB+9QKo4BMVEQsRtfQqd fWNVHEL1GVWAGELFUEQ3I
ulX2UXvWui2feecjqr7tFvOU/rtuTlvovVcAIk4IglPhQ4fLYrd97avyEujYUCiF
Gk63BVPMBeINQXONiEJIqA+]j42Ym44xGwOFKVy2ExozvSX7TEZUt5kw7oq7VMImvS
69zcAQ7BSQxZFu®Hh1lvhgYM/Fja5r8GBi3bTsfbjZeUW3mYT95x/zMhX15HEmMJyi
VbH1HI4wR4WM76E22QYOMTSi0B2b4ukzYWptAURW6ZCwKWwWEKXsaIrDNjVRxnt8z
03gNZqTB/XD59WZ /XG8qBscoR18QyY6PyQLXtPt/4YBD1azZ+CTZjly+Q9nkcQXg
QVQNrtDtqasub®Q3DcNXVTNEfLB/WtQZ7WmSb1Mw81iK1TsqrEpMu/A2fxMAZzOXN
FriMnK3wwPI2XWBGN11LAKYCxZ50VEBWv1v+911laEbTON]7A9hC6Xm3ugalMirzH
UZ2RwewWFMFly0f3BYJvLROeLNevh1lHejX9MmyMIMMab87dnabrqwoCSFp5vgIweZ
mv9OLjZ5I0ENLGYG6TIEN/eAHoRO591aD/eWwW2xqz3gUHKx4cjhHOHStON4XTIRB
F8gbDJHZOEUsSVHLExa40w+70dnPCi+oPkCPtkAUecSZVhjxB7BR3kNWbJ/T+gWvQ
pyJImpWIZvTz3W36BITMQAS5/XGDFZStZt2dRqE80Gj8PHrLItphQDi1j8HStg4GLFc
LIb93dPV11OmTinoCIF9tcQ91ASUAA646gboMCR+0votLZOhpGGY3xwMoZ70d4Al
0icCc3Mknk4hs1zjYGSByjfoorrcnng6qftZBYFIqV2758Yv1gpk LHV559YBWpOQ
XUrU1l8aEEvAW3amQhYUJyOersFENALWD/iTMcPgPFYpje4Ir3PPesLKz4dtA570N
1Jo8unMTo/XsyHzSH11lgzNXnaTrOL3Hs4kualD1kN6z7vpegkXEutCzoAlu/vajZ
S9CR41i+came8+P5e3n97+UgkCr70XDQTdVabGcr8mSsUuQm8bz0K9gju2ppsIyRc
bYTkUSUBFE03s0zXGE9FCnoecG61EVO5GER2tyWJ0zBFb60DkUZcu5QJIFxNel805
gn2U1IROVPmM5025a5HQ6K4gCOdykIXYE/Yfpc64XEIfIfhaTE1s5HRVDR+Vf9Can
Y7u8CPtL6hrkL1CMgWpgyOYiIQao/wSkcxrHKOxn6tz1O1F+KLCgA3eSU7Na8mlj
+0e2HzjESk4r5+R9VAT]jGFzFzHVw/sUSunVNwdeUF9usBd0o17xBEz85gZx0VQ2L]jQfeh7pCc+rPQQfqo7ukkwsQxfz4IVznlc4Y12hXb4ioj5VfD5
fYpNMdvnkkkxfC/QruMOzkFWGEYYwpRXFfrIQOLIK+45e4rEFUD5/KChSDR1ZJdu
bQjONqsjhUGC8LVYJICObzcn+xDBydDQIiNaihf0Si80Z0luPIdhx5T6AbFnw6hnE
JozDcOYRXO1g9ERrCi4DxF8cqIWmfucngMjut9tVGgsDnZST2CCQI/WIkV+WOHEK
8hAG6pKECiW1fsN9fATIa91RRmMQOleSZYjaH8hFm23PidjIclWuJb+GhVX1rAEi5Gq
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zdCL+kyozzZx7]j8vvDkFs3J000aieMOKjOh6nsLsAvTa2ZjCOS+1ly3zGgTdFclvj
58MTc/QsucUwIDXv4A+HGs8IgDaMLrB1F2nPDTFksULs4gedihEsy2qqtJGZXSQO
tQUQ+e9zx0Mpx1UdOTTNn/3VTz8NO5L8S3LRzmbG/ /xPajRIORLxOgTfNKkMxrP2ts
lwLOhfsAcocgygdvst497FLDTjtgYb3y2HE2wZdhITMptc2DxcJyT/hJeZHudApX
/qLBbTH87TX/TGO7TK7WiDclrGy/Zb4X1UUbnf38YTf4hRNIMFGhk3CZ3hn6wtiPZ
kVQNocm3BWL /XH1OZNtsMvjL1k+ykWiltpMLNNGx98fy5kvUbvpuMifGQg3Kv9Is8
PF2ptjBfxz0X2+0ZK2HIGhekFkxSO4ALHkWcwx139AA1VIDf/Zh3Ds4dfbgg5mLX
/3g4TFk4mabEJPdfIA/94CwyuImipFlUiafQp70ZQ/UC3EANdttNDECiVFWXFEZ7
gRxt80EsJIrCKOXW317WRBjqOgvq+11lbZ+7MTsIf05jICFIR7jhBPLAEAd2VUZiZw
i8nNiqgMmdCmM58br LPUCFEMBhUTIGfGcXN20aAGie55x7E/STG6YjON+dWICpmT
jzfbO9LLVArcPhwr9C/CURcwwel7LCYJcYN6JI1Gj2FYtmmRy2+MayUBfeU+xb8JIB
ZRW1MctB3K4tRVAaqqrgiNzhy7VIB90VaN7gbOEOHdtmmXcNsUDJU47zaGPZcZtA
+3EHKGj gkAWBokvLhjzB1MHGsuj 126 gDdRMWAFE84CfURQ7yh1/0Ctxpl/X7H3J
0mOG5QshyiTPVhSOeIMfpSwOkbI3b/ffNfiPrtrM8t2MiVySF4BhypNM2agtlloc
eApRQmyAL1h+J2fIG3AQfA1sPJI9JENtjQQDrjV4hd1tVhe4bwQBmlI1l7sBccuiwl
KS9UM5y0649cXXD42kFnmWygPuoglLOr6L7lesShAz6mhST4T3Asd9mG9xSaDwFBg
2WHX1ly7QjajOsMOv4ZHrB5cGhTZduCzhcxJ0Zx3FkvIz++NatcOX+s2qnXq5dsT8
5mXYYTOCHtDrUEOMhCFF2IHO+Iy6rULFLFAMghFgNInbl03tJROTRZA IN+w+cgW rHWoUmTGZrMMEOtSB4zFRYVP32tvLAg31KWYEKdGEG1ENIg1lU1B9ylnlLpL/yf
NXTUDNn43JsDsBMIq/lkiotZUfNe@rjRmirVsb85doWy76vwOyPKe8loeycpnAecBT]jsPOmX+/nOMc6PHp+8Z4dplWRkeEntrust PKlaaS - Customer Guide 320
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WY1lg+EF8+IHPZNAGpAlpzqVQRBCeVz/ifU1lQzMgXIXYmiRhIrqHcIDfa+nR4xJIKJ
SqdQI651k+3x5TvrauGuU07cjLmFENe3F4Yb+13u6JawSHqOLHDEImX/FwgSPEme
kf44tV/2AMFvwaeult505d0/Alv5j3J31lulkOIVstUNmMC3SST+NOhFEKykn@ODixD/
eDhiK1lzkNpKgW4NWebH4bmWADGX2UDGm5vbDeLmEFV35kVPwODybRJ6/gVMULO e
oEkN8LzalOzuXwe®na/OkHWIOcm6NjKkV531PYZzoGfjYK+gxxsGnFWNj3WgmexcFD
2VONc93IUeNWTnjk12kD9M5g3tmxHHI30/071X693371vEIJIpz3N1xnv81lrpX9f8g
MasHdV5XwE+J7 fKOU5+hmQAV8QaCZtYiSYsrfKoBUhxIBtcHtY4pzQ73RSeZbM9J
IsZGcW2R+McfjkwT8+gmlFeFOiwikjOuTFqRsh471501gNCSUydjzmN7+k/UvigE
5j2s7kJV4STzHpbsDZ4C/3Qfd87iLxjM63uFDNDTXE761rJUWv2VaeBOHziWa3//
hJkJIBcFyFpyO@ZtDghNOFEiCIZU927A3yzuETBy1701xi0tG40NhrbhU6518hBFYB
i1S91/Nq75XJI16BB/hRWZLrPLjjg5RMS46amaKM6AOHHZ+wAC4g5mOypG/Lv2pfc
93/atYQ1lfE4m+JrpXJ6kcxD+kfJi4iE2zzQ9MbvCRemgRU5TNjxnkWmB6p76JcP/
feciAHUN7VBLhHgONWEPawiDbpzIbiOYKFplKbW50c4X8wTmmydZHT8UG1sM159S
y6XGFWpvddhErdhZdoI1lWZ+g8eg78c87vOFBLXTrTuTH7TqROYTZMc111Mg6ylPrA
UHIoAcuLB5U4f+fDWonilTWXDICbx0Kcr/OW7qQktcljTce3BQOrfeOr6+Q2dklm
WRIRMKreW31Fe5reYEbkG]jf504I1B/gh0/+p+w3GgT50ZnRoVMtofWVtMuYROa9y
TrbQu+NJkyHesX2rLrgMOKROZYc6w5n8xWYrati7J4Kvel7/a+ZnNUw8tTD1z+Ca
vDwteTpVIR6WY /XN/PL1pkOSTzx/ANrcAE/avq548b+x063C+GlvFe/SkGazi+Hv
mlrh/Mi0XdO6KLzNe2YpAlejOZPOON+xIROqSB4qHirA78R551xJZC9/AVcfopUG
60zSx11C7y/sgu+xynfYJIZZ39mVXcIWolGROUWGUW3ET3CfIetoHvwy9XeHqwwHA
cNf+xvnK7HIo8x+E3iBszYmIetwVMFhDTMOfZ+hOHDwWVq6bJtiftQNtHkrCgMiz5
MYD5fr130MhVaNCBtUpUrrb5J9PnEcmgnxsxSONaasVrwV78xpUbwmlbMTpmoKU8
2Df4FuAzgwUpq3P+613+sN8TxXxUCCRATzI3R2MA05XPgFWIkNLa4gHCcQEgKHXCv6
b4U6eQuFNXxSOyKpLx/4DwQxH8Mj70t1lUU+6sIGIz2VHMUwWV3cU+V7SAxazg2Fbhw
OmOBHMzzR4X5fbjF2RfnryKMQOgKimm+G3jigFUFWtO1lRVN6q+SiNicqEOTUVIVS
2cdqGO0BgqsGVX6vPiDLWX01C+923Yqy/VdE4/Eoda9LZUN2 /Upb79QNgkwcYNNSm /XN
£34X57hJUmnsz7hy3NVwvQ7KErKqcFInC9Seco5ZmEzhpy L fwNyRnfxpk6TVE4Ik
J4pcPyPjHj2EveEz5tqult180ypZiFjqgfW4880Q/s15k33X3mbZR0ocp7YOrEby
YCilkHWahY5Xf2NgLKQcxPcTmFT4AcbZ6s4CXKVZKUXUJEKVp+iBdbemsypnAglL7
EgZE6zTzKh6jC8jYsGffF4rNhA+t6H+xJIbnNZAfKdod6VnUccUITelM4828Y9ZB1
eSoo7b1ln3xhtBomfQ31lvwXs91GtB5bteA3QSR/WIebKhN5DhJF4qrDuvu3DFXEES
TWGVDRyyePKV13M1lwOUZPcHxbWfPtaeEVOBIVANPSkjoAIrufLWISEfUdKwTitkI
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@ ENTRUST

VVgBj4rB2jEicn3/7SOMLh2bQIq9gVoi8V+XXNBP8T7ddZvFnUS1Lk+/ZYYK1Hen
EweEdUIL5CHVhev5ABbOD/r2QtN9GA80oVpjcuFGFj20161Ys3mM4Wt34Z4xbPg59
VOvqJEI+QVqAgI0JK6K5k003Zrfeu@c2QomS/Rx4u5d1IMVAQLT2iI3EApAU4LS/émXIY1kvMV6euvqVirLkg/L
X45VkH1VwD1xDGOe®oc/c4WNUUW1BGY5CJI08yjmUWuOc40hIghfTFgSoiqyKS+ZA
WYgzW7G49HUFCg4cUgqYmTgTCg7HtBnsgkB2e7zEmvvQ9nOvbGmBeS84elRUWGbSK
1DmzmbDlbxzTFK2eAGPFbLWCFApnyhGMg7HINXjBXjgJlsbin3KqyKD5Wjw6rliI
reV8tikQvTBROZwuseVO2kLNovg30K6IVVSgpwkHQ7IpNA1Hv /elelLwNZ /Rv52Um
koYY63y7Y1eW4FIDUR+w]zz9CtiunBkfOoGk+oxNpK6VOIEWXUQDFmM3a3u®FMK8f
xDwPaIyPZmrOZpc5FwYOu7MIOWUNCViFhZg5IdaN9UbGwljvGlRCR1fOMgRWxpuPG
SVKWgn3Y7VqlWiVOQDAXeR62aue7UZyh0TcI7KzqozjBxtDfZ1/sPvQmlPhTaDY]j
BuhGvWvT30/ql1NPTAZUZD4ItXi4nD9R4a+7I8Itpeo5aSL1CCppz42M+Vc8e5TI
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@ ENTRUST

NAd1TH8709s85RGCaNKDzy2ihQ9UAcXLQmolFAgEqOfiUx1u211tQ4FjwBp8RYIw8
6ahFVqHZrXF+w51kwvDiufrOgaAj+xAgARG3QMzhyMpgcqdyv /ox8XvtWXvkQ2uulL
wr /R1IEOXCP6bK8GiQSKOF8LYRFB1+sMT+YQ18zHLgNTE2U9AgNO2wNKkOPArWj x/]j/j491RsykVRyJ
qt1l874LnLF93nmviZODO2hcTt4/2PB51AgDyhmx21Gh80xKi1N3w8qafCke3tbT+
eY49iV7c2qP7sNe4+5ukcamFd1pX7oRBnrj/cUXxNfk/hjX9MfpdD54gKTwyzAa
3FwTQDyjtfjRFOHWSUTI3HQMkwIIcMEFXA8McO+3tngPJIKWWIOxazwjVjwceEKHmMU
YQ5g9CdUmZ16cQ6Z0C0Zx9xQtpkxgkePgbe+kAeQhTRsmW+PhbsPyyoidYBGcRGz
WOzFMql761IdOMq/7TwcHkXI+F74tfIJ4exW1z0sjiKIsr+rwou4oICSYoDXnfk7]j
unRvuvGYuB4gxuclSIhMIBOSGGBCBQb1lsLZRr fKzMWHOzB/CjsvkxKaoP5G617pK
MgjghUpYgBwVnrVeQwlgwkjyNx5XoFUyW9QIgIsINU3E+8btD24takp91eGTIPb7
ZwxwQhfHPkxvNMRzQ1ldOwVT10u2XcBDWRS8E7bXHM+AuXGW8tIQ20SjXxB4+0U2IVW
G8qyfPTYcqgIQ2Hj 1D4qCZB5ZeEyyj ISYCWNFDZEUd2 /ZP8PjHGevDZ4/qGVtTy+
NG4SghB5uZx5Y5RYpaAnoVUUDZRB/YLzgpmGHUQ64YXi3+gFwflxZrjj5Cc7wl2K
fd76XpF+RcYUU9MPyeDVNWr71C4LXKMIJFBFQKUSkPdquJzgqOwhHsMrB2IxhRhEc
93nc5tfbtUHOI8+rTvbhaG2+jEBCL7NIplphGCCSvIZp/DCO5SBCowhhyyt5xkwTO
Fj3qefPDE6RofVKZXrv46Wi873HWVNIN1IwmgA7psOicnYcjgFUREJdRNAvXLMaay
JbleWaYMHxP+M32QXIm57TSCmjsrsF1j12D6qFTIETNfjbIEUlpBY+I6t6yLG8WF
oHt870PDkoQMCjiDbBaX9IUh7Up/u4mLF8efu6vFQPNnSfyGbX25yfk7Q4CFDZkpK
b6weiSTRZ7EdrS81Dq2 1GTBwQtnxuRFGYgkY17RgNGRZ0j64GOXTYFKOhz1lyghI3
fdh9uB93R22+NJ51Dm8YMPLEVPVSjKyncdset2jX0c4P7IbivBUSAjDPTeT8g4Ga
yfYAOPQINUMTOhJIR4tI4j6MdNUHIXd2TiErrzXWzPQVgdem51ld/1PF3v4W15VV4p
EZbURkZ4vk09k2sdGs /MOdmyF /+8EsTTnWvNOdgjxrIry5uHAB3nX5bsEWeBT+M2
VTpl8fKejs/rYF21Q8wImUyk7FkdG37mph7csXpG6cR1+uJQNVpRLSUBA3/2kYwU
+yj78Z0QVB]jivTOp+7LRQSfxLQbOfIZTcWInaELgNYOxzmB+BvdI1RvcIcmm5zKkE
mxorwjoIMDNOCowe/Bd4iqU2iELSMY7850HpL7G/ZwwE11CuRdScPXJIxD8rjiH2s
/ztyDtA3YtYKICFBgjOwo62Ih52fR1CfZ5C4Z1ke9TRE64k431XIXXjx3uaY5Vt]
aQzZzorS6RgtOVGz8XRKOITU90ZPAqFzJIc12dMNDkO+2AA/16KucqtgqT1l70UcVW8
IFWZMDNDeTMtCsFW4bUJc74DvcKlaby8I4KkGTKbTB+JIYqFgkk lR1VrLexmTfDrN
aMpFhdTTCLfwQeZN4vqSLbNDFQayvXti®AxRzRISOahzc50z2DZg3EMnykOYNhSs
YAVX6XPdKBF59MI11wZbgqRANpQL2JI+nE8qGTHgQIOb+AVR6/rrFmD3I1qsZ/UlnF
FrBWm8MHI2y f45YWnmdI3RYjoZI1WP8]jthQMAHjhzDUQC7bnOSkFyNWIOqWSM+uPb
Pj1RcQanGutMvRZWOG6VGOoNNf3/23QgdId3RebPi+1WrpXKfsQAm8hnrZy9ot029
UooUQXx9hTLZESc6cmyPIfzFn5TXTBLAl4xv6dr2sc19hROF1laeUCYS8U3TOSETFQr
kinlJorqEr681lEfTfOlgGUWUY fS+uZMHZrojzBguRIQFc4gA/327itTYPdgLB+pf
Di8pflF7EV+ZcEbVaeR3HHesOfA+okuG7IRvpSx/f+3xKA1uAQbOVzIUWtvcM8og
LZ2+ZHYzrI6vVZrpP9ixVgZCqE1XJI35CjFIDbCPrXKVBiKCsIoX/pR+6D1at8GIU
TrNANFzcLOG/P8pkNJAKbT636Wulmt8MvXMuOGh8Yyc480qcUadMHbEASU42Be5T
vFNO1GRpGXemON1fsDfhDeq4jOHQbQ/tsM7JIdIXLOS91lrcAZsRD+bZTgzGS8n9cp
JciZoVkYNmgi®1lXpS1FbTzQ5E+2z1K2UGhQ+P5wL7riqgy9v8u74y6yI1l3Z8pq5u
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@ ENTRUST

fj35MQiY8hzaXfd2SzDqE4DXU1ifgelbg3Za9NLFo+Q/ROjOVCT/kQUCI1lnpZa8D
6IcOLHOOVPMNPXCUH8PsJIZYkDhLA3nqRDFshhRbiFOvTGzeh®5k/DMtpuicIPyMZ fZwdnI9LRtwmEmwpIwlLNfahPSDQgDusViJWT48rf0Jzo
3gplIlwl905cxKHXxKtQznoT61QTHkOzscKxvGThILFVTO3VK+W5EIwhht/sYeGX7
AKoMLvmSjGSh4358akdsmGK2xnrlryAlfacq60oeBeSGgW4pSwAeuCjzxoS7yvD7
4GpHddrHnfasskIptqBj7/kLyC3+f9zV8LMObUcS2GfGII1THVsODsoMbCY1TID1G
7ONPsQvMOs /pAePxHyGBI7BK92gGVaxPxB9Y6GAGZMWru+JIDbQnJIBqUqEdIU9P6Ed
mzCJ9ywHIwWWtgeYtttWQj3E/2VRpoaxv2yFHszs3tzG/fGi194JGpT7moCRfMMpm
1m6hE5Lya0390Wiv+YgrMMXpSS3hh2Hu6J1Zd+e7R13P+nTmacgnréya5tQisehp
L7d3mOYRej91GGPikfghycJ14zvIpzXjn5f6VObOjAjciS48USTL/nyabQ8RiDZ1
5MV7TOb/r0jcSFuPDzxvjbUPDyWxByyZtIOOJE/x705aQ92Ph38XfASxSQ4zCf64
my/FjUxL3fseSSxGGUy304KdAXVKTmY61Pwv5eRKZStrq9WAy2GFVza4cqUtt/fOE
jHW1MFzt/40PpfyfMjHSWSOcjgbN8HWfb90Y1sAdzkg6gtlnVrAND44Z1hfzQ227
UYNHc2waBIIZXzHwWATOZYiNsm/4gUI4jleJokD/3kWGyRgkqGFywLng5Y5DgZmaF
Pu3r/8X4sm/dyZjTUU3N1Ek23wYaWhZeCNzg280YCBD+p8Asf2EAMOibWIKK77zv
DwR+AHEUAY4G8xG2UuRpVjsYsoms+1lscjAb09bZwCnetBhAsb+8bSBaGqV85BgnJ
IFs52fwomsmIH/ /ZuTPqT2VxLfTufQAtkiluaDWyiwJoeFn1l1FIx1Ir+Zd3ZCrTc
XORFSZB6FGILtWexWJ22gCaw02sL5tyCy /Ng2VIrTxgtGARWbv6dSDFA3uSIMK+3
51920QaIoLVQhzhmb6yhoCX0Jf6bMrKyDj6I1IFGRqL97nauhhmAtyMV /523 /aVv
kHgBochJIfv3ZFz20XscC+Dhe8LjUoqBGpXgdftHIwx//C6er3QW+jYCRsSODV/NT
vDudQAd9ANOD300RVG5cSZXsSRXxTNf/yZ/PSCiVhtQnBSXNOVOTXnFcB28qgx 1SE1 fxOawXamelL7Fuv3RKOx
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@ ENTRUST

4LHHNM+TFXfmpMYrLunmHHC5PVrpT60G4dr LAhrE7JiJb20EY1n13jUX1W5302/5 /U54LMOASIbPCQ8X402RT1zFlpGecyMC4QnY92tnK22gf/@rjOGYtAxnZ5B+jKqGEnJbuCZraFlIGv
mDK5YtSqK7yeEp4BgFtvsbsTn5GJo8GAFbgFdzeHOJk48HEJqOIMonrPiZC4c6S6
eT27Nc3BByw+4f31fBCPvf5hWRSsh4vUyv66XXNFBhilyUhOH6k1oRNn/9YhOKQAM
ZPyONhJdKQ5wradLJI83RvIOVA7NKLBF3AitGRBIdOKzKXRLMb+dG9GrAJGEd5VObX
hb/MushAOjROTIXrYSiRTopb28QwW4XC53K517 rtHQ6byvO7NwhQ8Z90dbI/fwgzi
8201IBV6GMtc2KIANRbZUOGAZTRsJI7zDNnZrVGARuUl+ciajm+IH3T7/qP+hMNAUd
4DRO+SEd17Utf7jKxX9d1grzjACyP3z18dpfdiWLgBwiDqVclOONQ8bW4vwzyye3
ovcjxsnBmIAsHSBemrsee8WUP8AX+KNEEUNXxy23qlR/nzoX+VolLb/3x0fuDcuEn
KEH4vBbwQp9dqFne3jOD5TtttsxAM1AQjDwj /eUEEMwiZo0ApJI912SqqtYHgfSRL
HSCynD/008ues2rvRAZHiMW7QHOOkut4ievMpzwVUBzYRpdPWvx2XwU7H46RAKF 1
HbzWlygKgm3c6bk+Sz4WVkGvoDA/Wvs1D/1lEoRcdyg7hyWEJTOMLPsuhxVrqaBVT
c3LwpGMxybEt+XuSk9fBoaJl+uforBKImBkD3eStZ7BrOZVLKYHEvzcGfR5azS1kt
Sd7/2mxgEVRZO9uqu2PRODTXXSjLO1wNI2+d2cQLv3IMmZ1hB4i1d7cxIK+6mS7zJa
TH75GletYBMdodBkzREscpazZ59aYt190eqzl1kIB+s28w9aH47HU7Kt6LNqUvIdcz
C021iIXIuCaezavv/1lv7KV/mrLEKR33a+GnoeFM/32zEmEgHn3y+qh9PCeqrMeVLb
XHuyGX/f6iW+yCBkFO1jNS8XxMiuBm6Z /wpuCpMnCbI4RLW]j+HZPrAS1i7KC1l8cZq
z741liwYwuD2aZecD/10axWs02/k/WleRmLpii/NQRTjgLb2nzE67aZTReVdCnS2n
n9TIDYpttTd2rrGt/OAfcgkzrc4x0jsFmCri/UHSdK2yd6+uceh7KGv+uhr8dM7z
bdomGwG517mj2RVe+XTPtz2Wbq90QHi15QQ0t30wGEhuDKWmtBQNBFDBOdFSHEmkJ
ddq7fHQeQB2HWVnza/19¢cBGZbvHObUYJ/7dxdXd6FLfLD/awTGzv8tMBofFFEQ27
x0AaaIAE0GSOK1ImemITi+Jsg7gevE3Zc5GRimH40fdmKIQswK4ZscbT/KaMD7GBp
WZBDfBc6Z260bI80m5dyubuqekBUq9/rBUfcjc02LeMGmHZ98BamiNvuTdM2Ey1S7
RjOt9yoNAT35k1lMqrBucObGNDC17hZUZ783rBzVSDpBPxjDjZY6hYP5s1PzB+J5X
kKDZNGeGvU1640C0dQhux0/2/m2b4EEFykHG8NOH4Kv /5G1SW309ruIlzSpHP3021
6MQI41tEVrtF77Wahl0ypuZDTh6J5RSCNDMN4mMZ6DS5EGFEKSQNHNNLtwfXoKrz
CVWZgK10UGLYQ+2k1TthladinkroDSfoxZNp+YPowWcCLR+3jjC911Hf4532ATcGm
Bj701VLSMgFRGOE8VYk]jZFz94rb9X1UP2bpcN4TOAypoj lwMxN71leFAxmZNgzdS8
zrESpsbFPBOgqsk5IxJjsmLocjc7LTXz4JsIxOmABgFxz2Qei67WhyWFmgRPvsza3
jjVor4mG1l53NAmSYcGF1qSdZwzer /wePf04A9UyDsABLjy9DJI9dRg0O0OMe+Je440]
E/63Hms5c8aVX40oHiWYbdbxJOTMhqwhINOW32C2GMdxVzH4 /9IEqJVDAcg+CdgDj
wZX5G81P5fix4qYb7wNUU3NM8BUKTx/QI30PKEIWLCORKLEWOXxJew+z/sKRnvu8L
u5vSLkeWQfLdqD+3SqgjojpaYLijfqojDAlQlWc/8rwas9+0x/gHlvLWgy7iMpPPE
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@ ENTRUST
]B
spbxymh38Tc2cInzEj1DP7Glpdlh+xpKOd93L1fNrCIPYX8d70JHEjRe8drOow8Xy
B6FVIXtCNmXL1YtCZdIDsHfXJIDikBxqaGTfHT8ATk57DatFtReY0/G9IxU66dsaV
Q29P8b0QhFbW8dfOXMqltsc6Iz5qUkRi192aUCmU5f30epX2QW/8VQUHT5uUCKRShr
DiOWhAXESJY+h7u4SW5QVt2sLaQGh9zHxXXR4A7+Twd6ALt1fCdBYeclm7NjD99Y
1juz9ybbXsv+kF8GsLgMjTgYlaZzqnnkRGgzjlcdk/X+I9njKDOMrcCQ/QOY+ZaY5
P15z+E3w4131t1KMrsTkb8w4DuAxoV9Q90Tytz05XQoBZDsmpOcV18A3KG5BULrU
/ALDLxVhdPy9oxyp/MOA2UghZnv28592UgPOmcR1suv6bw9A9TIUKi LxOF6XnkxE2
Vp31BFvksQ1loGOWNnpNShb+6MTXRFbCumNgZsouBauZcltqvmgSpsdvgM7PP3BH/ 1
010pBg8KAX1leTiieYyBs2U1l/QL8dHloxiiqgpNLcztgixtkBCrrLxRR/vTzJABnmC
wLl6HOEZYyYy2mO3nJFSOuewvQY7pV1SnyYZL13z+8volh7Wxml1KZE1xTnNS6NAUgdO
1D60+PwrcfZH1G8Gvy50f0dGwIKODD5Zmj qOWyCuBpWCSsLC5pz7iMBFGHUZFEJP
/ArE+4/zTPk/CRA6Xs0343GwXMj fglwe0Z5eJugdwemdToj8hg5/1xdt0ID3Eveii
tRwinZSMGfRgsweNUNgovZDkGLjk9IBSVANQSi /WxEq]jpOs62+byqo/kfV+2p1lQC]j fh4z56TIpkppnkChgTQtB3swOsGvI6MvhW3V
QsEasC8L12xAxQTO8fUfwSsii0FAAVNZwW7 /UmjPk8/6PFJIQIfkXi2E8kdSEinL4h
9LPmeBaS1T7jnSAgbkwT/8RU4+gSrV1/DhFCaw+2j4JIXOkN8Nb5zp4MhvqwnKCOF
/T/EmAMIHp1ghNOcAZ1MzpD8tvWP6rWT5eVCalBWOZ99YdmIc4MLObYxCbSmVywr
Pi5kANAZz84hgO0VHLINKGwanFvhj fx6aBkSZ7TE+e34CBM8UE6BeTB3MOSQtiHC5L
5rk/603f7XhWDZ1r5aZ35s24juvI]4TjySEIDMI5f724+acTivFqOD2lhct6U4UHN
dwWtrTla3pkgkkc46UlSpGo/APp2ewY4KXxm5ZRmFcO /WNkH1FKV1pMWvN+1G4mEU
BWxxvOftrlp4H3KsAjIPWxIdiTkBQYbwE+nmWLafYI512KaQsQ7Aut2CmaZ2mNSq
NHZF4zoBaPL9cKG62wfA5PyB5dCnO7Zf8xt6tAzZWWjWa2Zm2bAI8LdFwxmWsImgK
2pRT9khA2RZ5L1vWG3dxLPLqYmuZKcgNLglo1l4nOE9CiLQjhEpYb+ygvMpD83GmS
RAMOr8FZrCjyemrIDUKOFNON9uUTp/6tLnT8aCPLob3mCfClcTt1l]j/Sto4U94TEZ]
6+BEZvzI0o43NoHLsei53xG7V21Si72mv1g8FXL2CsKDKh1X5ER/Aoi+bFUZYCbNX
4Qxq5srPGXye8dwKp8E4IAQ+5vNZmN+/Kb5Dfen9MYKZsgut2mbmknpHHar0S6tc
OVnmwipoX63QoMHgI8urJyy+QGhn+VLASrVEVbhEUZULACKkLexuQOUHTN+mIeFGTX
MXj fb2ZgBUXKUDEqjmBQSKu+cycasTSXmdZx20yM7QgrWBIfRs4mgjbzt1HOuyP7
M4A96Avq38rDgKStgMaG+12Th62NkNWR6N2DM74I50Wy LQDRg1xjlOLfewzduERZ
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@ ENTRUST

TTT/p2fxR0O2+CQNCCONBVWRpNx97e1iIMIZYAJIu4Mx5zQMcN6roa8bHVFzYMNEZ
OHFrswzxs2vISnwh31qVYL7b/qZYNWYaxVHh5VDiLp8cP2psZLKKAjWrxafhlbK5
fvfGyFqPGQU4OUWENZz1N10y1xNPtwknak+04h3A9PcsRjuTRdbShnRGD+icdTLzf
9N5YFbHb5fX+ZdZTRUIXfxFVAGMUAG6K+SIXTj6ean5ud4J60SWLOKNrGwIdsQFa
ATAuvILaoq96VUO1lv80oJkwuWZdEILaNezU84UzczfOt01tuQke931qjzLoFDChvu
NeM56W++jg0B604 19k luwp5NOsZVdpxSdk3qR11rpl7KQIL5KbmGxv1108TOKUT/
r6BeUu5y0eYguSjAAyrgdhPwxDcuVFnU2hEH1K5gcFmau®gMPLVmeVKmVmOLmhzD
mV2sX7j/xnsJ9cVeYeAeWZHSLGyqwT4UQqih0aOopB8HSRQ6sxuKWGHMIASP3QT]
WmXgxQLWANiK9f/7XXMothwuNH25gqsBBbwkteC5cAjnr8417tiNFYPtIpqal3Ef
gLmuxPxZ9GA56g00tIe3HPOWbKfKkQ1laTOjIYqjXQr4DQPfELIEOHBeO+1hCYjAls
PL3B9gx6ppGYhv51CmGjCIyml828xz/5HdQci3IabDqYtx2PDE45V1dn3Zpglriwb
1VYKosZ5zwKbCDyv5erAZzVI4raq35PzIKndUjgyaIRMm/LEp1E14YSq5Qd6wWR4
t1SGxbnJObu9LOdNdfG7TwkaVeh2BHQAYXj3JZ0B1K4x3ZjUDIyuuCRgBdP3JeUHW
E4H9uq3/TsdaCs8qg40yDbQcywHIF3n+gPXnGjhENbFMKU6fYc/hCOHRPRkCpKdUNn
E8Zvxan7GDV9zAHEshPVJelL0IJOolqs5sxL2S60gykBPM2 /d1lSweFnA7njVzcEYe
UA7TkaEGmZS8Mb5jC3/fbChfLtffOhXKSupYWRQ7GIpx974+tdWBCsnf+rgYeYn2/
gdREgZOLspZZ91sRtC4dkM1YTGiw5dVxDceTol/d94Fok3hOPhum7j8Ffze4x+7H
Ge8swp4155V+NWmv /CRxmYSMnzLUO17+PgbSmfQGC2LxpULD/vUbfkv6IBVEIypz
QhpjUrsQOIN8gNXx0JZ1vacFOCQfF6UWRDrf/bT9kJIj6SHEbOSF+UFNtZVDA9JhO
fro93ahRxjbAky1ZfFb39DxBnbhZND80oUuUPO8DNPGItG7xGBUceM98KIxQQ/45CgC
cJ14S5rnD5TH6RARgMeOE3E480HqE1QZ+eH6LrFZ25QHf98aVFDXxLLTFRUIjPEOMG
uUOwHvOoVMsBWhyiE1hDzFZZuxsDVIBgiEVmp6ucilf+b4CEOggyVaTxoRxDKwQH
YrDk7s5DhZQ+sJiK5413TY05zc2VXFzh4wfoMSONORxmT52sQ11tQ846mEGUT+SW
FNEDrX0fRCwlx5P0OkFzby15AP9dYdeNiqrG3T+j9+wBbVZAg8du7GC1Wo9DM4TTI
GbGexPMyiMd7aw9UCY1xaEiDId8XYOMnpJhf8eZjX81GewFrCr5flalcFxYPY2sh
430wa2pl219pbuAyc9yMvILZZrukx5VQ02U91qg5f /W2KEY5ch4ZMZ8Hbz0f7XeWZ] jyqQogWKUgaDHtSchxXbV7JIfPcb8akkjzImcXi
rjZjCiemwWIT3f6PZDdsowtbMA+cJIhf5paq3PpEEaBgFGYgwmICWyVaRco/KoTJITM
JY/95Ed70zvR50xzSMNCAG8XBJIdtMod1lgDbVt1lanZQ5J3jhR11HT9d/3gs5ZvzwrU9
sC9Y8SVcrQG78SCAzORTa/scu8BGqWOvIZor8okVk7IiMbMIj2V/zSsAVhY2w6qm
2kh7EGCUGTDOEU8ZLZohXoFsSwWKVPE9OQpwM51zX9Mos17hyXbnQd13Ek9q6Rp8C
M1a3MGXc009sfWaS46g=

————— END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.
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sp192fpub.pem

MDOWCAYGK84PBgUKAZEAKYNAQ2b5QPWsWVVvjEdJ1EaL+i6gYwod9gWSrIIPwn/bC
jGyLq6T2Aqwm+AFt+UtA

Sample private key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-192f-simple post-quantum algorithm.

sp192fpriv.pem

MIGgAgEAMAgGBivODwYFCgSBkHHzWUKhenPqrfHDz/J8duROpOh5mPueQONyUtpF
T41ZqgTLbgbnwdDg5hJEpKg+2CmDQENmM+UD1rF1lb4xHSARG /ouoGMKHfalkqyCD
8J/2woxsi6uk9gKsIvgBbf1LQCMDQENmM+UD1rF1lb4xHSARG /ouoGMKHfalkqyCD
8J/2woxsi6uk9gKsIvgBbf1LQA==

SPHINCS+-SHA2-192s-simple (1.3.9999.6.5.12)

Use the following CSR and keys to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm with the
1.3.9999.6.5.12 object identifier (OID).

« Sample CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
+ Sample private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

Sp192scsr.pem

MII/+jCBhgIBADBCMQswCQYDVQQGEwIDQTEQMA4GALUECXMHRW50cnVzdDEhMB8G
ALUEAXMYU3BoaW5jczE5MnNzaWlwbGVFbmRVc2VyMDOWCAYGK84PBgUMAZEA+irB
FrQTtcgWTH1biT4hx18xCilPNIJhFRFQHWUOd1Dt+6h+Zv81Ra0Gcgtnb1K7uMAoG
BivODwYFDAUAA4I/YQCN4POO4yd2A4wIbkA/a6Cc4AEFjXmKIAZH5KU+SAtg6fs8
eKUWX /GgfY1l4dVvwy8pRTAhOWoORtKOYbdT/x25tshOW+oyogv+zF6jGB/bafbmvq
gLTNDDwWG5NrjTyjMclbSAphiri/5jAz0OulL51/y00QjMVexlpUaZCAv4NrGx3rodA
s6xsQhJ2xePsCfWi0j9pgG5cz9H/waUF9Pnp8rhi71F7zqP911WUumsJ+8ms31E]j
01IVK1L5HOrx07kdxxVAsD5fxTHHSz5139eueYSsfHIk/cW1Sh3sUBNHqIzKGW7AL
ChOPowlt608Qr+XMjdBv5GFSm+79jRNEiu80GNCKSVGLWSZ2rpL3z23VRyi1E795q
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qDci4IUpFLTIZifN632euX0Q2atxwIWMicH11KQrXHRORSiZsed9JuMVIqC1519M
sQu94ZtzSZCvYGO5KrHXZVna51leINFbw23IDy2Lp/+04VSjMH/Bq5YMH8PHCWX6SX
shARL2k/dHIIi4whIsle/vAqSjQSgxdDYTghlncGIGOAOLIQExXV+tlycXTBZR/KXx
LEOiNmZ60W2XtivvP4p995zgxHTHhy LWr7wlUCGTdR+wWm1Iml+wuPYDGZHNt8FP
MGO6G828RErFbTUbEMvkQaYBQWusQDB8myGOUH408CBnzFuubiEN2c/Di398EuxT
8/tmOCM/gF1KOZ0QSrvvOoUlj4yQwoIWi2cufevt/LaCPLOWPUPXGTO3fnCZgTOMS
y8YkX00poqalptFSb72QSi3TIqv6STYhbbISKC74rIimeUUICNNGY/j1cI9khXpK6
gD2hILNo9rQi8arVeOrr9Isalh8fm9TF7hFICmZq34xTeKiDaVvVU/dT1l/gRFOEb+y
i3edCi2QTgf7II1kJiWi/vtVLEL18Xg310tsxj+mV9QabqwomG+KRjhUFC+0lora
EDCtbicr2f/+IxZB6QgsZ8QxKF6ifX7gx4Bfo4w5f01pTUT3yj2pnCy1Xe7tqoOx
+HEGXC6pUINZSIPP/u4+40gn/vOWEFPbZUDywkBHWINfFo50WE+ig4CFs8ONHb 1+
gK6a+k24t9teM3RUt/zbolnIQudsfshMihhri9HQFcx1XUbeQXBrzXC0eRO1BAUG
SymLpY63P04T5MSqexhPBhePVNZNIYZ720TMmmLR+hZtYOKdO/JI9H2kgNWDpbytF
S/N21AA0B8Gsds3XDAVABxSjAsk3EY5xN/eFUmiW8aa58Z3QMmTHLO+Cvbqg4belz
2acB8c/z88sCmakK21FvZc2oW9qgXWDkIqokjgYs2/BlJyrPhIek66ciNfDLKE/glG
Gdxo2mOtR7e7sEMLYyq2Puf7aXuNGMbWibc/IJ5¢ciaTmmXwhVoWRdrHNnBVHBFGTNO
6T34xBFb5sypFoQ4HYyHUH6MSR1W312sLjMQberIZ4+vTa5Ds46GQrBtdqNg8dGXq
4DPX1fcNmh7eUZEKZ3kDIN9Cq65FLiYrNnabJd/mQjheeD2RiQeMCKA15e5KIKbBr
VZF127aIMNiS1v9iFxymwW4z0YtgbpuMXIWez7NEMFUNSUAW1RizK2JInieZryJ5av
V1ozmhrSIGBx5e8eQ7mqz5AVOP /ULSOASkxAWziWkuP5s/BS6mYIZQYYXGzMzEUy
U/qrmeNiU4v+tI4Uy68VTOD6kzZzpY89rNSY1fzIMD1GA2ReCONZHWVKUMS2X789s
QJ4p8A7rwcgVmdkn891hdzEy5CK6hNJtuvHrAkWBajoOTaDFhsLtOB4TGql4oYGd
kcvXs+kOIRRQ11KmDyamzX8/anR/aicOB4NsYE51GIW1H7gZsfoYxp5ms+qICwSH
g2R3bp2AZkvE/sjzi9y3MWIZzi00ORoOmat+7al6losPLlFlzNwobzjpgeEy87Rax0OP
W63RxxjQ31YhPOZ+wU60QRWE6EpVvX0BVRVUPWLIMU8M+X51EQSqV6UNI/TBFppbog
wWLPU2EI3Zx6vk4gGivGjqRV4dsv7xoV2QA8p4UsaKQ5V5cuWS8KIhxx51xLtUTg5
QDgLfIVZWPfxaHQLYRHYs4dyzI9IhThS1n4SzzMaMUCjdif0a53fiLoOrjuDOS7U
y5g0plKSZCZv/3QDsrzBpSRWRpPtvTBZUAgT1J30ZRsjiY2x4mMckK7 /P7moDJ2f
NDBLX7aTZ+U8rLkvhyUldCTJIHC800OMPHBE2Yv7jo7KeK/ZVNjlLAjpYgWWnOMGPjo
tLaY/kE23JIqLYOX2iU8tnYk+G2Ud4QBPS+U+IX+177nfwc®a04IRThZTvOIb7+2p
Pot4Pv4rk0ztYQeBF1QgN/WKB8kk5GpcGdpL3ehzio+SjORnL2et42ZrFmhxHCj1
Cv1lv9ZvwCoy9H1F1LIGalHG67CjG8MMAOTIOXfLGIdYbWIhkZmBCKHW8HKPrdh/8a
DbZjj2pUMVYtfgsG+4ttaj4/uw8zcDLIjjw7njeEf8yz4g0/czGwOFeRLZYANr70
mWXZdIQrO0zp4UAe4KWzp32pM541NOdjXSAGTvtZiSAAVDxmYGXmsOXwUQ7+MiDjJ
gQCrXBEmMfsX7iypWAMZDbLje6zVzPmgpbQNx1k6iMqlU+fsO@OWHz1DfFOFufPta
TcK+w738IN1T1uEynULcmowrWjpBobGr1XdWlsDFQso4pclOK10D105GjKNrhvgdl
0sNOJGX3617LSoE9nuIdu5pV7XQRo56Wzxy6Ltoom+5/GGFqeSuLfVG5qRm794qez
QjF6j93DninUXTo3meIiL+UOrrYT7Na5ZrXpIjkAGLfWAN8WGZs5a3ig97Dd2J0u
C7hgInrXS6KnYLg6nzH8acQQRukB+zHiDHJaDU2LtK5pxdCcMywjn0SJU6/N5Ps/
HGCyzonCxG7buPQd7zquVFS43NBicr3swucmA97WirgirlwS4tx7uGch9yeRsCNu
Nw21ly4rU/yFX7TRS8NuYM422N40rsJqR459SmC8W5dEGDi14aNYqr1iKC3xW3+3tiz
5ZktzNT2pzdcbHvbejCTHy4GpWyNY2tzfhJIrqLuVFwfaVXzA4zjSRpmtn2G7387S
thAON8Kf3cdfpSCfNXqzP1K3c/E59fMHO6df8a8VfvWrNHbSRcw+/JOL7 /LKrEjw 1kl /ZsohdgcUdrMKSvgLO
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EK/KysJdRZxwdwol3e/AswbjrRM1fxmWYPVWIQq9QSfsAqgGOkX8KtOv6wX1SENV8
ruqcf3LKVG2UujoYxMrX14KF5SHe4aW1l6xeQ/6SrRxFQYOSc4LUIq5Mimggep0+q
8dczwV+JIK7q8LLXsJ47SAy8BI9ehNmU9TGMd1UCMwWORrv6qV3TktfAoamBiFSP2/
SOltgwItHG1hfr17nC8IXfeltdQ/ifnz+NCRexLPrY4Yg7Kq8K/4bB6k+40C82F5
OINasqyl/Ps@Muy/I7HazDOMObaS+fywNUyvRrb9Lpv6DmuHGIkmCvwxCdYGXCDH
1IDLOFNG7FNOMwVW5wNns1/yZ2RyKvcg2/+M3JyjwCSM7MzRSTiLINrjXTuOVKB+I
N5Az2BardBdXpnn/KUATvGAPZMSH+dWkoP /7Zm+fWMURe8Iytzleu9cZ+uQI8zyC
4HhSN2QJRG/GZIyR1+ZINHrvtmrztip4plF212cNWG8qyl10ztnBkgEg/vwyNMF7G
P8RIWX31pZEYOpuUuDEPsybm4PDUWSGDbbETiVbrbHVsacMw8kOpOIB249TioNbA1it
ziFi/el4GzSK+J0Q++eT1LVP]j/jayMn4GmgK/PrEIegRJeyO/mtIIwn+GoEj8p3v
hh1ImFPPRfmf4g4v1Q7XWdSp7hqJTy5YRDYRr+sL7sCRKCVQPCOgFVFNNNROIXIX
qVGVIt1lIqe3iX1POL30f89HViNIOMRjdE6CAFNniMwUyFadwKbKK3M4L9hcBelLHh5
PRxw40mIW010cG/diyCNeMKbxv+SLUXxCZkWbQxXf8EQh17f09bW71lyFgaKutalBI
AKZr84E5743awDzjyKVGbrsmdmOgHx1RtKynPSjGCIIgmALzHUDRtXxWpA7Dk1lpth
/eJ/k9akDSiwUSxsb4gQfp5gGwBxH/KugqGINASd+eWxb7Idm2EMm7E2hPIn8meKs
J4gdMtNhzNv9ZjsnGxLDu4tJoGeCdVEUhIgpIH/yCIvgnQ3Qg03weSdx5M3S88hK
x/al6/IHj4gZUrKEM3Va6Cyp3yoTONPwymU7+wdgxFL8667GXxWSi8qoFAFelABUZz
zBODCy85qax3RvC64I8+vu2/4TI/xPA2Q4gkRAEekU5ucAXQ5mUWK fwDGOImwaRr
/vac65G9SDTwbvSwINIcUxrtuMQatIazjWzPe2izAtR91K81b/9toygrvtFDLidn
SRIEAG6KD8BE6XUWMDMVYArMIKEKbt /twfnkkNfB13N4jbmZkMxGOjiWxWQV+HOBCs
EzE9103/saIWgelFymoT+JUkO4uR+V1Kt4iZMsXtugqn79jv8g6v8g4TdIpvByija
UR55QMPZSmfBlhgZHATUKYlEr5XEkGogK3BPE6Aj2f9R/6djahY+3kf7/7Ch+8Am
177FB16jEt9nBxRQMdumwiWIov40kroUcQoi+HCzgaCkCWOOHG77Wsh9jQqOHZRIu
SmU5EsZgJUcI@s/gQa/pBCZATUi18ID6WhevGjX6x5/ZrSx1UBReDMAalEejqjacn
yXD1/x0VI6WPB1+bDm/v84z3Sxde®f/jL2UrBrcTyaHOgl7y7nlHNIgWR9aJH1QW
9s064LbFmMXKL9ft+1G605ap2FoLJ9X/91IME62a8mNbSVczH/n1HsdJIWlu/UwPRGE
yMtOEGV]j /6JICpTLZ7UTFUOHgZGKE6KZepM1SDm6AhxPncWeShFMjxdolc3sHvujw
frg90VxM2HTUIN3ptmNz1CRChA8CFo+EsyVgLhPsow7bVa67Sgtn702yv1RctYcR
LECM9+xTA6haZwNb6iqwC4Bh1+hOmjR1olrz73kwCM7IcTCIWCP7XZXtRWBxuvfD
rZrH2IWYo0OmVKro8xFqLlFmFIpCjWbZLQTdvcKhD+STmbw2wGa71+PBK18GSUZef
2B9T7Hda5VmBz9iuD7Ki12513LJCa4d7RF6hVzvIdYAtYbc+AtIwBmBhbOB7eTww
TIGDMpCcrPoIXUjHZ7QN16d1tMKLAX6Ccg8FmWiySXrGmbnEYE/1s4IQJrTM5haWC
033HIDCZPhhQQXiLT2VIbboZ0pxFTYuGpSIF4ReyX17DEi1A7TmqOU+EACZz6]rZ87A
FNRw4HBLYFAZhroeI+59b/A986NIVv/5uxASNv610ogTwONn8crYnNbCQCPivYWvQ4L
GfE2kQk/EY22f9zc6K/DOVyY3HBRiskftQWetvCD+j4UHAENSXV5HIFdHUSNhFQxXY
OvogqzwlK4nh3E3XxQ201la6rxqZiJlbssetFERXx9ecSvKKMTO+d9YQ46spVM5npeP0O
B3ndOAcoe2Dbj fWl2HhfYzQc1K3N3WXcXhy569Zj3rey3BbSpoDbL9ialfxUPxhM
uCt8aCKyzAWPgGg/MVMibg+n7BNeHdsYPpRkd2xUJIxYQicSKKCsN7WcO+OnRpe2+
10L/T/cPYtOdytio9NDwcjIle9D61A8n30ajCIhiP32rq/EylplyzaDHpLPZ8AOr
gW2jClTfDL/00zBivnBRtIVkooo3uhMNIFwju7UGosOZQRGL2bLakmsgo7EhAASZ
tMPHjdF3ukCzsZUVieeUcOGuol87T8+Bx1H/uW3RfWd9Sz1ly8Tux7jxyWvesuX2v
9K2vUtf/2vzGujWNRGMGRki1X6TYuvua/g5ehtMfG+DRkOimJucP0O990HVj34DHm
FLLYHYm7aE3nfjtXxZGUCIIsvSMtoSN63v8/+DmcelKdBXz+mYuY4P64Db7GTtVA
LMpr+StqHiyVkhnU083Gi0U2h9cj69tZi+NqStCd+cd6Qqq6P5]j9wKxVTIMh5IjF
a9ahGAHBsIri7tJGPiI6TubG8gSHX81z52QbXs9RqWaQFGLc8ZaeuK/Pl1LzXcAl
91UZfr19JYeaC4whoBtddXt5t7RCeZiFV1dj2kdCQIxH8nYCltzyRXaq/rFASeKg
ZXbQSeFOtHTA5dUEiKbWO8PrUfq7VzaXnK5/nkhxQGvVkgsNoDF6LhJZ1e6APqtT
RgiVaUfbXqgdaYh+fLasVIrrVgfAN/kLeUNq8KPMFahR1mQDcYJdynZI/SwcI9dMC
FtcGKQ/al4IMnihROYJIHpdWgYXHeXQi+Ky57SzgxZ/cejOwEszKY4GS7thlrNFex
kHQeV4JITpLVzE14w0eDTCCiLjqgbmcz7UV3ssl/aAGIZNhSDYRwIIUWwWECUEIgqG
R/gd761lag6fY+GkLu2rI1/ir30DWlySZ20hPd9T83M3c+ceEKM/4PEBMsbK7hw@O
S6MNOEXqTK2XsH8vaJec6HEU2mIsdK25E5T0koK9qdWFnT5CarHZwUASF77mKozb
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SOR/KXJ3TbTUV1ENcOUt5Ih23+MfSfxSuVcu3Ixn7N9iSQqskOvSkpuUmoBrYjryY
oTpalgs9w8zMpkg5JaF239T LLNWEfOgFpKwEXYsj THTWtXkal9UoS8d1TX9auu3E
M3c75U+KKEUQgHTXfFC4zgTfCuG8JtbLvKQZzDsjpwKdGhruOloQilivz28/4eg0
3Zv+DwLZjX+OKkPHWZfQjgDROfiK1j36GjZ2rilH7eelYwmujUNoPR60KghfcOkyq
0AfyyjbJIVwd7dBUQODIM7mOZm3PLeBbKKh4EACG64VEWXXxZzKBwWp8glIOdCd3m3f
PzGvUybLN9d1lwgTE4JhMZtkTSyPDBdHmEr/060groq30/COTLAMDOTv3ArQQpNu90
ghfFOVZ5j7QzN1rix9de+msRrbM1TY+ykkgsfUyMUOoqjQKp7CiShOmc4Dd+IgQ2
ixoh2D1kZ1t8w7KwjKAhbDZYZx+tqqSX14gQilW+AG+aTKoZTglYOSAyDDR6Xx1dJ
HsI4rag5PWWRyzJ+7C2T4mE+7g3E5aew/mO08 lmMmwtIBHNdFHZEiNUmZaEnUpDWd
jPw42YMhKNNJSq6GIHREq1vDgCOzEIyfOcaXDJIS3ctd4hU5281BLS/4KOZcRAAhk
a9VvV8zZ6h5zDIOMLIOYAFWXn/mlhmykzgjFyzyRZMuNgLWUbSTL8MCDFChENEJhFDyB
j2xXUAhy LOEW9zW+7Uiz0Cn1+ytjVxIDf4mPAXnAYs1lwIhQbRUSoQUNOGimWKj2d5
DhU524M/1i fnSyCedt5qVWTvUhwe@6WPG/Q6TPZ9xcShVMoPKkPH4KNK12PH610Pda
CCDHpPBtEXZ0B3x+QsHkXZuqOSfrefe/r8W45uiZz20hsButujlbquokvOUIhjip
gHuri7hQf9/4vnzv3T81liAuaCwZalkvazq3CULhEShHPaPetB+Xu6Thsr2yM5GW1
prREKQb9EiyJnavo5srz+QgYgxXHaav71tRf5u8plRI4/v/BWz+COO1eS1p5D7XG
TsWVb8bYWoX8Y3MNNOVDYPZqTHby28ExyQrSZ2JBS4x3922gH+34CctLTw/X2W7h
tLfUh+NKOUuXBQOZXPRhJiqcZ5tFbV3eSPEXTezwG7U5elqueA+0zEgna+Uxeajy6
qjZoW7bRyLB1lbSRutpm+6M/4EGpykwNRt+Vzpo4YXWxTAHUdO®JIrIt2hgN5JIPRu
XtC2r71uFVWend6bB8fU5cX+340geuhtkeAOuiUka68ge6AIrACVvhxv10hKPXZn
0t1i396rZ14rm/YIJPUIE9ODNXQhovrFYWMSiRbDXfBKBxYMJItDt3uJvir5Bm80dG
+VnWpwSsb5qTp9AuFwjIZW5BeVpOwlPbmHpQev5aKP6xGZEHsNoQjvQ4Wo /u5viWR
RaGR8LvezKUF2X3Kycmt19cT6DhUd6uIWPILewpOcAE8tNj+MfXHQI6rOFgFYP12
uuG92hnelL1liioc6Rg6IczNRO4E4N4AGeC/78/e0wi3WsdCV319CajoeSWpSMx6rX
/Xy4XU5bsHW+kVZipDm87UGKCP7j /A6cNpRWN1IWgSf7e]jrgKIFKiDu4wCV4YkkQM
Ty4KkJIT41KxQzxDRFSzyBF1j ft8LRA8NTVIpyECKo8D5sI0mbazYtLBOXTNNOThD
aAJ4J6viowHdCOBenYgNZF6LPsg406+KYRUzwSBZzg6WgE8YVAGTT2G98exNoE2ff
iszs/9mKYFPpLRbc/MF9gfy4GG3E7TWNH84wjOLRr /ZTpJATUMyOqg6ySwdUcdccgV
+1r5iKkkuYfaM4atIAcQHF/XYpbx1GFxpTi5Dx0BDL9/sbZc84bOX9fbKDjAGamP
9h4Z2nL6DbLbx9vxHf2i+0H5nweg]ixI3pOMwxInhjhUvC1AB7TMUaZm4qF1ASbKz
cQz1l/3xmgmYOXTHQLR/2sY5k]j95EHp7S5AE3Swd4n6unX/6/mswlpXckkCRdtVmr]Znjp
07KY1iBwo2HamvMri/eREi133fwOUuEQMsSTN+y7Hyo1lDKn/pQ73INkmOe/c1W64CLKkU
zhWVgMT6keGkfAxwMoerYUCS3ktgzZxKgTXz1LAOL9KgUqOgztxRZbOPAZH3Nn3D5
wY1D4thSjN7LuuICLNnukACsQhLZOvpTmQRr1g2Iou7gVDGUXE®6E9/5/xjVvXM18Py
mPU/bMi0ztktFjikp79Gm7GX1Id/nXHFX5fmAJHokf1MT1x221Kg3Yadf4h9d0o91l
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pIsliOStzxmUOaoJlt4wrZuHQ8dbiXIox28a86X5QYu2iz0zWMW6p7Q8ff+GMBVRN
14LA3sUXauNkAeSjzeOUG+hR4ASsoL/uAjGrU93i19G1DMCTZPNZy5eU3MPXQJIOWF
iWKEzkYsKin@BgDapq3opzV7HY6I/037yRpVeHLoyplu72ZIn7N3G4J9ECI2/1iBZ]jCiDnnUHW390
PPTuu62K7WFu0®JIUGooz6h1CrL7d40k0278h8mPbrg/uCWg21zpG3UNsCdJ9oTodY®@ClUYQ/TjuUBWLUGF
rrepfepVV+DYa+B60zzCxnOCf1Mg7HEdJUBvO86WIZwkaFzyZ5MLOkYyYoQTfrBZ
AhClKIzEf/phazlJ7fs32YVKbHQ33BOuL4c7991PvfuCOwEdgsc8wlGIFIGcpCFN
UmMbnEcRcOmMZ2IJKPYXSWE6/T7NVQROrQsDYaOJI1lE3sEqATYWt7ewF4ttjaudD
YBOPJycMhvuUiQswmFLPFBOm94EgX17ROseR4D/b4hOmU/CbtcIbg4XkWOQlveP2
4vPz908EmMI9LU8ZzwqQ34RdvwLYNn40U4fLcTy+wKql/08SgoLE500XYu7cSirLGt+
eMAsVcNrqUEf21yECfwLPSHVO1gWFBg2G3LUFGbIs+utVuvtliiySxajKDozXTal
wSmAuQ4DNerkkrzoxTFzUzzvvZblTFYPVyHbHi57pPxCU6DE8OX+Z1gVHrRyzo/f
3JT+VPtgsGaw+0FhgjM6QGw] /EiXx9bWrMUZEhLNOWFIw5bMBwdO@oC7LIRXTEV+VEntrust PKlaaS - Customer Guide 332
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00vVzfaCRWwzel/6wf5SfxaTz4ffqsLHbNcnXT+zuE83WZv3p08rhU4opsv3xFmn
60WApO4rPIOTFVt3cGyalBEWOYJoDNc8U1lziIP4xmQOJaplAuxX1leFs@OHb/dEerX1l LrN+Z4VdnXEU] /SxAVgrE4gAzVB2Wd
tuZVjNyxDgtzTKSNTDWMOp8XxD3mMKNEOGIJPUB4E6330gP3q2C3e4KwryGGNMtpAj
09ft1lvSyo6R3BEMI6fgqlttRvSSgkJ+0zvMa®pBbUxrcpoMIZ6XbOBEKkxSBXx2UES-iC
JIQTFELgD7WLPOjzSYY2aRv54NG+foVR21U1lvI9fzea+LYEYT5/vC5XGkHoM12Fd
QAr20NpAcfMibeDRku/RH2GF /EGORHVUu7yRXyD/cX6q3Fph4gNhycfzbGnzPJcP
LvdeqF6Xgf4ydnXiobE1IMVEdFH3m9BOJINyDX/qdpgy fMHKQWsuWjulgxeebbJgDN
+WLSzj8sbt/wkcSXTUWVLZTW4T5CAh8/qsakXuo+BMW6 s fpmpWjVIR+5H14nxwX
gfRh/ZJIDwUQNyP1m7cas6tn5QRH16Tq2FUm4MySGkyZpJD20t/Bx5ai8zHLce38z
UNLkzr7CuD4HWKPXmH+SR4QekMvZ/eqyhLNy2SMkYTIH42x/XfSHsbF/MMTY4eYo
OUxcbNSrA01jBbw4vIqjjGRmdT5x2CeVm/wNIPRNCVW1yU67qhS/73z4Lkod5tYe
jwCKAchFiGWCwMtDhKeCq90f22bB1Q4bPTyA/4NXxFsuGTi13b4E96kf6FP21y9e3
T1Tx7tHhRhBmlKumo2U+f+a3B7Q1l11VBdgMFNY6A7ogNXQnXPZspig+Yrnswegv8
itt8TgTkQzMsQU90sscIi5WfqtvtDRFVflad4vA3j10BSzUAK/ /RuX78LQWaxyJlv
X7dX1CS1PEj093KPvId13QKp8SC/ZaWLIsXf/ub33efmNzTTBpY34p9jHVb/haiu
gJI3NF5mwOEE2THH7 fYdBpst7wg6SauHXCFdjgYn38/g98nZ135b4fuaYnneY39Xb
SwUePGOwuwxy tTWPSVMe LW2DEVtOFbGR73X1oblcOowmyjdqP1BOVRN3yrqVl/Gl
R6do2U51Uv+0tqPu42UorI4myYDOgSrq7x+FfTCOmYbJIvbUlaSjTAlkaeyDHMgL2D
Xws23eFpPOXNxdjK5Iec/N1ABPASgEBq4]jt99Ds4ckPOlsMUwaYmjhn4JO5KxqOE
3fePedXYagniujrwOyl13oNIPynDhegNAmcVhKR+58xBENpLlcnsjlkCuzynbPUo
70401 /PuPvTdjEUVITMmGANikQOwHUaEeBTB2bOYbQTCp6usVIzfpNLTfIMahGfxU
/KH1S+uTGCFtiEaa0ZdAq2buIBLQapT2EGwWUIVFkcO/PySs9KDZH+OXNS8ERIYtk
brSJKC7Gople8q7tHOXxPvbgDytGOnAq2hcKZnumbJIOkj7EdZC+CcHeV1sCCOUMA
J82wXN/88mXCRKVah1lxqDx5zveSsUVhGxBCQGsBdsmc6zb+3/u+Q+w72Rt85d016
0SK3c7gYQbSrix58s6+1byjyfAkgh2LM+ZWpdxBOOh96XUzrTU+dlaqAcCZHUGZy
JBQVQj LHV5vHsFj8ruiIZiefl2ud+UKWIYfMnV4crol1TbVckSuEn2EyWavQylzVq
2jtWttw01ljibI6TfoFfOFo+2M6nxAcmQ6aprdQp/OEvaw+WjuUwd3umgl8j9za0DP
Cx75CBLudaYTfye28c7M1INGRuzY9cWu/bhcUW1ZWa41gOXv6eWtME6G9ESWH4N4Pk
jINSXXCykhkVGEP1Nb2YBUdOgVvAsOW4 /CptZ6MZKN]iOmmWL+MhIZzEYuFnBméhzc
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]jAgNWXkCKGbcsS10sYvp4+m7DFe8GODLS59+HyCxvdX0@QCe+wYOZ0O/79XH
JztsgfMS16AXrrBhZosurzgohiFThQoxMP5gHATbikzKen+wl9MtA816xQNG82w2
boI5y3f1imY7KlUdzSxKvml+XFvU/GARmGtOCN4OI5YDxLHxwFUZ2kUSxcfcjswiyv
sSMXqB1lbUezZS94CjTcT27aZQrQM1l+u+cHei9YPnpP8aLoOWKufb8b8+wj/0J61XwTP
ava+MnAjQ29pZI75aXUBH3REHQISMNN] jGIJtXwmMDEEMT7+exo0Hhr ff8yf2qtoj fvdEGRTZVu
mASmjAhv8AVs4dvKxIovTf83GIgvulYikcIBexffkxGYc0aTA1Co029IRFKmiN8n
1e03TgZ9LpPBcoQKT8W/suizx3wvx8/M6Zqy+xVWmHo3skqSk4iaglzgwe5au6fc
0gCP2yNvkXklnsmHoz8PIfm+jzwQrw5vSdp7rZOgNjVT5511cXRt2dbdZwXt9DN1
P3+MQQgq3kVCMK5MibxJeMoI92eBMWky /x+ucBCeGFxgZrtLKNoJ08q9P78VtGcIV
WtdYXmMwUePzI95eAEve4PjBRmgiNxprgFvaNI3FvdvoEuXi45mXSPppyYAfTFal
YwZFxCpzCKZW09ahK0qqVBtc1S6pHQN34gsIQS2Dn3SBBAOTOADNOBMBI2i1nwbP
fCwI9Vib00/YRa6GFZKfTYCulhd9raGw8wYs641zZjm6MQ4D+ep4Hpelxi95wIou
LnAIbxJ68BVY0QOtG+0dQ4dXs8ylOql7rglcg73Eqc213NKnlr1qH4ZKu2HB4Mr i
12Kd056/ZH1gMm8gBusolLZsNbJezZ5K2iv7paz+duk33weQLbuoalPNANGj5DFga
aC74wQlbpbPWWKz1W22SQPiTjvbIWyxAEjZgwH4ZXQnn03JoqF6StIxdC+x6pZng
OFX3+7dHcOkcS42gmEy8wbgWetDvB8+UJWt+Gk1jXwj5LqP35Bt8T980pUxHzD/y
IZ6hbf9/I+SQaw+1WRix6c2Eqg++10nvd/f9KcjowiuUTf7fyYAx/d+t7MhSVIKT
D+641A+AbI7GaLc9QO3MThFVmmYRSR1+P66HeTxLLbfvD+MghgmMgoVYwLY1s006
onntWpBCU9Frf7K/cmWr /x2FGQWJI96eGalDyYTnnm+jfxnCtYdX5dN4pZUY81Ilu
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 ffIugVNWFZvgSW2fCO74tPHthP1pPWgux/V20lcBlk/v8elVKBmUgq7njSample public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

sp192spub.pem

MDOWCAYGK84PBgUMAZEA+irBFrQTtcqWTH1biT4hx18xCi1PNJhFRFQHWUOd1Dt+
6h+Zv81Ra0GcgtnblK7u

Sample private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-192s-simple post-quantum algorithm.

sp192spriv.pem

MIGgAgEAMAgGBivODwYFDASBKCOUTprKv3nHRwWEigmFtyyQg+C3ufj/1I9vySglLU
dzko566KWQP6Gjodt6]jG8yic3foqwRa®E7TXKLkx9W4k+IcZfMQopTzSYRURUBLrj
ndQ7fuofmb/JUWtBNILZ29Su7voqwRaOE7XKlkx9W4k+IcZfMQopTzSYRURUB1rj
ndQ7fuofmb/JUWtBNILZ29Su7g==
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SPHINCS+-SHA2-256f-simple (1.3.9999.6.6.10)

Use the following CSR and keys to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm with the
1.3.9999.6.6.10 object identifier (OID).

« Sample CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
« Sample private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fcsr.pem

MILDajCB1lgIBADBCMQswCQYDVQQGEwIDQTEQMA4GA1UECXMHRW50cnVzdDEhMB8G
AL1UEAXMYU3BoaW5jczI1NmZzaWlwbGVFbmRVc2VyMEOWCAYGK84PBgYKAOEAj05]
uJCO0zaDOvkWxSu7ag7+mWrWUGwywdz1lm/fSmfIwrxRjcpz349IvFF/3efdwVHpUM
vUpLhpn3FBU+sPLz9jAKBgYrzg8GBgoFAAOCWSEAQc5GrR+tNK/NIfuni+QnSA3q
OES/WQywhHm1F+ZJQbHUMENeycgSyN6N6W99cghngERIY14RsXJgx14JknafDci7
pb5tQydQay@rSx7PxrJ+Qj6jYYv+6M1Ddgo3LjRCMt5CwB+Pkd+Aj/UQIn4ykbRB /LSOYKZWMbM1BFX/SSzIcs67XiVke/Ysx9
igbglug60niYfa3v4bj8uC8BduKTHtjheKgOw9glSEZz8UhZBmbtZu/BHOlYdtxh1
jtnACJOxf2LBziuOyusnjhiVs9sJHYONtqevR3ITP6XNwP4f6MhzhqTajZMzUmiw
JdQCTDbGyC1i/0oIANH6g124NgVptSUZAKk8Vv8vg4omgdq2+RtPVQmULRhNgnkig/Z
FOc/qBK/AjZLkmOOTCHI1xIzY4GbiELCY4+D5tWZZVQINn3kIH/pIihNELO4GV]EX
EHXhj95YPf760KYeM1wQjpEfc51Kapx8qoEQL2BdyAwdPonmGgnV/KcVGzYevflp
7vBBVNRCYbTihVBIsGGLrqsI/LJ+msSVEOL1FbolgmLKxB7Mc3rt8EUTAGeNPITZ
Unmg2mnr LTE3uJNv4YYxvZaboR51Y01id8kbrcwblJuMaj/CWm+QJZOIhDQMXnnkBU
aVqw8/1048IFfSWM1hbACgqUF8mMEKgNV5E3/Zi77zh+aWc18RSakYtKH]jYHB6epd
tZCef0Z3FJuq3yYASIc3qK4y4SF6pO0kobI4+rB4zxpzpmozCL1Zql9xTZ6sTyvXw
wkWgkYza5IC76EoJuEmup/rILBaIFYkARm7ChAzVPacLdpFvRmRXGHBBTbNRcVSK
OHObXneUvI8CnDmi9eHlopDx6r461laKpNh3tpCjKaVItDHgEellusR11k9YR7yOE
w8s1fEMtELQASR+ytjXncRCrrg6DQKOffvdUGg6ZI9nfRkf2AVORKVUOZHHhOCTt
eZ9bj7eGpgCuhBz6VOD5ZcIOTCRVHXxtOMs2v74N100sWn/k7BSyNRwXVxzEA4Vmb
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FUaT4fDQt6jcI9e8S91EPi2Ccllc4ecwxvnjOH4zNHWr1YInpWkZulCDTmaQkPx6
ZeRGxLaMYprlTCkplW51Z1ifnIaX7bTERWaqAUO1lG6aRyh7bVyCg3THCHycLtq4wQ
Z1Ko9/9vw/wlFYtkztkm5mmSMxQDKmYnxPKJI7s+M8kxUGQblH4/tRael9iLpYhrC
M6hg2+pgiZITtcVmKx7k6gF/Nz2mXevgt7HJIJjBko86tVJaKwLolWPsivSCV13fl
CyQ8W26++ud11ZET1lg5Up/hpPuaCVUbNNBdRe11IMIRTS42ERed4Kv++nf7/Va9xz
su/CePKdgs3TObPmMELURCUb/WEvUmD1L2YhEALCFMQ+Lb1MFONoONWYt]jZPGSqAJ
/1AYv9Ov4Su9ZHuDeVhUJoGfzeuKxzk+a+ECB25g00A4k1jAVOWNTTcSImuLta+1]j
z9TaLk8uBWuU7Hqli0738Fk7YGUPLdq9W/HE/tICT+FDrCa2HKCjhOmcuTSYcU4AP
+RjIAS4enq2klHr80SQUX/wIzTBq9govEIMfOGeDf5ePzz0jRj3TUer BMuABkXgZ
R3+sD6FXvzmCDbd62K/F038IIwx3zIR0OOINzxHPr3+ZA2X3mO5nfL/W3xsEU+Hxm
UsQOcrUCcPberWIGgbi5gzQ2KorcIaTQ7RD8jSYg/aQhG4pRMIxJIbCL662iVMfed
htQe2bVIAXxkySFHxx1gGSMI9ArsbQXCqnU7qpAArAsRNL+9yGSroQ41b8FvQm82wp
A4DgkYciQhz6MOW9a5Yz0g4f6uI®GjInDhQVEOKIN/tIXxZOKO2pkCDVM9HohkjcZ
1XsnismLyauLPYHUKRV88ugCqSdFvPtVjAW+oNMD3HzaiYnfll17hypcS1BFgUfVg
Te3uZB7UNEOhP3QhPOM97yu+3mja24IrTaZWGoCGt+VOoNYyiSASEVhYegF/PnRH
x5kMwJIg93LHebKu4GjR4s21pBkAq03301elVbNhaVBQW7nAdXxpE/7yAnuv6s2Kql
NsYHU1SQUkvtdTvUErve9Msb1XGOENrqNt9jZF5Vw8Sr4h6IJ/zDjFtfm7bMbhrw
SOGPSNY8s92SBThLEXTpYA®1B+vp8efbS4SKBAJFk91dozJlb/HI/Eb8CHYNNHtDg
vrbSz4PR1Nqq50LdkBbrrr+4KA2/+4cP1Yu@8KBODTfx0e®345XU1W8ZjOUGYllg
8d00gqIgponG3n40dYAAcSheG1lKkDdt02BtHXoxCEKGEYxms1lvpSP+TzaBopwYTfRc
rowCbHYJJINv1lLd+jeFa8pYmiSYfx7S0h6/ngLNTEWIR42uGAKu5eBy8RZo6CBN8C
M7HqedEkMpqTIIKUdRt6P5Mc1huRF29bh9N6qd8X6/8ynAA96/700edtMZk]pudC
A63kpZ7Q3VSE9t1lczc7ITOhK9YQOOBEIQiAiNnl7/xBmV1gPI+CkEne95tmMgtDhm
ps5VEUSwv7qMk04k4a008IVeOuVOp3cKZ9ZvFaNwKOuOGTWRPx1RBfjwk7UWxyHZ
fHfKXNXCHW4rm2DMSY3vGkDRtTH4AXSp7xj ruTDOi569PG1HNhI4L9gmXnpmlkuP
NJJodiBSd+nR18gkAus37q7Q401fYgOkzwW+C4c9RUZLV5poKOKMFAPjTIY1cHSG
c4ds37b3C7CFgeNMo/oMoMmIgeQ3C2Abafls1QlcTS5GhX15k4wsfnz5MDm1gDPO
WQEVHWUQkAXBNeCu/o00cneP49agQ742meatg5Z22IP2K/HKo2fp41Wmfjbvs95FFT
5TP6gSFFTXnt5R+yoJXzxNGd/d9ZnyBD1xb59jvmrb5NxzLIwnue3UyyvOMwi /N2
f/MQVNYJwSZemHZeTsrmStajPNkDOPsfOqU8WagAuoi /uhwvvrnZ7CovKPsJfvKe
Ni3BjTwHPW/syvOCKGF3vd4RGVKBHOfHFR8r6y0ZUXXZ6MoxWM22Qs0ZexYGyqla
molIz1lpi2AtA7TFdtEnOb8gsMlnvIC14SBvvo+yhskgBy2oDYEQKggDmolP1+AEJa
1C6kfURIUdgLVMg3hoB80vh2ET1BNXGGAxao40yuuMR11uEyYRPiWUn9ag+EgsH/I
jgkhyJKzgvIvnUyRznUYGyj13w4SskVbpoI9w+n26pAFHHTLUMDWdDccLvnJE9+n
XIwc5wllZqfyFtxowkeoleeIG7fg5EV1IRtDlweyMKUuhMb/1KL2jN8iN1SebNHaH
TW1INcAxOgxRI7TXDUx6GB7jI1ZzF1lkYXArK1IqFyZ8FKCjYXTbJae4ZDzwc77n6po
zo5TYBCYAjILtcldpEV8OR22TALl/yDLWlL40eEDLigXalYm46rdSciPLQsV+mdTH
DOHFEZOxvOazP5LwcxGniLRWZjcgBQ7UuhhbokiAB6/bFMRVOCR]FOTww5ZPKTuq fFl6y7tm9p+sb0Oj
ml+rQsnmiLPtXznErgClryJw8e6QGf/mqo20aBdkQjdaLQnMxQLQ3YtI7wDBbnvn
orMvNfODIOdc9GKp+0j71Ph/dBIUtvvKiCscTLBKYZrOp9COIgCX8XzEpvOF+PUK
JQD6Y1ZISEaJFIfthHCKNmc9Qc8yHBGN+Y0e4AXF+dzKPgiRri7cHgaaYTKOG]7F
9CmSQHed /UcTroQAHNfneP1g57HVhHhjo9Uyvi5b0u9jYJId5CDwQbxKtKoB6NGZL
IQj lWdijwWgZPdSvrScGGgFnlUIbBwvOBZHFbMQW/dL1CPkxt/Hz6w/+NpiOvd2Iq
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Bbp/nahCkrzNkmEu7mHO9wds1IMiealdJ86PAPKkkYhvQ5Bbr2W8kzE1D+4SxWLgkL
t3LGYAImw]Y4X74DQIN3WhCOulQBTYQ048vIbv9s5qyFj8YqGC7ihLy+THY9yYtl /HHAXjHsLDZuDAWy LowYDNUeAI045N8DZHcg
VGVs6FfLAXAVHZWeXSiSqk3qKGSkYOWcQqVph/QuMKLmWAcfg2ihokNsHTAX50UU
3yl0oGpIwOK/Xesnf2GqzpLXrVz+e20HK17UoCFjvraALm+G7sI5g7YWOg+mMbrN
X9WEjToJsqVXVL1IQRZynUjwvwMirgSXiMbgkMonmUCmgCziBgD8vFydP/MqPe®0OC /EnHsisVZVGo35qI0OnrtpuSYNVG427sNd
3eWfGJ6303d8QX5wIFu/dBH58vrGISAQYTZP6tsIpZSgGIFrlnVDE+FA2X6VM] fE
IcjiQ6g5hnGIbMUGNIpTFO2SXdLrepnI/RXanX4s4nIAhuliflvyPvgRgXA94RT9
D33KM+Dn6j3T/BNYQp3kN4401lyHUigRy9Le/Neg92CaKYsWMzFQOJIIOe41huABKp
duHa8jUhgr8GjqxN203rj9eR0OIgjPEIAZACTRIFVfrIDXINGMV8a2UbZk207HVuUN
JafHHKQYn/jWXUKgHhwD10imshcMNwaR62pL32U6VFTHetgyhk2RhUi1LgxSgTcW
SQ5tP430gBXcHgqPSdkMA5pbjwjU/LUc4KWM+ov4ZwINBO /M1PmS84aMgFUynXsE
C77308+cu8JEUKRAOEXOEA9G18cTMjBALhpDknmlek1lE61KQStEBHKkIGrp4DIxL1
hNE7RsPM5XdhmP2zBMS9eV /7TWHrNBtK9otYiC6rpYXYEFttzWxfVOOqTK+QruPksS
P+u7oy4KNU+XVz6ZdpOr7ymV690TaSDFb+M8NOmM1INXYZbVAHL2xPaAwrSmWX7SLJ
UJsil1s75FZwMsTBciLcBrU4KUUVvIUTRYSA9gImrZTqPWStNG6E+SOWdGOezHMYAS
z5U5aZjgugKx56nES2ZU6rnaKIj7qsGRM73YX2ZkJk80Bj3ueDuKxnFoe54p0+mR
bAsp1lbW5PmzPbDTkduxiHEgCo/IigPD5IKENAGNWATY+US4J0QKH32hW9006b8KO
dN9cEOC3PfiI8vLlVvbNTIHfuynCDkIuez17KsMV/0+MedVUiUj3QdA227KEPrTM9b
09/HK75LRPkkW7mSGdKuP8Gvvz5MdO7om0j09+3f9uLaX+IVOtEvtfD/aUQCsMT2
oxIbOBH+jctrDGY++PzgdiwqcO+t4sOTxuMDklmVY3EyMY+glpQyEQ9AWdpOVVT
xwzh9VIftIjU9JExLAH6CH]jieMm/bLpjwdLjoQabOkIp06cQflwOlEQPz1zaClyn
sKfQOATIGzLoOsPtLwlq9aWGbfVtmSSsDELaQD6x6L4+qzPdhZNLYypPSvVBiFpV8w
+scUQBKNfhpM70W7Xrewdhnu29D1lgqalIl2i2U4jMI7ru5eei3geutkN631DBcId2E
6GVN+5zSHc9g8hMOOhZEOKm1lhBIuy+9yh3S3iweMT6EB9Pguo/rYKiAbYHVOCIEW
IMOnkZehdkOrwRb126fiVg+Xxmn9efDfXsSkoybv1PC50U4NHIuYqontUyZRuCE3
T9a256fazRZF1tjPiyhYfQZgW8Y534wSKao0QCzOVKLF3CKkPLS8ekC4rodJl6/DW
Vz6D6cGivg2zyfiYhp6uJJESI5jN/TQQdrD5V1TGNVjRaXmsScJI9pYCvOiEONiFQ
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nLeOcboIOXUjbCGRuxh+dox9AI9cS+TeaGjiM/qc29vAjksCe5gKqwyhK+AucckH
I15XO0N3DNNHBTP9Yu3syKhfAU2No9W11RYLE90I3twb+sROi1tTH3169IZuIspW
j98PIUYV1dGUOE/FqIuGfe8ZT9cDYjdrGHvsk9fFZxr1WELBolEICULm278+88b3
BUh/dBXaYWzXLk69Xzj0GefOYNgqvOLVowpjXH]j+UQF/2qgk8P6s5GLFRSI9sHsY
vskXVONKZVTwtjtuBIX6cevdGdMO4PzoPQnLnyMeMhShORCaPBEpzjlnechKxxuq
i53sramzkn8B558QVe7EamXpIsKy7eUfnhPGc5qsG4jpCTHytpFwne+rdXS6bZiN
452qciyOBUbyBa80ZtUpX4660kJIkyc6uapVKPgMlrzGP1LAX0Q]jkA7TWdO6BXx5hW9Z
mH1txjZK+IxqIVgYfPHFXvz40EMWWRpXnSdjh4mYAj99rqY8gSgT79qjoipUHIwZ
CXQGjg8DXYslmakeu+5aWCBP+Cktq7VK+xw8zjqa3QqsdQeOF0aH44y8NpKZtCWH
Aczal/BNKh6Xm/wxi2ZPZDVLc4NOSNgeQ+mw+Ycjq2aLh6qYk92NHYEZ11D5xV3m
H1bNzUhZ7UTupNGj1EYONzPHfnRqvolbFxIoTmoKveiLZG+81Wvv3d82x1+PJIYuG
WoE95vVKHawpdDiNwOmSE94NWAAY /3XQ1GMgWaQuzRKAIKBDHqoYyCBxj9vcd8Ak f4BexWhtT1D6FDhBPBP63tfc2gsVZOhmgMvtNw2M/
CCuDJVq1lu2K0JY15hMk18xE/aB/RIAZWaAQMi7/IKOfkev+qE9061MkxNRXmoD9S
4pbjQFiWifovKmXygB401lbwig73zvKtjq2f+Ny39TezF7QImGC+61lnsbYivF9cms
X1xa3gdtMDwcly fko6SmESRNUbeikcIKShgeAe20I8AUzLVIyyuBEfmn/M2uvgYm
a+b155Kz577i91100DLgXaL6LwfIqgntiIKgO9vuRWUSP2 fewW9XQNcKLmeEhvVzmA /RZc+HokR
TjNITLNX7WarTPU1OOMDTWIu3h1LUOBZ88+79A+JsN98nDff7i76Dv4N9eOgezH4
COaIXwNI11IMIPdLskBOGXt/Nmi84SbpG35j9t2ci/9alB3G+KtnHfD1ZU7Ud2z1x
uYDgM5hAStRHI{vz11q2AJFPR4hA4x6CNRTeE8/YLV/hngKQ+u90fT7ifPjiqA/7
gi271jGwb/E+G3Mbol6iXT+IYunjV5SCCOzTNFW+u92wh070h2d4FJUPwXxeLpXL1
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bOrTSs7L/dXdD+A8sBSxqiA24dEQ5SQZDe2pqs/w23SA57SfBb6N4eorEgn+zoi2
HwaVHkgKYxArOtbzFsfumbPMD5P7+ZHAAQgGbRD/GcHt+JCgGxzculokA®BaoGOd
TWIbnWnB5x9cq6eByyhMdq+i+LrBF7PjHjYFkr9F2DND+S3mbBcMKI1kYuqwFb/c
wWHAZRE1qOTORK9jXh/QXUvI9pCb5ZVUSrpgahr+Ww+NDOnr6S+TUWiba6XI9XxSAQ+
XUka5+01DABbI8HeyGCINNONRRrGDztQBwQ3PAle5zzpeMhDIEJfur4r3D3CORzZ
I8Nsn2sB+1tf7BOgQu3KPAQOfOfFu®hZNwaqlYOoMMemMM3J6M7Zasjlvfu+nsad
pPpXMNSZ3WZKxtzp4BH+ghbd3L05avff8xEW2FvtL3PL/D5kwugNvb/361d8ppVGgh
TWZLIQDrBelqOAX3MtcLUWIXTfFsrTS5NTTcO401TGPMFO5nzruCiOovEOCRXT+80
ugqTB2s77ASPgZhOhtVQ2sAd/WVj+GweIhMfwc6Tpv66NATdFQFkx517/ScKJI527d
ssTNT81cB3DcBtWbZXmXtVzqGs6VYV1ZBewfq3vO5Npn2R2pAE3MQNF4N7BSUPDS
18c7mcBcazlc6+ZCULmg2TL+6Lhgpbrat]jizZGv56SXdkt6Yi2GpUe4N3gicsD6x0
Lj8vopZA7DrmIrLIf5MnOWfqpNHEUQ2Q0zGASTP6YiXjavDVQePh+wdos9080X2k
ONAuQxMeLn71duSvv4GkpMe+T6AhaCDdEI876yo0ZyHy87bx1YsRTuoQuP185WmCj
0G2P2RzbxK5h+GPDex13NgWrBLTY]jTelZ2ZJyNSnAQUAPGS68IsjAGBns5vthoZQ
wPQqrLFKsB9spn6iSr9JwgN1/3z8vCIxfUWKR4LiIZ1/rBcXdyBSjTqOUVA+9yRP
Eh41hDO7V30E@aaJhJdpVvjvptBh3V4x1040Mf2P/y063NtcKtBE6FOZzP5sGoVmw
7CWV5XCay1lI+0ulLsgsGhkDW2+dfSOHphzZ7Co/tblaTdPgYnn6VmgqwfwRIfq+BEG
J/0609eWVEozzRgAWOCNgIwOmwFXAE7 fOORGOUwWZz2h+naQQ14miOGDTLVL40AUGW
KkK6wLgOmFwhhPyQ7m4Ii2RPpvz3jjWqwg9YoJlpMsYBbreYPMDpQpyFVU5ft29g6
bNBN+wc3CZBfPM8K4zUQkM50G14n402ErVT/IB//z+bVE5dutJoCYMdKQAY58AG1
POr27YjdoC7LDavDXp3kYsP09GSc5zbjouGo30eRXXrhOLOVIAg6NEi9rC4AnXD i
g+PArIWVZmifPc3avYz/X3s9dMvyMtXoRZjrCOBR6KsWX5G3Z1IpwdfMk3Fnv1Y7
Sd1Hwt3RhOZhvsIwWgsNrVDQVNXOGSBM7spWKolZHzfu8ZHD2u®ieAnLOHZv41VV
pnTmaW/p0+yFoJukcBIBqrgqQeyrLnb1BLOFKf5W8Gh1rT5yIIWOpDgszAGL7YiBV
DoZbXHDNg9YAqN51i30fPQnKgOrB+50t50+tSjZO9KsW7QWoMXxHSUmGgoMrI2JAU
qpYGjoVz7LamngyLI6fuk4+VCc4QweY1lgTywITFBjt9a3Idt/+brHved4SdcLf7Z
UoK4r8NjMsRgn9SsHN1SxVmct7ScjYAXAPxwiT8ZXPTDEpGWVW536ZsT/dTXVG/f
WjpoGyf18iJGtdx+YpABb3oxr/2IQWWwwhCP8A2V6+150kt INgMtywuQoFO/LbP8
T5/d+KAWE1ImrHp8N1EjVwcz1K2gbrkyPri13yX+7tWmo0Jgp+QWBVbMuceYddq2D
TnvKMp1H5UJq8cGpLiJV1iMU6sYJeoPpHbYSjmOvMrxLjRoRKuXcasC1DjINppfCh
HRWVxfeh91C43d8CbL2ChyUYA62qI14mfm7TtFdPzs191iff9Q22eHcUUGBTD i Swa
Vuwc/1zYQEksR/Vf2K8ezeSh5F0Tti+7Cd6H736kbySu7d0ZSSIXxCHrKpGoEGF O
5+1pRw/7EruBgJjVFGILXctIw/1lje3sZAol530tsi+CdvtO6m/1C506cVqqPkSrG
UzmInufVhO/iDOSC4SRk3ztpHbc04hM/1p+Ai0g5DrWeYDhoZrArjpTjDgcthO6W
1gMGQC1LIPYGMpWzREKUgOCh7taAn+9ApShxjn5ey/T4MRnavo2GfRZiGLYvh4pd
k1/slUrnaXx96XXvPcC8+7cna49eT5LgIfNYNnlxtrTHNC51LtuXWU37eeBefZ9gel
qkA8LuQkBR6UgpRoQSikHrhMEBDVgo/enoTgTOgeQ5ERYtMTFShNik24hv2KwX1x
ZMFI6RGLKHR] X7 SwwXRADAXPZBXuUWmKBiugF1VPX5J6RSmtHBWEBjg4QQnRTkOu
jLdp38UsC/62tCzXuVhPTYOernZFGhg62107ZZ+FFZ1lhgT9rYein2XBH/CR4EUhX
snmxn9J4kCYXftMRxcpAesroW@+oLxIjcR347iSiHRnpmdaT6YAE]jx/bGX9eC/QMe LWWIOUBNFbKhgIgmBzKQP
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s0j5Sp7SwQhQjteh/tu07jDjyos8DVTqUIHKkskZ1Uw7KI8M2zG5E3Pp2TIecW22ty
xe/B6msnbGpK2cq6BhPNDKCbCwNTIGG5C/ /NbsEixc3mGONHcDMzrwRKnvgwWVSsT
4KIKYPbPYay9xhK9ExMz1oYE1lphxy375nZNV7Tpsk+p7pCdCun9BaorEjAGjoRpF
OpGKdkKt+Gewlp8Xc7N1l+krvL2X2Gdx9YI6HOCO1kFrVBaGgxelbSDZT46KVLryS
zfU8Y93Pfmg2VT6EZz7taGyh6mlW8ewro02raMvjwPPMepG901x0pqydREWXQ6S23J
5PSCY2euZIyuC3F8qjiQq7+tTDd/w637Inq9/N3fEttUE37XEVUudKm8Te2cxh/Xm
tBsQsGSCi4FCgMv+RSbu24rhwu2QtgMIIRXE19eZTNPJAPaEGv4QfcIdZGZUsaHA
PP1Q2xIAt/izKOzm2smH140W+SnYictN+6ATuRlozLfTKsnrq/7IZDgsngBNcPQK
OIANL+Qr5droClxNEE9TmPn3m4wrxODA8TVaxX/9+Wgq79a4GvT /WFI36CrN2wPO
5P/T+f9Q0wkVnu8UQNGPiSXdPWr5y24K3pBZVE2hV02e7g1lvNLAE5gAFCFV /WR+V
UCfExKvt1Lz89UGSs/T/VwU5fhX1o7T3VjezI3HMRIR9arkCbmLt58D5ry LFSpfY
v/bT8rS0gGYogsuLZEoJeeFQTay1l0k9gJyLWAw/gPu7Fax875aVKwgNHReyWOU 1
Wc3NuUzKD+W5tF5bnw6jbMcHGXWHAQYT72rBj Ff3a3sXZBQ1lsTFSP+W7aSzCyICJI5
nx64DUs+Ju2G3Kyf3Zj6Hc9im3FOrQAen8R2unCKFx0/JUv/tVSQFJiPDDbm/T5p
5RVkxyqJdfcHI3HzowcQT8m/q03CsGLlfSswIRme2h7JffwCmHILWThUrMQIO+oDyl
AmvLirypPT574C03Kjhod7I03+UYSL8Y1tPKOYg4Sz/6ejP5VoUGbXxWICw3200w8
sVoad/xDoyvEyyfYdscU+c66KOXYpd6ysPwGL103sH1gTCkbhy®+0+2htkp2KFF9 /mIBruHIgtsATqln
/XLS5AtjqtOK/3qlVhvCh503VIYiMsIbEBmeDcJIL1812Ixst+GiCpbUCjp2wHyrG
J1pv+mcNCi+i7emgiKpPqJju9VqGdFTjhmi7t3jCOL19CUdwdGDIPoFQ1LwrpQMQ
GK+peLnRQaIpU7t/yLcEQhXDkdN70iIMAWePvb/4rA0Z7dLCE5ZzHODLekY fsy4DX
Ea2HpQXc1lfDdRkzfGISJIf/valv4jvDJaQORgCLhpHT849awu@aqnhI6+v2QdEojg
7DrJvjg+LOEg+dU3B4FXx/mIJqwlHNtqYkSCQh1Z8p1lfYCEISNIFj3SUIDDKkrMOm
aHCfH8dkQCEW1woOCMTj4v/sTOdYo7tXxAQi1lfyIT4CVING6ZODVpwItk+gYrxA4K
iSuxR/12KCISgazBRh3w8LA/dk42b1W42VQciC4udVUvjxaLStoHfjVyjoQopkT]
jkh3IsBAVwcS8pqVOGT7TwShkZAN6TrVmy /FNDbLf1H8Q3Pg7YI32pl40PgLIF15r9
8ZCcOcPCldunfjzZKgmyi6/xL/Dr/phBydhoQGzyYiGm6+MvAURNhzWfRBvewlEXn
FbGsmf9e+yyF+We465KDU30OLMW1G7tkxRInegmtCfTV7B88hRCi4w5ciwKFAgkia
h9fYGHJIzTeY8u869g20Z17NaPg7cBXeDVelKTXdcakKtELNwImM7L3ZV7e/Y4gIKB
NNWgW87gqle+mVOMUaL23unDTmV4MHXxJKUXx2fTn5t+0j fp2v/VAfOl6dNhVjuzch
yK6v4EypJ1lzeCnkw83ibXdLCOjcOVU6j+veeb3r3GlvkzFCOX4Wg2YIKIIiej2z6
yX2NNFQQHmMbNBJIhX6RofkkKHVNqpgq9F fMIU8PpWsCbQ31dHKSSoLb1WApvTzbUqg7
CkfI7Db7GmIGX8cRvamroBLKFRmz/XVFbsKYoYZxrAN+F+05Sdsim51TQ/71HFom
+vF1c50Ihd31isjwZZyzNrkJkbkRgxzz6nYo3ay6v4M9v5QstduXYxB2ABV1RrX1A
Gm+fGmTrrOcl/QiEuWSc90+zswlZs10ghX9nAL5UAALYHSx+nMONdO8zXGaXILrO
VsSpTbo9gMMp7s3gfEXXbFIGPq3er6JToT2uc7PyHyLE35hcJEOtdWYP88tyDIu4
RDgaPxx0voVd/r4uEEVOu8BsBqtdd47Dyoo67Rbb6YsIThEMglR+Ch8kHbkQ8VZAT
m3z7urVKIWVOwZBFoQFexbop3CtPQnB8OrbDRpY /UWyCzWQiy/UF4nDVx2Xx7NpTN
mnp/nN8sgQ5+D9nrLCFaypWkPcFKtQKgPKIYRqx9GhivHdcO/60EbpC1127HoOhS
gBTJIprHgCO1nToiTSS5z4WbL4XSNCgYc1PsjjFL135kbo2jPWaE@omjs7LcOUSII
6rYg2069+rh471gIVAwQpCGONniAb1bKnMRdReZT4A83ED+gs41dLRCP1ujDZ+BaY
bMvgn9/YKA6fHVMzCL5] /S47u2zIINOyhnJgxjTbRecajg/qi9tw+6FHi/k1F2wu
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XPh1xWnVerNCMkk/3eokp4YSS79j0buX8BQCEB8CSHKY /toIxxiNtx7YMK46cIKe
7bW7ayPJgec3BdsYApSeQauCOcxd7uG59i2UVMgFXcQEeLLo904MueKOjAQIoU8Z
WhydfXgMIWWPIdziNuVIO7bYptxje2C/ZoECSAXLx6LNnfGmMKEGgephfnyJwH3aXX
0etWR3SKa2H5SXpipLaEnd®zhcBfdTcyB8QOkPIrxZ0e®1Qc72449wbhSJyS9uAa+N
a30sShTCBzdTOtXM5uMtV2weO0JUC2R8Yt49ZnZgOmoNgK/aOnkxFxSYnblwVérH
061Dwpd6 /WRX90rdDN/gsYXjogIB6rE8Vr61q28371IF4rf4CDjjZDH6dIrrshIE
z55qU/mYveHh2XPD1QvcPefl/0QiRb93u+cJ4acyfaVcbiAIwQ9SIX/IwHK8M5R3
C9QRH2th+A2fkgBFmel0/VGCSOTExm5dgfDOARbkX3Adwg0 /GO /pCOIOkzrUHAMM
342yjwwRpI3CmP6CPr739T+rHbS/y6kz3bCm32QuxivliqNIqyOpuValLDIqcqWpOX
IcEtL2Vnnod5icDgxxwIpwKoqcLfYGYIgvQXYmG9itpmOOUzHwwoTcAooicDokMn
SKOHCg4Iie3wiOTm74xtRfX8r LLIMLGUH2cVs1FYoj5HENIftPMN3wClRNIyCG7h
ytv/DNp944R5b+4tnEDBuDglCsqFxeellz30cyconbpMEovP7f+9s1Sd6kWnvLPP
8CdgmiV1ydF1ljjir7L3VvbzrGz98I6tW4BgBG9+m3QCTxyEqbd9k+NSVST/FmYdS
spaFWc/dtF65L0jjNAboZT/0+HssyAKUdqcvr9datwcghR9Cgzk7PjWdIjHSX0OBa
RbqfaGXzHogYEFf4+8c2REO2bXinyzoksMEhGCbWeV7vA+Sei9cmsSZ81FvwMAFu
TglXhQvz8mPL2FCHwD5eZuRK/MCGHKOTGXxWSLS8ggggFHLP54qWLuJD9tzZ8NKGe
1HkycnlhhL1grQgpOqrFfWPMCyX02q3ETepQnAXHoFsuMknB+BbQw2IPWZ/djh81
1iHWWYYRLOIj4VeZt400Lc6gClYKNnsD1k3G6jR+mOWoPmNo62/as6QbegiNPdV3p
GvkgP9905+UYA7r2Y4RSGQIPyYYi4McxBfRCNTBtyWjZ/aTveKarzyY /O55dHF2XJP
MOIsPV+MR/kYy9JGaMMruS8Z90hbOMS6UE6tRQiURGTjZ5xI91dETmasCPREHOPh
kjJOxi07Imw99BWIgB7EUDoxCxXI6D/kYwWAHdZR5NUqLolaWOx6gFvIHhdRmYa56
C0Zy/XqeFLzuXC31MidhsE1GHjH1KkWN7unvQhZUYpY30FSMURF2C8geVHVXLZAJC
deTN1VTxPRE+N30ZkvGz9bRjWQG8AclqVWcLDjomTr+oey3wbZYERDTN]JgZKXrmh
4HNntcLlmkjGc7S402YTcgV8vIOy5N1lwfO0eb5tmlOIeKwaF3nqyHo980X38R4pF2
S/iBQD301At3G4S1KY15030Djiwl2Tn59HoK7FmtgxrA6s6jc61LO799s1bjCarE
S1iYaC6+KBXnMyOLuwgMmXoAMbD+vZZzxWMZfyP4B6Xm+rEn6zL0/hczRWdIU19B
0ZZCKwydDtbmzAbyqZcilDpSzelINhOTBqy5A0oVIa/KA9TFckTzUwiGTPDg8qtrr
3ROWVueoMM3EcjKwGXLKU3BKS6bgqecIkhMsg7TZ /w+dxEIKbY /WVZTF/PgF5gmQb
rluzl0fly7c+H9kofuREtIRReyoZGp7Ivu/Q69rkuvlYfgYjec7TW70+PZtsTzTN1
4Lv13iWAL6jbA+T1ztmiUWQaUbllLwgRcbC4ISURgWdHNZ /58P rTqOCCXFDB3zGc
Z1z5L48/rVVprcBG2eA4u4fYZvwY/ykY3vcvtYk8gGbUMgttBOPGSV+Yfi4QInSj
//0/QbTIJ8as6HiMOktgTKHV64qFDp1nOTtnBQOScFNYOdBBKIVpmyEUwy1X0gl2
jIvV3GGCzYpqD3i31l/kc+2zozYiuGBUa+OL5uUFYM+Vvs03iotOiaLK+ZYiQP3mu
ANMVK8WEZ5EZcPnYGGAZsP7iT5xJ40YgfyrQugdwRV6h2kETS4fbGdBESHNTZB6p
akR8t6QvZ132fODDHCDOISC2Tx8ez40TMN7TwH2nfiWLQWNZOXIPdMg313hXe6/ah
szs3h0JE1LNQjE01j2eSScYAYKKOH/kzvbYt4u8vi50ghhgjjSGf61Bv2ZvZSuzR
99TOXxmlNRIXtfwIpOU2dgKUAFOW8ZQVcQotVKHYyif5brypXRRFF4XEXQOW6T10R
8FzA+PBOWQoHs5] LKDi f2bKbTLXticvjez14uQ3/V3S8RSRKENAUBMT4AUO5YGIa T
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BneSr3SCcwW/n3HmOeygTMIO80RXxsg1Xz1eAOOWHSEBYoTfN4JIGU1692vWMQIMIH
nMdMamuxcO5PEqdlahn58MFInFAu8bdvQKKri8Dy9y7J7TPKkD3H7gHPNli6bStj9
ED76YLQORPBOLSCWE2Bt3xmPz91POk+GPpgNCuyBXMg/KigMhQrkqQj1MI4pEYPO
pzw30DJalYIdoFkmOF1jDjtS7nTMVSmururDCtGRUIUOfIIgVjkl6FhW394YQN/+
iaE6yMwnRKvv /Wr5/rOUIb4Eq+iBOqYrSmeKEwWTCtYlvI8nP1IMCWOpiCGpDAUGXV 1KV
4PDaK93mnoQZr92eXQkTIHSTEpfVAS0Jdg8gKIWHIWyhwwC3luNAsHFal/PCq703
O+mESaCgxqK3q/jMrkUKmHzyfa3Yep56Z2eg81GSrm20ipldR3a9MIVNULIKENn4elL
ny+tnPxpvXAwwtTV2hhud11ERJa96tYRkA+XNyTVqIpgQfk5bogR/XawtxwmS1l/h
53tFvHka9EYbegbhazrwwdzmuC55Z7jt50HKatbMAvjVVvNVhtHMKUU0zBJZqlo38M
jndCPMZX2a9ZFkZk4zCYZOrhMOwK7votBxip6PntX1FuU6RYhbAMbMBjHONUWZXd
kXLgEfnjQIen/PtLvlhulL4brktQNjKON6R1VE39t7XyX1vu6NDlhggP9z7r9onjc
hQnmNJeAoC/GQcQQQCF1LOcpNO@lecM8Eo4VLfKwaglLXe6ApeHS4XhIDEOEike6zM
wrkhc60zmgqgioV+IBVQ3kkjwOWBf8X0pvxCFIIW1n509GLjggoziZDorDhBFlp6x
dOMcJAvgkMJIq2M80i1FNSDLs3mA7PZmZ1hUkg41lmPFEOOM7yU2IiulDDIGgHXa2c
ufshJr83G9dY3KGHHZ91trelORBg3YBNzXxMn1XLnA7+QmYnQULGNIOiBj4JITn/WX
5ZEgVZ72wI03q7CVH3KcbHU5Wm31lboZbzxgYOFrl1ZHs6hYetw8zzFjwB/mZwSNjA
i1dfFzzputgC4SqGgkHvmmlKyT1ZdgDEaeMFgkRVex6PRIYRpS/ LAgcZQxASSzyU
x22+KUO5LhdmBzCsVoKQurYwYBc+e5htLbeoCVZSU7TNUkcOfCKtSNyvjTUnrRStI
qoJ3jGD51VYbCXitA5aW84zoKXF7/PeNp2VM617FI9dkWIZeHUU1dFcxTJOUsSbF
cktPpo7PNU4g+dpehMvbf118CuX4TuJCOrHpoNkPwuyTxFiccfnp037087ZA8JYm
K90GxEgYXpgKCUBowa2XEV87bmZ1hYvQ3c/ZskUs8+UdEgX0iMosSQFfa®@nzpx9H
5mR1jMjEu3f7jFwYVhm758nMNnCWRIKkcu2A1JTTHDTMqf3/Ev1ZQg6ATpx8uTjLVvO
hHmMO+0dj2UsY90J0w11i+UylGQNvBkQ3J2/54XfUCOZMONtSuycfseSoW71S2sopW
NtonxkxF4mb4MI3segWepUkBYcldoTHxwVxf8C8Cgddo4HjWGrywpzI/yoGvf /11
CH46940PZxv5k53E6BgyCjT25h3Qxb6fjubyFCGkbZEevo3FrPTMcFys6dqsTXAQ
nr3nybGwoNm84aJnEjnoo2gKBnz06BhmR4RvYGOfo+xCO16PZxQqfAUae/getzil
jjbpK+MAgboiqOuOHSGIWS5vLI+5kI6koVyGarAugzmUX/E41DImq7i0262801LT3
4rQEQeQ1lbg42pdR8COfDGTdZb2Xpmxi0gs7mAvdUHKBIDC1ByDfrHI9POaYpEUZVC
D85jhXXLOYkFxkWD4j750P00sst+Znpgla®svYN1lcYZs7UFCgeQRqoZIPOkeCXCg
ePbVIOVjFOwufc7Tig4b+LTQXu77PreM7X783J31qtbmpEWv3rLiVfilL2rQRHCqt9
1WUPJ54tDk0k4/j+Qs50]j1f667H4hjzEe1XThUdyMra994+V8F1mPXj6CZxhbIlr
+8KfWTzwGxzbc4A+NQsS1Me+1QMN6z5QT2QDgbNGM16L5YiikdlcBJo5uxlnFDVx
bb7duQrmay3+7CbB7LK88JzAdZtWgthbxdS6RxYm4ix8RGeLB8HF3xymFdbFkkNo
QbLhNxOuuwGVvDNHXSEhHPfgc2eRWOH131NjnoH1QU/TrvSVCL3BfBOWG/ / TkK3xM
W+gCCBEXSSVoIT72BmlYj63nrkOb7VoRX/gqrTOU8Auaohs3C9d2MIxInbuW+/1n
ryAiaa+ayTTnGfYiNCgR7pt7BpL5P1IMAUZ9j5vqIrXW28RFRxryqKub6HtlvZIVH9
pwbOBgcoDTehYWsglAT9thXttnAOAesPq2Cakvd6vyJILMIi0Oh9AoxayADXIBIvVWY
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Mpx13xRy4m5Q/XfWW2VPeu/MrXvyvx7MMxPhj7YaYJPLFFcKgmLY+xduW7DEOuDk
q56iTOrtpIhRL18XoBOWBttII3z7qE8em2n2saarsuyGfQulY+4qLQX/IN7nse09
bBYiZKHgscNmhOI4rSpohyBwvLutBEnLytlunhOke9Qshf8Ib2FP5tgTIYOpOKoB
rDFXcMoV5y1pAeZcQbmltqr75QbOAUPNOCOO4UEGUIbhTIq30SBi10zI1/kbPwqGh
qQ3r4bd90z6s1H2G1VBCcVUHr2tyTqk0S45tiaEVKTCAN316nowGl5aTXOkB5DKR
/IkKvOmbnyZ9HwO7yruP51DA22FROrVjJqgCchTp/i9bJ5€9S7If+FF39K/MH11J
3i3XbTgVr4Lnb3NC1lvd7yrXorTXWXiazjHfIbPCCc5+DuMLcHIEerL2k61GdMQL1
XxwSij+wPSOnzQyxnVhLBxMU7hql43qJVEc]jy]jt66pRV7umQtwoIbuVe5/gsaRgDx
Zou6Z9PnsKTHf3YSq+INgdN+NrRUsUvXVjUoABDj6cUNUMQehkiULPeE3Va3Fhvr
Gb1N2g4s/Zf3HyS1wzBpLWfJO5cL6HPUlgfg4VIxoxwUp/gjKTIYAc8tmZdukbR+
n4BkNuhxam/ITHwWXNXqtSVBh1BGY6hstsmhczMSqUMxXwQASOqw2+8y7qNpjmHEr
FAQMOyj LVfLOAeKwUgE49ScmoGI4YTEXCh/XxSXYcBe9P17nkLcOpN+BeijSioLK+
L6tDC2Xqt3bl/Gu3dOH3gcuBX1QHgSIYcHcCh1WSNuBRucH60kz6IG3bah/V+QEC
5d40Mx1ImMNNg1XA]j ftuL+8pH5Fg1l8xnglm9xExs/US40EV40IeMxknuLTIbTN+X9
Sf289SIT3MzkKIHbQQqWq425790kfe5VgU7jDc8IslbtcR5kTzqTLUlp5T9yMj fP lmih7CUwjoCtmbpHvXGXFQX3YUJIDSI+Um]
azs417qs2s/o0aM3YulRkM60kwludF8gVvf4dBqll8jpd2tVdgpURsyU7VqwjT2V5
+yYjmvIYCpXHfOPDFra®aMzV113DutYFu+KR385MqyCQFjrIvFOA/yjFLgxpRttp
PQf6ZDYi1uZJltcWDryfMghgAlp963DfNvUuEk2zNpoxTcGsLRBhhfb7HaiZ5J0bsy
jkBK3Uh7T9OU1l/pKxYVH8HCc+1rhQJZZawf7D4j21UELVQVTFBIV+6DDPEXBgKTQaB
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+4Vk1l/qBe78axFQi200jpFOb/Y/6LKF3ghVOsNv89ukL54ga36zMV1rVhrYmO6FJ
U53BVeNh2+11SigdXEmD+1ge@eDg8aYz62gjaVTNzeJp7dirD7khTzoL8yzNsG3q
NuDosnVJogKWCFVjh+B23CvypiGz5TYdTuys6+PntNOQXvX0+/uBGOVVwqgyoDGL
35B1/q82ua/JqiUX6TVWOVKIbrH2x7Lv+It920CXanpqOLCBg7CumKkqpgxSiM2u
87gD6VA48AWXYgEHEMPDmMUTJtgqRUbFwC7y44f8fv8CyvNa7D/7TWrDHasgNrx/0v
AaXHO/icZRmXhONSHtSLpXMxpsKycH4IwTnwFtBV4QZ5NDDd49hfAJIEV/UK4g0h
S7Bo+zuXF1zYDME9Y9bEOfwmIp+twO95UNeACXPCxshGFT1bZMKF346NqsQSdONY
M92EgqBCO/srugq@EVzK7IMC71cGQwnIEHIW2GtwI3s9D2EfCBdA3IxInV57RgB58q¢ /H/QoNvthl7HRLinzN2z
mMbEg16dgbX9EQEKTMue91cZNOcONOUBkWkIx3c7tyijpwlqtdrfdwIZzdvRDgCk
/Pql+m@sHQt1lzPLM6esHrp5Yht/etCaPtWS5whJ63JoCbNXtD/ynBOonFpJoCiuz
h7mihq6FBOYB5RCa5q+0SU308m1Dd1O08CUWPQwWBVFYNCLAq8gZ2rGKEewij58DpA
+MH/k8NzincdfQraal2rLqWzVAsE7qciK4et3pEU519xFLVgFTTsAPfiWlvjQKR+
6mgh1ZS9g0So0VovGSgGb/UNwYWui+9JdR3uKKrmB5VOVIK]jB3ujjuYHTxSO@av5x
pzuq/Q2IHPcy+39anfnP9qIPkysAxb0Ofh03X7aBG3a3GOU2KMuIHYWe5qoGYQzsD
4GbGb/gbTFVRb6S03QAp53fr2XJt7X63CPID/ivn0j6FRoapRIVXXNRH+KOKKIXX
jqtQtz6Cay4EUIQiwOjHdALYtQtBGeo8yJqbwnKKaZwIh/anKa+3HLpO/Tj1/NSKI
5E2y1JYXQzbZe48PYS4DCPBikgRjJ4XvG8vT7KosKL/pGg6YUgOezRHTf8904BFO7 i
R7Qa9SKC26I5xrIxjuMdUZ+GIplUfDeNzWtGWLUVMDkIMTI6GmpHCcM1laTPFFwAsk3
ctVR1amQs9QS3hCGy7g/8Ud2gDEaExbE3ygqnWl3iHdb5St luMAh9eiGl/E/F1xg
nc308K2sW5I125hrFS3NhoigAAieExSk3I0S1d1VMbiwW2APpdkhBRk+s0VeM5ciU
4DvcT1903jbXWanUUtL6Bb1IiI9E/CESCpIbUtSFHECrXVdCfCu+Kdx0o8CGNBNY
14/hELQRPNBW6k2t400dnuYqlsIxq+pLzlcy2+nAV67PD70dDHSeulDL3s1lb/VQB
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J5wIjrsz0SGsiLsHHT16vCHWF8hQ6pg9ru62ZccrwWoHFpqOyiEqg8dppplhLSQX
4BKhpbfTScX/FAIxZemdseP35mLSIOUT77I4L9BiFs31ci2ppzEnkjiiL7snoyczF
QNI+LpHVWOHOUTF9ZCaCkUGLW14uh/hAD92LUBFntR46BVek2e2zMKVEXMMIPS /m /yC27+DVDIRU8V3I1Fk1307/K2h6+3Z6bUO5h fcU5INwgHUEroBvwGVRELBU/qeQp/7TWK7
QUb5PNoy6RCUWSTksuLxAWbbXV/+0LC6kntxZdTWnxJzqKbko®1YUi5UQG7ZxcOf
vMODj fQ99Vav1zSbowgbQnKvtnCHeDoG2khXpYvV27u@50yqUEUqdqoR1DI81rVE
OH8FdSGGWzsJ140DPcolI8meSZyIpOl+cuK68eHLpQcS11ZkpNRpg3Dwx40HbcGZ
n9yP2NK90yUcQwyFEpYwUKtgpBfpEzLeH39K9UnzD/oQknsJcDsOoDhVto51JLbU
c/qsW6bM5F0gK6z05LDVbY9vUeYjL7W1CBNRndq+6RQvxFlavImzO@aTXWwSieNI2®RR1eH20AVi8QysTrcge0Z+cfzuDZdClkegGt5
m9jgph3q/wlsPjoAwxZK9onelC8H7jEDV3uNvsIVBQEXxrbSw3ecOgDBex6ISCVAV
VFhYTZFyYphv3jRtv20aBumTE9ANUkLO5VIpOc3ehIs7NsZ8bt23G5wgHaBwciYn
DelFySR83DCVSgj2kvzmx9yCAkjWo4zzCNwO+ckXr+zTcuOs+RvXAmV/ruD0602q
kmDJIrydt9EM5S1TPXLOHZzHF6qoN2IKUccjheKUCBUHF2QcmQkob3gvZZP3ybBaXo7
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bBhY8WRWBODN32WM/wm68317FjdCBS0eDqOTZ+SEfUQTUSE®1f8F+//13J4UhL5e
1sfDM8eewM1tg29Kq8zobbY54bxie3j5s1tmcZesQiIwhK5GCsTjncGpEmy8vUGo
YUwPz1bkriFyPWx0gRZ/zWIx1LmIOnE9kqUIev6ImVTOSIC]//YDIIgQtz0dVdAl
jivICVgBCNrH2WmMehnYWgBIqGHJaEiQqIiUV2W+p7CIfyOmQ+50yWrj4DouX8wF
yckiRP4JVhXEfrBeVB6zcb8XZVRVr0OiP4m4KQy4XUVeOFU+voirQD1LjRAhfwMrA
jxpnsOk+bfWCRpr6T9bgIov/MhxyksaFATUg+uBGvyfOGjnhEae+TSUXQHRmwCrL
71IDS6972+y7UanR1YdTYK29ho8feCYwBq260X/Ew09aQQagNHCITqITg1lP4sCQ5
NFC27WTHGAnmLgESW5ZMrc8xIsAP48ad+ILwtB4RqjsJZBL4gRxab050IqTfLURG
Rh5MOPv41L985ngfd9GVRR2qfSenCz2F8B1RtFIbcIMRdy IMWMUOjZXJI1+0ahvGk
FElThHscwETQ83CYx0YzrhmG77WDiUZ0O+g/LB6ARLWAZ7KECPr3pvXVTtqTgVRW43
KMO+uYaxEcnjHIQZE4ncyq0x4jsQRpkX+mNAefok lTtPtX2+ai8JOHLpwmMN7MQY
oWDydYz /W3nnvERKoKvTa4MFOLOC3NbziYM1QCcsF7zIAHNBiauWwzsFOayFvbhg
eT+6c3r01luwidEDsS9QVXNiYLILTPZY+0w46BcG7ksyd9CkfHVGfwWFy64sQ28d792
feb/r16qSCagSb97u79tH87VkXHN+zcnhiZWlnpj2uWOMA3mHUHSjE+XhfjuY/9S
XQ4d/80/GnNWMhw8H1IN/ZxX40qQsjbe2eTK4yVXUex131RHD/eoZN8PV6PV5WZeFE
q6JeSU2Zd1lughljtpHTPyIO/Bd3AMf602C8qOwr2zvFqSvRc/pih4k06vtTskheD
Dzfw7N1KdOPxhscfnfqAV089zvZIHZvaxzJIBjNe+qZjti8XPNx5K8tUFP3DxPMPP
QuaaUICLhOYz3hOKISKwhVuf24UpGQgITwufuYn2HADg0ax8IFGgfiP6sdn2qu3+
2B9y198JECNwDzES9uYazeNZka/aXbITF+FMaZM+CZ3vkR1GwzZ2517gbxys96wiK
of /+fZ7pSCrAyrnSkom/2QVBOe2rkoRQaaiK9IbYuaKMC3RT7f72/q3cZLZ1UM34 fs6cF5mM8W7KIG+apcrUxQ6Kqclk0Z7an1gN128dYv2Pxtno
kA8yQnj fp03TSkf2W2onxbYGmMvXYFPIOMXi /TAQGpAAd6fLhLVXSHT3xa80z3xuj
ksvN/QeF7Z7K5fcy7GwTfYTXFfT3YX13vPc6+muG203F/8vFy2cirIrV/wTBoLphQ
qUN7KsScUWdcKYd+10hsG3J/IxQLt1leWkg2qobkTWhc7YOM/A2ropiIlGyuE/Be6
pAgns22nXvVgRUIKFi1l0qP7pQQ/sMLON1RO+yMm1EC3d18yI/vNE1l6gwuJB5C8n6
+SxIrneweWxR+5Wsn/4Kmyv1YR9exErSord6teVo+Y1lUOqcWywtE3F/tKUz9Gs3x
yc2KkVMRasK8d5RtqM1xGUOOqOe56u2zLvyPD6C8T20MUND]j 8HEGej3PRc+HBmc/
SFq48BHVq6Evggq/I39mWToc463UtsYP92AY72F0yL0o13X4URe4x50ROZNMXpT5n
NEsJIDKmMwyTqzhF55ULIVvLZ1xA4b3gTp23txSrdUJaxL59SEm4TgX7ZDlsj5GeVS
Qoyo3cmHrob57idqRUNZAtzXEdOr+V10+CabFIqdLQoXASSPypJuzkK9/GkvzYw4F
uhOdu2AB1CIXxnuOVvnT+RQNuHI8 tovxmbz9eDUmx5/Wfci3ZunzCvrKulBNu+c68
+w+SOK+yShfPrIrY/DsR4WfLa/8BIiqtyY1Lj1C1lMw/oRv8aFnQtF5U0/sSLgAXr
xuIMcoSgGOQDx+pJ/pPEaI2EIULGxav8Qny3icinK6xkmlPR34nwLuZhZ1WSw/+2
bUXvk+30+uSPyfFchZTspQHVKF2fQibGR/vLQWaWlxcrG5EeFOSvSd+1zvtXG8U8
MXRavBD/b1lMmIdbBVRfyTWDpgP1lr1VLiJ/cIvcP30oMIOhuKd2ibfzYdudWhxV86+
kOBszUqEtk2ITSZVGAOIW19ebg+wimODmyRRO7Cxedf30U98geUwwy/nvhoaPIgZ
0dD1+COxibV864ayXGOnJIwE/O7npUyPSqzJLjzoBdgEf/b/doLKjIE9XQmxaE31d
Eiuwk@zeFOPNbn4x7iPgaYzftHo2TdxwzELuedTOUYD2x4cBNLTowZGtOoY6HKFN
R5j/ge35Lmq90tt3cmlZEWIrWaQSDoR5718ePx94z5nUEXpQSE13yt9bXXny5WIc7
fI9CY547iUwuLInp5S8EF1bQ1FO0OWVZ2F7grer9ft10KgkDXtNtQ5s1PHKIZNP100uU
rFOEXv236uPT6Ib51YCVEOY34Cf8arg6405m2mC8bfzCI7TN4TzxzkZaBOzbLYHyY9
MyvZqLeQZTV8MIDfldWYRTLaaZj6Npaw8bohAogqHOpWwvpAJycqFLtwK7uSyBtyZ
L4tMO3bEYVNgMjSI1+5+dKWbYPNOqts7DWcxPoP1vKO1d2YnGxIX6UTA4xRUaKuv
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 /UwU9UGZzZK7Q1®TQRVbc/eLe/Qvj/MqFoEB1Jek
uuCWYaam7hgszEBraj fWKWvhqwDGYGT+EITZmZ/qCT4YrbVa2nHDvVKTotzAaNAa
H1lwiQZDYK88k7fjvTyX60XQesnglZ7/dOU8pKB5vDYvh919g2rQv47X2HIDwr660
9AFSZxVGe+BThIw4KnZzRi2eTKvgXB7HIM3TkhoPrbVHORMta4iT73fT55hfYsFA
ORNrcAXxdqUsYQrP1I8Q993CtWiclWV4hVDrIdmklyOPEA98YRBNrWj8DOqCGzFF
Tf9/7aIM/INoFwfZQNvzgbTkLD2CsBrDH1UwZIByYyJ82kYLMoaoAXuKt1lccARZB18
nwglsubaUSYfy709HrLOLa4dWmgKVU7jLqM65Q8WbKEbPOWMVS1I7xyIN1INn2y4vl
Pc3NutEoXRkO6cyM+GUUEXbZEVsSIdmWYNAZAde LIRhH68WIBEmMXEcr+Q8Lw5N6g
hsVpwnfMERHJerZaz0I1l/6xnmWP+XbKOXJc91QeYUbBmMOcQonf20FEFNwWL6UHIrW
eo/bUoh0g46qgaDXu6NTB7n1HziDwVObDCv41Ee@IBpUvMkh4a2HBUGW]ISfxTiM /a9d6eYDhP+6DgKfRZgUxzUEo+S8KhWmciwLSNo
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J6gPmnDOOay fW+QR8amfiK9DM1L45neETagIMas PDweuekOnN2IAaZErXj6r6s2S
ZGeDr1lakGvXKGtLEVUFAKtm4tieEfwCAFmAgbIZvde3NtIWV3mgnQifaYemjurd4
Z40x1wPN4LP3+zGvidBjlgW8mtZ8sctQpP3JQxcvHR19yoX/1hE8MS5q]jsagNFQB
ceS3I+Pgvgylv7r lE5SEbEXChFs6v7qOn8dfREqC2vM8KhfWbuQiJOKL11ldgLK53@Vu7KBcHgksE+TmtSWs@D+cozJ0jtV1li6B/ghnPJ3uSCeniGDFmqFWbv2P4F2bhiRmD6U7NEZZ
Pq6I0wvczEXCTjT131bBHUONSQE4mFpaWZgXBWI7GKkWEtiTpvXadNxMDpgohWMea
dP+zSfStIJ5H1TaKFHetnNNoRmF6czrjmnk1MtpmFTDe95nCkMpY6xXxThtSEPXhZ
hCWLmUEgcfBUZ/mVmv+sTUvsnSQgFKzcKGOoYk9uFAuMeZsrqwr5KyH1M]jLv93UK
OSf1INJIBccmltVp/EYps5IL31Qh+nfDYGWKDQ6LIO1T4cWW1lhcOrsId5MZZzFIRml
eZk44Sbs04wHbcuhEGIN9TAc+WMMNNN1jDR1Qa4y9SXbDMe6owkeJ+AX1UdxeNAL
agF2C19AI60pLV2hL+QgEAaNaeajSE606+5euc7hSG9jMOUIDCU2BTx30IpNRTPE
mNpX21INTtHedFBcgtcvsqVW/S+LmirHZUWKnPD3htjV/W5/dmZX/RYH9iiP9bBOF
APctep8bvbGNkFksaEIdgPiqjilYImWGN63RNP3XxWNISATH7IbQQjcNgylljaItD
t+KtaeDWZsCG2jZhEiHzRbtZ8/FRgZ5+56SiTHTA2iAvenOhvtTHexzu8gGfTY5I
7Eb5vIWCi1lMXD1loyS8PvT3D4fAly2i1Iql5qt7ow3e/V8HtZfOEcJaAP1UIgBe2x
PfxyU5cKnUTicjKiu4in30JwsMMM28EERCZz95Y29T f9wwkdayhwthXUJo71bpSUO
pvmp+GzM9481ALceC6dbpaA2I9heuIHnImInb8AMharIaV1lgS6DnfIKfR6LVbY2R
0eAPixRwIfOxP81EzbJH2zBFGaal//zSYpGnEw3RjU+bnsl/aAOarmPV/Gexg/R7
Opy2IKzcbulLgFCgaTUhwydKA3REdivMvZ4alllLqJdlzo/Wng28+3ycxYhNBIM5Ci0
LINONgNIumOYtV2EMFXxZLP03JIxcjy03iW3Z/kDd1l/UjHHdyFwOOhHpZr7iTclAtM
74ciIUdW80S45fRal1t8MA3TIUKdrKgL3Hmc1MBw6stDLajF78DPKLKZAAVCcTSmeo
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+K7e4wLwpGAme7KYKy6F3CjXBhPYMv3VI0Q29VQF1P2eHzFqcUHmxX1LKkIb+BfFj
bgfFOTIKY8chV5WMYTyc+a4KobqVI2Fxzjxt9qSIMGDk2ixE62nBt6RAFIFQgl+a
EIKkYv6903IupZcP7QNDx0084dUlTf6]jfhlWcU5QB4PWn2ic9dobmSEbLaSIrr5Mg
25WfDJI1jGvt6eMLkazb2+B+Z0Q2yWIniCM+gSPZ47CwX1lqu4D/mMHODOMZUIhtSid
BWpJIDkYRBAhPJIVp6wro9txySULsTqXmf88eK75glUoFrmQkAcxH619p1oTplmOQx
EzS+wyEQcMovrKvQ6PYWhyeTvSKAeQJGOameCTsisLLMEgZ3DBknOLIdBcmlCmtr
IC5pMCNm2A8gtVmQpHC6ADTDW8MAQXx fMGkxwX64AFbOVrRNMUOI+dTeS9TBhXCUw
qiv6i1p20WWBtxxPUeMhjMGGLo3DtmzmOpQezuOHIMTqeQbSRtQvQZ1xrHn51c9dk
wDH/EhIN2AVP6MOI8+x9FsersRdUnQv1ZaYWaEF7DdR6J4A/J40Wotw2hCUT4+av
Djv7jKa66pFTOacaj fdNWkU6HAdjBgX1lgmZyIxunxQ+FtmoFb3496x507t01ifQdY
ULZtDFO4rueoNkxeeTAR1Cgxb7af+egIRibxZ4MGDzMWm/58PcgOh30yo9t3n6ey
hJSZMzkBvqeyyQ3IcdbeSRkj8P047E/M/LeCphbQiVFhH3YceEPJqaJKkobZ801iZ
pCm6dAuUak84kcHsIa8VXYTt79ja4U79Ba+MSbFCtyGsxWPFzHafObBCPSVIKOWT
sYgBE4uTDhLv4qELvalcREIWMSM7ynkTM8+mQ8xEueOLmZfDXgIme lHKHVQo7NgJ
VIRfhNxtJ67PVRVjjFu4Ca/sn2QKI+4ILa2TDpn4iPxPcO4+gobZLn8Ljo+esDH2
VUENVRINqfx7IsHx/8a062SVgR6FMJ/SnacaWrIdUxow7Rn9CaSfQOEgACI51WVA
RVjMEdiPnacxNSddURZco/MENUWTUB5ARBw6V+oxtjH2ZaaceeNnA1N1yH2 /C5bp
ERYLeUx8iKENLNkTUtNNYRQVhXI9TVzlnf/tSUInw+BYYBLXx2R3XxCdFrczue6CV
tHMu3vYNvJtocaHa3nbKAyKQVb1jCq3Rbz4eUzgdV2NB1TFf/9UIZHj /vITjX31I
4ZzaZelluv9qd3NIWcpnfaYpg7tYWOWMOgKO4vAxLI9QBjyq615FOQVOGrxyznsL] /Hw+n3WKY6BVOuqdIXgMftCQx+dk/pt3+vQXwLOa7LSoRIys
GIRuk/PkAi18IeyN8cFTzZnSi4aah3CjMjeyMR7OENWAXZ7P3E1KttOvSOAV56aw7
WMADdZCbFAQCVLNT301i fUGWXx8hNkGNfH3L1D3ujHh1ZXChXTAvvbr//K6do50wpn
9AVk73JaThj/k72HitX0/0r+gNSOqieHI8KtSAKCDIJuKUeEnzDSIv2dsTdup4akYo
XtLKmh4PxoHCMk/+2juobpOLrgdIpbublLapvq78eFd9hHHWXxNc42TSI1xN/5dKBq
g/fSTI88q97X60FQUVMEUYObTF4a0HWAG8 fPAWIeOOMXLgwHLbDKjyD4Q8p3NOZG
oubjvXgfi2yerkvouqzoMt+S0+n102eMOxG6cBv6DOjByXDfioklO@hg4PKP9u039
bcce7Uod5SA3Qfw8EI8YOI1jyj8MU2jqLFOH9EE7TAGwWgUXH/FOWmMNQHj2udw81J1
OE8rYFtb+c9LD/40BqMdGCmwAStGOEPVvXmI47idQF4rzYJ2J4vz/651scDXIn1T7T
nHBDzAQNE /QePMylYaWPxW16smUIKD1VdA88HbXYhSPOiepRdWsrviW9+Tmyzawig
DzMoZp6tZVEiDeS7TmBRLTd6mcinel2xynIbW+CYnTyD72SJFji/cTcabYFHklGp3
L5rhSbfyq4PkiAkNYdT3B1ijUZjwWbWoH8bOk+eQ04XJIxs1IHX00ofubHqyFh7TXM5
1YeYSjsNPP4M6+ANSOIDWRSUZ fcPKQteX340ncR+8avkRgHIDy/08udhjarBvrvl
gVuu5CN1cD1lESo//bnfIMG77rmcEEL5bDBPMTIToB1l/2g0xQ8Zwm/09bpXxbwPjV
xGe9+ZFhcOJIXEDMIUwFSx+D1+iEdtNnOWCPFr3RPFCpxOGLOhQTHGCBWESL6G /BXx
tnV1yNbabs6MpSQ9cMoxP3/ywYNhNcKudqZpQ3s2GNSng0te40Rgb8jHahXEeyz/
1pH9bTTgmFUKA5S5NAYCIHcPadUOsIbXIAwWR60OKOEg]j JRVOIRxH60Z4QNuIwaUovMK
0aB9d6sIMrEYkwnoPTshKmbthlvj9IlleW56wuMpUIkGeNAjnz1vOETsQJIPTDTdH
fXMXDugUeEgBxGwlmewyi78C2/QF06d3eryW+/ejbq0ZYzdDBU5/eDFrss1JdF7v
411VCXkamTIyux52/x1kOPRF91dJIL+gB6S08yXjNZmHFGUg91ZcIpuRM606Fh2RW
TIB4k6wXP7UGbD1ly642AZDXxMO/Xc6XYMwP2kc7RjmjrajiMR+PZgJ31xtSybgPBM
Vn2HHONy tUFWnhXtAJ2C8pTJ2P00hWgl6sipKasqUIKiVNo3u/NkSp5Q41iYTEmk4
L6AW7WGksFehGRCbw1lx0CaNVOKXeu®QAhTLheMMPKx LAzLvfDVK3LSUsR1tAVRM5
xiYTjiBlujMEP1fY/v/0fYk4RPevwKncitt065Cp1Nw2ZjeJIBHEd5RzKIlkU2mr
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HBEUsi1QGj LhwXn49h2ItPZtqsHtruTOedtaKN93gThORgmY3tzUCjh9QZW7EMHbE
q39fG38dhLeBJuuptHUYPMN8WmbCMQlazQAt5Rg7QDIoU0GIApfzr fuoNbfCrepi
Zet+30kLmIwB8j81xJLiyea/puBdui9le/10Uf+1VRHYMLobeduD+yKPud3+qUOa
Jqaz3ZtohP5blbLFOK9VqZ864e3PDVwvvulLZs/kYQhbw80Rc66SNCTFjPPHbprmK
xzIOMMLuCRmGoheejvDgBL+FAESFlcdfPrpdnWIN8M55KIADHFd+5eSDCQWOOX V3
/paftjEkp2EDFykuQB8Rz1IpXbMFei/Ssug8zqf7KcVpdImHnjleGNHxih6MVjzS
0xJ81LQOBGPRtSK+MNrtb+LMvjNYMaJbxuuRSxKOppDeCJAbBQddQ5eK6uAI2n706
efsTbqpBzjj162Y1731KmzFglkWGenywVuz5m+ieUnwqdS9Hd2qL64MM6Xg5IbC+
Fla/CcUglHaMev8gFzGHfnK9/2LKputesPLRpA4mJ06jXVhL+yHG7OD2FAsf9OpP/
QUThzV3x44LEO/zyNq8v7IXse+YALAAkoacRMNZ1xAZbZk+R+zsGhekahx1Xn/kS
Cc2E+Fytq02wfdpnhT/Y/a3sfEJz+vS4rotMr+79eMeHII/QYIKwrrglzIN2ZnTQF
DTNJIw6aFHpfu64W6JgSQFP05+Gz0 THtPepxmC4X0xu2XA66CWgk4P746GODf6E3wX
XADYEJd3Xvx84KUKCNNWCCOZjV7TogxqCZmHVUnAndoSE3bDTfOlaXbzXiL2DMQ9
B50Lu4C8kp3FCglTiyeX81LnG8Mt17hSoByoBHQuUB9Xq6jBoIEOjTOZAhoTckPSh
eS1IWOCQEp2EOHqtjw41ilR/p6pFvmsnj 78WNNY3+2mDHgR9JQAgWo81SNi+cFQGQ2
CDIL1Y2esi98NYTThSTFb44TVcCmgXH/BqcoepsZQZSgpKe+5x3gRz6IJIK7F411m
kOTt7botxxOWsKHuzX9BCXyV2DmEudP848CW5MISq7eeB80g4H5+BO4tr1HBhJZ8
Mz5RY8r7N1IviHi+mEGTErYO3ApvOIS+oNy4MFMgXfOk64YXx9AhRmf37M6 lWkwTe
9RpwA9BH12UbQHGomfJIbJ51JI887d1Q9YNRP2tmOzaimuQtZGQgl2IC35uIHoUhf
M4c3GHSMFHR/MnuFsZg+N1XV9i0osMuOMK1+DQXYpCWxhoNtnsYRhTHcOHySbOVpe
diM2n8027EQ7a7kXGd110BXDJo0Gj6grz/LICmZDIT10r LQ3ZYRUFDoLOwgxvIpe
KPL1EKc70022ysElbjgaVHTntfd9KEXGO9/k1fJUDOGBB2jS9ybxufHWk3E41sIS
9al1LtPOYkomMYpP2R6JA610E/fiUcQ9gZ9HPO489Tq+Eqxsf3BUS]jLrSwcIOnVkFx
VP8cmrazrBRV/F41DOr2NH40IanwGfZXBeruSKO36XGWc6jw5xL8sGi+1zxt2kjk
w4ynRRvaJBgMHe0047NVOzjupQPbG3r/xGmzI/YVoiThgR20GSo57eEfEhVvTtcZR
y7GOLU2hEApg3swmMpOZVn2htNA4YFRUz3gKdrFxCT7iXGHbC1Wh1xN3K6K/Ck7s
dGL/ZR76FfDgDNPYDoS1mboO/0IFjayt9XPBGV1YWuRqwuP/hMcWUHNLXMEU2SBI
sfaey/aQNtyx++2awdyUQGIF26jt0qGIGshs91yuW+znMMrPPY fQpsxRYBLx4GWL
4 /9HKgdpHWDL1b/guD7tFshkcONSRXTLEVGymGxwJzg6y LAOWWCE+1+GE1Y3RIOb
zLJuFObw3bNsBzZ4d56QZmDj4jZtUvDKkoBP/D9zna6s2KbWmaJfiLaDQtxbtfJIV
bDUnUHaXNE++b720Vn40bVEF /bjvmg5yRG2pkT00aao lAw7cOUlmpFJIYalc081r3
3sInCO06SI6H]jszAAIP5XQJiMkiiSBuCUvyJgznrwExOnkvmCAgIe9X0I85B1jA6v
suxacZ6sZ2AN43MGwWRj8571AxQMbziP6GMroRQgA7jRpRjD/Qzj0J1w+OMY2nIQLV
02dMNuXHjjd7apb8z2czeRGhWOoY8wuSpWU31D/UPw9djTFFJI8JI3JwQPNalENRAT
1Sf3k3JIWLDa®KVjgzPo8bhqceCTHyjeC3220YB1PcwkMCI9cGGwW3KENqgjKr /CwWGG fpKydNMeYruPX6YWTGqJovrS1GXP1juzZgCVB2doDzjb0O6SNBCWiZ7g99
rUFySXwRMxwR7Mk1lzeUnIMTHhg5LF1LRANrJg/XGDn9py5P01KcOtRp/kTYTANDIV
3byKFmOT2bdnqoHf21p/YQOeIVmH/gAVWO+GWI8jTU3gHqVZ /WecvezXIjGF8I3X
OT4vZr2MV50jY7HZmZHjrOWp7JI7FikBKxrRW66]jxgK34qyT6iPnrEc9+jbtV/EWI
c8RhB/FsXClpdmMgnL3xRg+ruDHOULI8NNhysO0QZxYZLj8Vx/CDp6ellq+Gi6OyE
hWeIJQT43b56t0T7Pd7GMcQ9b5mxrFBIbTbqPp69CO/yw/2d61BAK6Zz09H/Mj3U9
omvNVHdOiBXcoK1VFHQ1RNnb/FqFUSzBGZ3gGKTw+aSSpfumGzYNRiOS12iiHy13C
3QkJ4y+dRF+XFET1THMB/Lmtr7h5KXKWYrRAEzI2gUTNsSE+FaPhOsEXQenIoAfk8F
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70amqZEvynly4kGhpHsrHFkOiLOAyndAEF190XKiQ/eGL7KWYYeluyFQG8u8blfV
Xh+SP0o42u@A1lijFMMN8ddzhspJZIqJO0jez+je2kiV9ylq3wZCs4RGh1lRHENZsSgv
6WEa9R+0UDFxk3yfFYgXRPGOvDUZCKdpv+f4EUXU+aGjgd4MDbEJ4btqVURUTTKO
KFOxekXfj90dXZ8pJGj3YiDb4t1LZKZd+wPwni®MMIObjrIHR3CIygs5kAwDO6m1k /RoAWNnp34fiQ4w071C6MONgP5b
WX3CWwg0QOKENnoys3QBqL5m5uVZ0eFv4uFQYmE2sQFtfilLBIBtKi40fgTcHPTKW
93fw29AIJ/3wk+LXvvzq25w/7SyHPjx40fKrWFn9bZdSxIxr7uaA2yiwUXWpQ3xn
t/8SXIIdEIZD2aIK6uSrwBpBtBquQP7ZplW609ZVzZUWOBBYBIOH3eQ3CCXK5bcx
fuhcrdzz00Gck/pmviaHC8XgLNYD1Lt/596cMqIMiFIMkQxYVv2TFAU8QFq5Nszwd
UFULFXgum6iswKwjQbVNy6I2KaROjkusLkGplaUYembs45GRM71kus9eHDVNAKqq
1C4QcfMWOXx0c/kuvow6Bu986UOH7jy4IKUmhMNXxinGtVoqeE9tTAKkDBUnwhzlFgt
lwc7bb9gTS9g4xgRVDRr2rM5alQCBhu@rUlXphKdt3GAcZV/3cMCT7TwmRwqqgqbSYSW
JpSgm2jQlLheRqeLySIQpILrnkTdeAGVmDqPfiloZiqdY1lQ7kLeDgGlsei/vn870
6RAefmd81DLLesB3tkGH5bOANgU8N] /outUVGAC3XWALINY+54pIZrR1CrOgmUsbl
vI9yzFLx06GLsR32BI5Sz+WERNpa8b16qZxKMHrOTXbfVq7XwoFuFRQMmUQAqtudx
chbAKndvwuKkdfZRPUobJof4pCpK9aUJ1R81/K1lpJz+Fjn9XeaGFIDjLWGleOso7
tYAzTSdW39Rg4qgkM3pgfGOVpDroO05H2Ps+vBOsmVEqoJ5t1lyv7RwOV /hpvPtCwtr
XqW+Y+bh/6+1vdlwz93n6aptcV+1+9Z/rU8IaP90H+xgC5/quddyAHlea9lemD2M
0fj/hg5ybdfmbaPPZsjR/ORYB14ykzn5VvTGVCtEAJt3Fw5CKD5HZVNFCcXHZz3xXxxXL
AHSEcr9gofujH4BIglZb+kfQ2mzgcEIWZ/45Ykj1nR8rFW2dL+2bRBgnsNhPaWS1
DMtsirGYVKwIqeJTHP1guXw25XibxgqRQcYo2PkSSSW5Zp8Q5MffuewsOubwkYhjz
eYfkUoa2JJgxexa9wS5uLkjvkbL1hpTRAWhpkFGL5bEX/v3b1IkIN97ckee+IMwm
/zGOX9kGDElgg4EL1wn5/nWhzsU5gCodx1IvE6gxdpgehvDDoLfr529SyrZNdve8
TcvXWvCydnB7S/xnRW+vogBPsyanPvP3TWgcmUnrYiJu3iV1lpfjF2AN45wFDy+ga
1BIx+UAggNanpNCgNpPOIV]j3uLUHAGtUXx71Ab3bfVL301+FXE7jN247Z72z10gdQn
yj9gtDgs/spH7PyX7prIofl/CCSdkbIZpDGWaACCohLdBIFBLV2APYg2h0ZCwkTP
kUgsOy+7EiZX+RVXRve9kIvSvIqIIIHRyh3qTCuxFASGIBMGMIQbRamXF97cQKfd
uP3BFpYrY/WAD30qg3/GYkV8KucP14n17hfjkQtkbsfbyRMMHoj4Q1l1lnqu/G6ONn11
AoesMDOoZu04klo/xm6x5A  LxLtvZTwmr XAOMzu5fVHS+UIU6H+PeYSLpoxy8hhQ
YpFD1XhvNOLCKE7PUTugH98XyPtYXAxUh8rOnohZEofhVsj58axehp4KT9QSL3dr
T/i1mflnlmYg4P6TpzPV5N25txfjCXFceZka®NghfeViIXjbAt9cAu/tVL2I1SbX
1nW+nq/RLSOXImNTff8y6AXyMIb5pyl/VOu6gXIwDxflv84Yv3sCzhlOtP61r2ZC
+t1IDgYYIMz1AeTUeJs3mgXWEDrPG20zZKWOpJ2UsXsDwuIC9P1HSdc9skz2YFI7
pGbwMwxxvDH3sXUSVrT04ikntvgls9+q5gIX07QrilV1IMshqIVwP1w9Zsi9xb4Q
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bas90cf44/3kPTCRbh305pWVGo8cK6++EsCzte0ZIjI+6hy2xzLh96QxUZOtG+Yy
4I4 /MhwC3LpQoezd7SDbBN62710XjaqStVUVoVNT+bbFR3DssaPGM47eiGDAEKwT /NT]
gYNTf1mODx017126Nb6GN079zKIYO0ae4xjR26M1jupdYam6NXBRizy13a0nmdn3Qj
eQONWwfaA6ZATIM+ML3YuF+LJUs/EONDfMrAihHVNDU+ufT7NTLA+icfoEKDsj50
ZSGIwelOp2SBsZWVmgHYxBH8229+C3wD2hXr5mU3GRgWc5DH+pX28Nk1QNnp+RC+
BXGlwdiyeD6uCJ2YKLIGDTIDNLlonkLtb2Vv3BIJq8n8twQcebSBVf2NWC6wS5BQz
CW/eyabgXPArrxRsJ+IEeJP1HGZ8PG55F /+dDMu+8DDYBx725CCZMMmH+9ZyumbDR
496X5I1JA2BKetWwrz29AfIUoCmOBWYyXc344jRPalkuOBDyJsK1l+mrvL3DEVvkw+u
AnxkqvFQBhfFxGAsvMmG2FglQvHI8oyn7YUzax1Mww+avp6BwmY+SnmAb1lDow®zR
XWtL52+vjHIOf8BGKARVDWg9Ee20ITL1FTk7eNZtdP1hCYZANr+XVwsabZD32ex9b
U6lqv8e+8ssVb/Fy2/PSdZPi41ipdYrXHprwSbSAGvVY7u4JHFf92DZPdWVc4U0gP80
WB+VvUTNg4zkMzfbjV+b6nDvooZWy8xbr7kyNoGVQz648c2B0aKC5209zIcLKR5QZ
Ks43jdSAkYUBgemVKScMRE8nNpQrJ29SCTi09+LDj7BpImr TdBQpWwvF6IPV1vbnI
qgFSGIF967Q9NYh14MBJ2fjGOZjXnIxKmunSb717K6gpNOEX30EX8i1TOzGCqtaXA
5Z1LB0311uq32Ywx1fFdU8cxA8j4JUeciGs/QI3S61qjga6aQfii5oiil7/QGzZy+
AYmWZgKUPhb9QGU6VqZ+1Z/QgsfiTFghY/IJwYxHioluvOsAhmstgsJcBQyqwWooZ
71X/3IfvfdObMK9zQOa95mYCWumh /WNIjN2bo5YEZz3vnryvpcgY9+g5LcylUap+zw
hssHdktbBL+BulLg+e4ZqQuBiBQS3zYuOFrmKLE60OTLUETmH11qJKlcsxhJ4HTmV14q
sndmrhuFZSql7TGNdHkXJZ8pimLxbZki3nXWf5MIbxk2X+K1ckOw6YsbITzKZQFJ
qiDAKXTX09BX2CKbV5uLW983Um+vsh5COLXJI+uwObAma8SwArPF1nHAI3r fkWfdo
xv5DJIdAUS4aYbhOi7FgqXN3regr89LrtvFx+4u8cQQfpMxyaE9a/bhduzIH7kf5NU
p+6kKball3Pc7jWAbpFMGUADsVjZ091ZA7TuTdYzyxgNwxAppXCquscvOxhAykVIC
14buuGwcTDM1Y1n6JHsy++ykcephqw4uoc3S11834Bds9HfasDtco0E4ql2622jk
MVdx11A80XYsvMvgodTZDU8h7Q7tHNIOUCiUgqqvWx+t2wwTeIB+FXX3X+L9ZVvFtg
AJ3snLr7zg5AXegn9hfHyE44FreTk8AM97gZ230kuT1HPENIOXfqIZBscSRTouhJ
F267u8ch1SLiU7D6KYiXeJT8jcGY7qGQ40qU5Ar6rAQgx /MvzMFB3ZTj9MFsdfa0
+CNM3gnno5cYjdielypgb60F7g4XAWbyEpagggkEx7TKCWGVrwRudNoNS6r54wl+sh
SIW/SNr1ZORSBQlvpVcZJj1TmkmgM+B5IpEBPNS9k9h1bOp6fv7wftVKQ/OHhBR1
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/2339CH1IrG1xJ3kMe5goWkg2QqgarysunjqGPj7PaUjh/kZT+6pgnbgnfGyRPOCpP
mtBfOWL6Tzfm41r583IgyAN7gjpqCYF2iZ3+u+TAXIMG/04uYn4tdsw/D7dWVvcG
IM1P30Tt4ZbQqfXXI1lpIUxP5Pal/+HTt5UUXV71IceCWUK6300tfgFGjHUVZgm5E
9HHfOF1ZdUO3wzUWewsW4VXMGEheWY2V /GATheXBzeY/2XcRfQXb+joNfciXKmfw
xWKkdrxqiBAx9elLe9KDH20tQrkjt+vvChWUAKVi5HsKIv5Jj1r8E5NmM6PgFLMs /h]j LXZPiZ8HvZQQTPd1IWOKUZ /NW7TgFZ/RmbLn7P81RYAwye
vrx8wyun2fMQJq+44AYKsIbDfR/c4ypgkdM1F1ZRmkK63mebW/KRHUL70tWn1B21
4UxSy0elisbTb+LhusxQ7xt8vNQchDeeKyY9/6aX1N78X8hHI5Anpn7zLiTY/Ix/
RgoshmKMEJ90osmOo+xpCsngdolL7CoV8oZeYpaZZA®BugvIRPhObFMdHedfayGOI
bBVGSI3G+UM6UdHMfTpRYKC1PcvTIVPBRrzAP40tVSoqJunLIeYNrngPOYnun2X2
YNnPDVssgxZB17yyMNvI6z0OnZYkSAZEWgEUQxxmmhSQ2LxoE1fh4Ya0jX5ayd1lu3B
dAWcdz7/3Le0SpP6qo8DfgpM+KoeWEWUZN3MK9mzArEuo8kfgMArRRa4YNBTypBc
duh1FUoXSsM4NWPe3b2idzUAhXMWHDXOHWWTKTOLWOL2RXYCf00g4dNr /bsKu3N5
DmgwuGp /NI9vwnizB2w/RFU7edIHTmKb7Y0aEThqvZ9evTABcYbmxhdYqe7Ufkvq
VtFEgZOjTyFGj9awD8FFG+S2NrPmwtZ0+X35wXr3gm5d9EUY /YWVr+7MOGe3CMNm
26z3DjuzDjPGjrfATH2332HXxNdSwBRkOMMdghnToo79r /KOJIVtcE4VWZ76rBe20b
vhJz5DYRrsk3GF1Y/Xd3rG5mLHpUFOIxbjp+paQgymzAIqzoTSNHdAR3WgaX/1pD
+IW8IB2ro0g5p3bC/+PQdfgK4NNTiMOI5XQ2QP6FwhyLptN4pkrEbPKTQUItgkIw
s/RwVzTNNsK4NMOOuZPeeDe7xxHqTTFOxLm8RpoRr+jazEvXUcrelueoOoILC8c3
4AhDrvemQiolZzH/1BdKfSqOmPI9DrXgC7SFcinitMcitd+amCC6ij8Q2N/IFEZp
dA2Gk3bcnqgYvMThaZoSaaHHr /td0S17QaXJ3ZyLrhUwKYtsqqs0Q4dVwzikHAG2 ]
WdD96cdBsHgZXxATOAzh1dtUzVXfkLfr7p+4WIXfyTz8v0ZSm9jCi0OpukOMOu2A0x
YnVb8ZZXPRQJe6f1KeW/1tv7GkBQebPwAKcjGfgN2F3F180yEDTPW6/vNAO3MHRH
7KhBaVqUpFwVg+PKqjtZSLNTIN1Sgxz IDHKwf3KXrk9Yho2gZ3ukxhGKbIJez+Ka
qvS5rsL39m6zB9pYObohTbDRzEjWLmM8aAlcurDAiZdh3Ym3Eb6IwJuw+Td+7SClc
6hLR7hfjhdQJIXaVaeKcaxx58u7zX3HietYryCnl9vcczNMRjueVmkcCXNtUAZXWv
t1d/1086DgUjwk2jul+05Ss3pgmQhz5HgwK2Fyffd6Zu8chmZ/ fsWDOpuHeUv+S1]jzK10h28phlUSmFKZAKE127EwuRTqSibKIEP973E51xIY9RiuPCM410HqIzeB
sMZuvluda2vnGa7pat/2KCbTgw+Y6tYoLj+qpaQ23HmglWawyTKNrxnv8ZbBd++1
aMFOwo1DBrWw5KdmYDjgYb/MJIp2QCY3EoX1Yz/4DUzI+Pdl1luPyMeHkkOWnWPCeK
/8+2AjxZEZ7gDzImbiceFzwP+UBBsxGsBI7sT9Trna83779dN9rPgCzqWStqW9BA
eR9FCkgD+14CInU2fRnshhcwUNcKK91dQ8Kko4PPWjCLNc4MB3jqLdvhVPbpgnJd
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] fCvaNxfLsNbnWkrYyNcheSX0gckI
0sCHKN1z/CPU81TUp4Rhdzgz8CRbDeDIDRAOAL2Nn]j gOX0Akrgo]jy8tDxEq3eMKZT
b12fGPVSToGYE7TKZfOvzwEgcGSaxGe3o0N4bX7fRv6QoZ70J7VsPmgN+j6DbCZ60t
t2dpD6sw+MdSEKIHMZgmS3y/i1PK8h/X+ocxIcwlLQQgh4FX08gQEC/NnI9HIOpNn5ax
PRghU/gNVvA+MCIGVtmreaTfFLA4i1iPPPbseaGwt7SsFLK2PbyZR5boHcpG79ZBk
Ge3xSxGIbGAKs+Df3++W8df22gZ9p0E8ekWO39tgcjT6agm/gXEIQkwTuz3m10Dv
WuYL1t/YKw/MaieVueChWrdgVkX2XDAy1AOMd/wYWSXLwkibQRERMGM9] fwsQRn6
XtKChVTKkFNKH9zbjUNp3S85juTyRvQEe920rcWodZ10dmMI4ihvwAyNP6bm++U51
GOgeESeBOVPgCAlY4YziaccIXgblaYPrDLpWGfugkFUgONUTUCXP2TUPBOBiGVED
ghNz2iF/PAzIdMyOnmlO3PZFiAcgzHOFdJzsOcCE6LFORpY73PWHz7C6zBCq5JIPHb
tTHW5DUSYcQ6nxipbLZcv3PoxnVxUpNxJQzF /N4Hcjflr2yc4h0ivQXnB5ztA1Pf
WQSXA890Sx fFbW+Ve9MLj2wbz60y52zDPoSQh/5ARkKg6D19/80U9V7SIL1t21FS
vjOK3nEbWgpuEOOOXx83GykGzVMuWIWZEFHDbijEp+VKjDPmZ9vQlzjBJ/PyxpX82
E7b706FGIYc92BbZ2GVvVETU00qzq99z0z9NviFDHGafoMEyHMOe2bWItVqcHyCRp
bmlQKU®Ag+W21HEhUMGZMYeIEqfli4mliv4a2046/3IQRDYwlave3XgRV6ADTFV+
rtNZwIxBR3g9wQDreYvDv4tz93S36uS1Tozm2gKT3m8+1YL3MI/MkoOSvnbAIJlg
7vj2DrNPkKaJCSDywoJ+39B79unMH1X6f/TNtvDVTxenniT+WbxTMkbSE/sfVx8m
ET9C10DFxKZVHopjim6V9e2JibfPhALY5umbdalLgq+CghC6pGgHN3RNKk7DbqI3xXAT
0hyrRkRHE1lYQqDrg+LuF9RZKkGR14CDtONJGj20emRQjLSRHrAUMRFOaLAW1H32WZ
/1z/zc7DcgIW2u94jO0HMIsDgO1q4Rmo3DBgOQREN/FcKYmHkzafX97dH8m5aAV x+
VRCIKg/0d7Yfruo3FpbWjaTsSaazR7qxmvhYRAGqsLFOLA16YrskZ9QRK3SVzMX9
qzBEp9UtRQPzUuFHghAsUVmIQar3eD12Igkml1z7MJIk/vISBZxqueWBKpYiuLIX93
qA9Snj7z8nNNO2meKBb3GxKCo+WSjetbezAsjy5b7W60B/ROPBhUDNL5bbCVeDx05
P2QrxmeyZkf/fT/wYot5gKvUffCrop6vpfpIxExul0zzw8S130A0K/X6SBrX8s6M
K1SrdHOOjkhykdHaRRziTnSjqOmWZTgme8UjaGouHiEjLuy1lMpt5/NSWS755zDJF
SNgk9TNEQ7+1B/CQYrtg/HNY1fNdBUXEqFjXT4LqgX/Vg2wpLYrkLLpgESrIeeFc
NoC6ImvYZwPlic5G2btz5JeBXBHSKcII6nScTeU6vrgXIqqJEKgaEtv8dhY88I+d
BwXthksQdYm7mir/3KVMHSHFxgiEis1lvbk2HCXKwHW5uUN558k fxoS8yNXNXvVvRYN
X8SDImxPSTE7rQAfta7KM9JkrUnX/hNdL4EewLtsy/LxUc+9hBpLc+oMzHDBYHNT
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]j290qdsmKTAO/3Y8RId+iZk66hdEHWdHYpb
EHqJQTQY1ZnClsVR3RLrFP9aj+m7112gBrROKcpwNbklYHzJIjOmwOY89xi1uTIFh6
tc4110Te6R+kOTuvwdWhckXAsLHcd9IrjBOECMWhMPTIKIYMCciA4JV/g/iVSes]
OWioAeveUM5mmIWbEGMKLYZzZ6qOKcDdr Tm+Dmn2smeQJyNZUWzYwdOloYpyGWjnf
5/G8y2F13209uR80kYM8mihN5m3kPkMbwx5CkGzy LEHOixugkAS3d8W9tYaRK6af
MEQDVV43NLrTXvVcSgHwlghfyfeDsMhONKeRv17q4I9rtHi2Z79k4IL3uubHHURY
ZpcZuqrH1zBtuM0zOcUelSN5rULJuGTPPqpDgxgC40prYuxF6u7bBSiF7EVPMPfb
r3TcEGF9K2ISB2d1lg/WVOSEumChcVt6BsN+TK6gNNnT3n/E14gJEai@U54CHgX8et
KVOCUD+Q8qSe7B5YAi0COOWPQUZaWwn1mmoSYGQ8HzB64jcfIngsKFRIN2aKx08h
4cDYbS048xnNFmWIncw=

Sample public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fpub.pem

MEOWCAYGK84PBgYKA®EA]057uJCOzaDOVKWxSu7ag7+mWrWwuGwywdzlm/ fSmfIwr
xRjcpz349IvFF/3efdwVHpUMvUpLhpn3FBU+sPLz9g==

Sample private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-256f-simple post-quantum algorithm.

sp256fpriv.pem

MIHQAgEAMAgGBivODwWYGCgSBWO5cCXLnr015+nIthO9m6uKQH1OKRUWWAPcwn4sH2
wsBduMOKZ1iZR9qClrLATqGFoTEqQOE]j22ILn+//rZKzEoyOOjmO4kI7NoM6+RbFK
7tqDv6ZatZQbDLB3PWb99KZ8NnCVFGNynPfjOm8UX/d593BUe1Qy9SkuGmfcUFTew
8vP2j05juJC0zaDOvkWxSu7ag7+mWrWUGwywdzlm/fSmfJIwrxRjcpz349JIvFF/3e
fdwVHpUMvUpLhpn3FBU+sPLz9g==
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SPHINCS+-SHA2-256s-simple (1.3.9999.6.6.12)

Use the following CSR and keys to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm with the
1.3.9999.6.6.12 object identifier (OID).

« Sample CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
« Sample public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
« Sample private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm

Sample CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following CSR to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256scsr.pem

MIJ1CjCB1lgIBADBCMQswCQYDVQQGEwIDQTEQMA4GA1UECXMHRW50cnVzdDEhMB8G
ALUEAxXMYU3BoaW5jczI1NnNzaWlwbGVFbmRVc2VyMEOWCAYGK84PBgYMAOEAPEQF
08tfYEYYTKEO8AV1YQdkbWhQV/cCuTJ4FaEt7ssEEQ558kjq7cIZVwgAhH2nDX50
1T1S33RhuknoeN20jDAKBgYrzg8GBgwFAAOCAGEAmMYCvjhNVIVXj7S0pq72hP4qge
2LtD1FP/jWBOVdIzMsbqV1i9t1wR58Ka7Qe38ThVU/UjmlZGTN+tQ4haN60Hd90xX
Ae+8ETHCOHMQtI3twhwyKQH5SEUKQC40H05Z8vr fuPlcYi+Jye+zHWXHVOSOORbx
UmO34FS1L+4QpcvRct/B/ZWc7IRb4txKLH3eHSxL7XFo/ajFsbzSKmA5qr54Dw0OS
4+3fFkcfq+iyB5gvPDu8yJh9BcHfFSwmM549p3dzj3emzqtFKcMzrSSzXR2VQnyY
N8NDUb6N8+5TITAZWXx8Qt3Ijvjmycrpf8gBmDDTphM/c7++wlpceWcI2BmnodgR9
080PGLTco+Lc65xqupcnpBFFKyLywGmzjGoXhFenzTugwqvXOHB2Nsjj2vGYjb7w
B9AdwOtuxt1Zzu9Fd1WQDgui+tuYrHUMBHIevhTxF1aP7In24jkmoeFuJCN7S10/
shZdt5tXdKByKFzm@ilScWjuuwr+azKeZp/nXc67Ty5IFMv/cpV16jzxTNz41i+S0 /UHSa4GFHN5zk5hj8QpXox70JImBY
+cD/m56KTZRrYkZ2M55b4dpcdW5S5UFFTZOCR7Y0T934Xq1ZsfHVQEHSBLB+Gh3z+n
IMyo03a3GhYI2ynj+8BsHrDD+E1JIKutNWO8qlU41mVrONoRmAme7ZIkzhQ+h/hPGc
b2NURoVN9EdYqB/ZLFUIMG6IFUKIIWpGQqiUsC2onKNwIgaTnAHV5bOgXsBgTuWs /®6wbcwhnktaW3T11IM9Y2MGL1xkP/Nou/
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pKcYxivRIHOGbIF9xy3yi/WHipUR1vi7QM35prot9+Pw4mIuE9i+hkBUfZtESIIf
bJTIyyIOcUXixWEHaUGT5a//Ua7x53QMg201x2ZZ0GGXU3Wqld81jZho+KNVErmX7
5ku7G4UuDG5tK5s7D7Wi00wjGY 13HnLxcU/KkZ1luI®08CwiFJIYWx/W1HPRQgIoq3G
X7N9sgXNrWCJaGeNb4SQyORi16Bzgkdz2cEopSPQ4jyojMZBSp+Mig8/y8KzU61Ty
9gNOfPDjOzWZNxj4zp6Vv/p0+910agTA6TXzw+GSOs61via663Q25uViEHW2RopVF
qq6dZ3UEpojdHTQIL4nuI2Wpek3Ujudqd1ItKVQPIL3uYc/LoPpEC1iKs6hfloFs
t80Zs5Tg/fVrRRtN8RNUi00u/LYbDair2wMxTdm7NX8ikOUduFBFPFhv4kgLOEUI
ghcvMapgr5Ad/ba2PamclyvBrwceHDWQg+sZ/2H262JAQPXrO1lWI /h1lCowgZggm8
RU3GI4ZELuZBvco2C3TiDgxGHWh84+NdZZBYJIVRnx8TEg+vS1ljlbnfqTAS9vUzX1
YkxBE3I6AX6XEobO9kyKnyFdDXYqW56XJIVGZpz7pPEAcWen7Bxe/eTNisFFh9/Kk
16qU2PkC80xMMupkT1bWDD7rzwjYZZGvKeqglgbukg55D5fcTsh5JyQCqx10UXsqg
fbAYhuLHNx8iNrcbQLcZYgGH/5V8z2ukKCNIryJIWi frtKduRYSR+nHZYqITndVqgP
hHDL19LxYrgLHPptmFUThMXt0Yb2U8vzx4cJ2FbGswNmKwoMyIMumhFfOwmJIH537
TYd5m5ROfdvtIsS7TEVBMNYYOXGIPAr4wDMYL/oLaKBk2GwZsUAxzUTSx0alSvFwcb
ilUe4ni6lkgLitko5UWp+UqEEZzr7H4LzwKHgiwlhdY fPdY7CgXWmGStqJPOcpmz2
+vsNoDrzvIXErm6gPVOeHSIuyzTmpb18kf+jkIGfTEK6GGUkEOV8MUX4LgvOoyoN
w2UezNpcZ+Gf2XbstCZJiMIsL68GSnhzRapdaY4Wq6bTwBVEMFvIe9RDTPHodBOk
0zArRMPyU12KpU8uRcu95m2142ceef+/L41ALtO2MPcnj 7HXZ2SQWFZfL1TGCZdk
yFwuxjd27VIm/MwkpQer14V1lpl1tGmfIx7fFmDGfcSy2DzrVyMOmnmDna/aLpkRh
w2IyINDpYoiNFfbpf7QdQono6LiW49I1RBYVEYYcTD2YSETI6K4IYfIOUOKXUMKr
R7fTwQsDc9IcKqCQK/PSA2whQjh3eUWy4ekcGQ/kXeKZcQBglYc+ES9h1fT1+Rpk
GY5kEn/sWlgqP1lGHxahqSAUBKjyYSwsxU22HTSLHFh7ENoQIWwSDS8X1lyn6Pz0Ugl
R3wDRxzhY8ukeA4VHQGsOfeMmrE6spY2FUsk16/RTQ3uVekzNSnE4j09h20tbgKm
UZEUpXo8TxwwD37iGC82ty08T5YSMOYCc4k1MS2NGENMr fnOrW17Xy/vmM5SHKIrZW7]jCIEi1Z8/PgbitWkaw2zTmdYDriGFWHdZ
afkcoCCGLlrZ7xjKkxL1lekx5IrLvv+n01E18+DAbfy18Jh6eBelLeVF4IsnoEYAFmb
fUO46CF1IwtInjFurVeZXaNmIvVePwDGCLr5unjUsd7tDG6MqwfD/R66h10sjn3z
gf1lmoOvBXtOdRRXI1IKMWLBUIHIFNSdpOKskHh4Esx7ya5C1s+GYrowfCQo7W1KwB
qrIu25Cpgr7H1/Wgg/IBNt+44yzQJusHeBEagIxjiFnIsIMmV7TdcdRLzGXm1Ppii
2x8rW15NA7ohD1powWqf+f/6YEVMZSVHOdqF4zCp/LiTqK+I26dPbDdiXGu74Zmi
tm880s+fOCEEpRKD8W5A/Ef27pryKajBMxglR5CZ3FVt7mi/Mbt0JIH5wc4fznK2U
d+CRIIMymmQdkjiF7cYychkb8yiogvGgnjAjTX5nz2vjYH9I453d9XdDDcDROj Jh
kKRWAtP1A1iBiG8yf/Xm2e6QH2YBHaIA8n6PX0g4eXe4AutkfOPKUulvWiH32yZEds
50z8r8MQvQuUC1lstRA0OrSXIEcq/F/NPy3p8xjvNWmklSkW+RREVWYngWmDhiOviD
GkH6Qzw02ZsoKXw9B316SnZ5D7ku5IsuBUOr57X5etxYraVAW2CYap5AATFEOBD4
+Yh5n0gia0cQMU+yjMDbHCYUuI/4j3h0OL+eUYRwWDrUm4QIYsel8umeIcmZedg2lu
yOralyySxYKJIUYgAk1li93bHvrtu2uinRuB1lXpZMbgp5XEDfhkdOVt2mHxfDxiTsH
u5SMDOhCzgzvRd113IIny3KNVN/+o+hmeVQz4V6QI1g9LOmYqyOhbZzKGAQ5Bp7Hq
DwWRcy4GT7YwJI+9425q7wfm/9BBGnshiNdDKkrgabvD1F6vTOeoydxwY+Ic08Qa8S
gA5kAVc4zL+N8Outsg2jzFcydh/y+behpv+11pOw6HOCKOd /4E8ITEXXZzPkwABfy
mFSHavBzCPjp21euITj91CKyhBWVYyR9t9PaW9fXTcq5faAVe5+5ViINijslfmErS
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QH60eB15IP9ISUTW+h2p8XtgGMAMXOWYWHiSca2B3frayBooJAjJwDd+SfNbytX/
BAT4HIBGW+CT8FQYEX/VixmMGHTRBQsYwZxPTFXn83Dh7z2kpP9znjbfWbQCQxbw
x9Cf4soSodaY1FEdx30uMenUaGh/s6jjUTm5v3w9LIC6u/zfQzBB3QKUND14/Q1M
SoUF5NoWrB7WaOuvRctSOGgKOlUYUyqsjrYcb81m63Nx0yvDZ1ngMU/W1lbs@CoYN
YAiTxChbgyEjbB31lqzr3LTg3NOhHBYCgadkyFvmIY6eyVzTOu+4nEuhy7Mwi64ci
XQNjTT3maQo7gS3C/mwp6PrvwUb/7yNTDXTv9C1i/qa®9BI0GC]j62Vw2kd3jowWzkO
BJs93pochhbc21Zshmyhc7jkoA08m+JIwy5TG4SjAT4gHd9kKAMYIyds40ZSZSASp
uFIaBtLkdqUR/i3PjLkp5jYM/0GTfBQGMSvnVybaqpYMUp6DyAYFqOsypWDAGMrNc
aXh2POW6ewMTzp91tCzF5]jcUdOwXpT4IL9KMZQInhIEVLLNINISGOZsAT42RIB4zF
xmjx8rS9U1k9fi8gmmdbL83QBayTYQ+WelLXGO9vvg418WgfNf/zcpCl4/UUMMrXET
No/mRLEYm8MOS6mOHSdgeQnVoIk/CelLdLC73t1ir1NpwFfKA4HWZvOcsar61ByrGx
18KXGMv3qs41lLeshVzQQuh5hp/ubk8cPtArF/zZWMPxxbelxKxwSmHzQ6L2YBXrdz
VHhGWACFF8K8IpdedzHxvtladGWfzd2wY1Z5SvhVoBxMOJiaAiNgddpASz/fNfrm
uJKgDLNscnC8m1L9uy2GedKQ42/FrFNeGpMVWT /QsUGmzUv56/PYOsW2pLFuoHl1s
jmbtXBduhXqwLIbd3PphCOyjba®WRN/2YgKbcf3RUhuwWZ3J/Mu8a83aIl4vA2DCb
v1pgNLpxnOLZO2VKOE1AqT68sKZD95DAUO1dVTPM1BFUdsSDAZOYSDfguDTlvdqTT
joZKgwiJshLG5+fouCHJOyb8N4Pspa+keY7Iu4thxClwkud4mgWnySTuSYhIFI191
DHmMqJ8kRREN1ICelRZ1Lply4TOSp+cENSiezU/8CipneojI7WVHmrDYcfLgo6KkB
C6Kn/dsJhaaAY4Kqi+9iyFICEWZPPnxTJIx0g/ivIfaK36SFrwlUesgFagdz3DLsm
tMaBOraq3Wr7ghXiLhqVHOSxhSoFxGsH3hjCGKgcpX1pP+zEOIx LkkxK5wmntDfz
TZO9AINMOtZZMRENHVcaAgKIUErL+K42XXYFOpWKcOgqL2wAHEQFubX7ckJaoAj+C
d2z+FeTnlv2HNBYCvxtSwbms+73utIIzF1lmfSnmeUZDHQMi6FWywFjp+geVnWP6
IR1BaNoocU7T1hnZWULMwTWKGKS2nATZEOTi+8cR9t11FrQ+UlE8S13m0ZIga3wd
juaovTcI3IuajVv+IK96gXQYdFjRzapFurud5LBQBOM+iePRLZY7KDEmbY9CYLc2
nrFxiZSLXUXUZ1lgnwUu7bZeEhRL1iXgAke]jZAthL]jggwRVmkLERGNQijfMISPN44
/M8hJzZ9wS7/Y3rUODHBZDSRbtX71TFhoANANFyS/bcFa9ZM/EquI2QXXaq90VrM
XYiU5VLmMDCjkFfIvAgqmNuwTC5ebyYkKqcy0Tka3/jxorghuxQxHGHP3yk+vOto/G
OXN7mLKU1IrGUXD3jXYXNDzn1GpwNdRUNSq++aceOcz6dFHohcILRsWYoDjPa/g8
21KYaUWCFLRtTgN8TmNVFTRi3XP6/ft9im65pAi/P8H1kKvamcbMxrFhALO7gB1f
CHJokU5eyMgGWd7HAT /tXFgCE9ew6ssP4g5w4XgsS201S9DOv1XumgculPo3IYE9
jOskoVpncgCEWNOX3ys0i6++ph5y4doEVmT/glCubbVoM+/9UfOYYFfkOVTFMLX3k
21TH3PhdkMCiT9k3ZwRFRqN20oqtHOhFn+ZRitRYbPjwkStyHCro5thgbLggWYabAC
VFGSj8rZnNIWe4mafjT5FiikMTKuz9E1i /cNnudxncfVyoUA52F+odnxfs3SOVuiS
ReYLUWGUATMWUZy1lpuRos6HApzC4z2FKBPifJlzEatbZZJICiKGsKzjk5DR7219UVp
0KiUZubNLwMwc43+dkNJI1ngKnbkWRDWz93iuep5j+R7BLldVkzCPOWvVVI/77YZjhm
piUaMSmfOCmMIEjLf74ru/M/KkLOVNWQm+E46EONZ12KPTeEZWOMEUOD13VCrdcvpr
NybF5ZIUn6/RMhn13rmVbSNmttFVJoOFDbjutG8fN+ePJPuj6DDicIMIe9DQRIUO
1khJPA914rk5i5v8UHbozxwfS9ISD5AirS8YCsR+1UUGYj4I5RpQnzS6EXCdylzZ
fYXjI1TdcN2+7nY1TRwwU83S9Fc2qg63d+86SDFtCPIH86EN89LaBuB1lCDj LhjR2uS /ur@Yuqqq5faDcOby7NwajlZPsYISFqu
P+P7oxkRIYIj6A8vznTlHmILgK4pGk6Gr6GXWHpP9sajSzJlyoSqeTvDVraTHz5H
L9Nm5zSDpaDAcknZdprX0A7PWLLCE7zdMoS1bkIHHaVucMfHitaDjORC4mNCrDTS
NClqGW1lieRgm7x1dVQpE9gbApEVZz6VBITVIW7KkhIKtDylyjp4YwV7fFFAXgYhOTy
S4HIrXVirUWNTgMvAuDHFpLFtdPL/2cpWeGh4krjQ8h209gclLecBS7Tst2sjN2LTX
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Fi3G7T0fHOokTdpt lRQZACYOTXKFEZ+2V1meZV3iPwOhL1zJ0T33eaGcV6i970qgedl
6axyGdu+Yic2nVY6eDmwrchc/kmAFpa6hwgAal9Lm8Tp+M03aI8mt72sPUKUGo]jb 7Ty
F+BclLtqoed4wztXro0QPBbJIU7Xbmsyo3CH7cTcja46ZFDYjOj Ixfek+IGsp7XqRU
Opb9ABD2LOBTPulLt4ixFkxireQAESjTIGjhn9GO13F3Q6pSvIDh28mT6jY0tz83
kbrBFyXb0baQHPZFgmpwlv8WPuiSpulaQimwyBWZtsQN4V2yin2z9/mgbyVaN38A
ZXGDX82wUJzbcuduk®15lnkrzkJaV+2Xfel5q9qIMHZCGV6fQvdRZ3vOc+GBUNiF L+wOrLKjKCbXHbXWSvva0dGI41g]jLtOCEunAr
pEo7s9NqjOHdhToYtB7wuN/dSnZOUZfSoKTZ5H8eVHpbSfvogZi8DQXSuuuGFFgb
OrvufqJdTg+5NvAjVA3NTfpmLIGmMh2WN1PpOBpucuLAVOGzPrjLgtuFVbYBh5thayh
nQsEpR/+0h60EvlisdktICYaYokkGoj7pvWlYk/eomw452VItLemXp/X0jMbKRRqV
WIgbfm+BmsJbxKPQKVdSgiFo5jDqAljlznQefmiujq9ov5aD4iRglWCViK8kobvnii
0QLx52WbKzmAw6NipNKEtFptr3cOU4o0dzYXq0i3HH2BmHFgboCoNb8WWa4rzz5UN
xp+IpsvuN2VW2Db3XmBCT601lel/ZC8NWKkRyjYFTmVg5nh9gR16/t5uB19NAJu6KC
FDOTM1S5F1NXGPfLD6SXINmlP2zf1Ms+cHuparYuBK7jBCgcauls/hGkWH/focPK
fsyP4C8hLADgANTWV]jrZbLR72DOF6cOAQfpbcs3Ctxs/Wj8Grr4UfFOS2MWvtZ I]jS2kf7TwFdprm3T3uI80RdH+YxZYoJ/VkRcGyZ24qox2CVU4
urHKUQLcOKhD4NoITf6+9TmkRagh9yUWea81Tcjevog4UwCxgMNI1C8+YwI1lsVuP
gclFZ2NdCbjcxKpJ9CIC60Dha®ajnvvz8CXUQMOTOY9/pXpnikIO61mUYQY8YtVZ
G2ZXWFsh6pnxIGoxMGMFVbKZrhbgFlFDSCZrm7A4hYDNbjLofcuYvnF57xnJscvB
jmlt4+/s0pOnexjryulUII4Hb73kW1YP/Jawz3K3meMMMIOfFaiuMhsrxVhyulr3Y
C6XDNHxFeGwB /KwMdDRc12AVx7pUIbihNYBpwROvVOKozYrBOdyJeiolLbJL7V1YFu
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@ ENTRUST

rx0+x/FkfGb08eGW+j4DdTUBUMLErxIfTFA0+FO7SCOR0+Pf+9vmeb+JcXA4ch3+
dY1K6NUNUVXrbYxtIOH5E2NrIf1KzSEQZ/sZphZemT4eTs+VL4jyneJH3ftkOVJa
YffVU7T+AJuGbZ6Z00s+9sxUT6PAOrLEex639Z/mWMyOHVoVMc+2TfZEyMWfAUNJ4
1qEOOQKWBsKhtZuw81C7rdI/wDXco@ib5CECFIFUuS41ClFdL9yLZtdkB6GOO+wmx
O0QF fc5U4bn3SHxwmbgyRPhSqet8yNtEo+AYvgk/Poicm/RcudTrIXwalsoZrEjFI
ILINjPKsqg+nIMHXxRjwQx1I46LIw+3CON43uNAxz9WvbStiQVIm52LcWxfCCMIQy
ZLRA2QFSvGbuhq8tacKGye+zC60oNTbFRVnaBoHXaH/2dq+Gr3LrjQ5ZpeQ8I73B1
Nwo/h7jIGIEaOcI3e+yLBBY5xHh2yeQWOEVowMFb/m33Ji8PywOEbLO9FxgrN9Z9QI
hid6re7zRN1TAfVit02Qv905V7wQvrnZgYuocV5BOxuXyas/jMIk/c56u24577NfM
PdXm10TF8QOIHCWO]05gvy8i9viWCsiDAb]JAT4HOYBbXWIK1Gcaj3HCpxIST20w
bmjMO1qTaoOUAsbea//R7YE4seai9uT3bDZTOWOQgiiJcWIHZE0Q3jUylQRglfgm
V1ILRsOHonkc5j+s187Qi1qlzLoIMQ4hoUEIQiC7g08p20Vv5HqrGYjhtHW815HAIO
Dp4flwiFwsZIpJezLGO3s3bmPII30oxHsIf247yamQ20JHUM160Gt0OUsBs5Q9Q9MO
JT+k4+u54gj1/Nvd3exb4/LQxgXiHXX6VK60/xUcjXvEmdQQGzzBgKVQG3+Fc+fI
x6IDUiKrQogau4INOQ/NPOCg1B9FmOoxtjolThtzc4oRmtQhPwjOszeWiX7SmeG7
X2F41c9hbxVHZFygklMhpB+qtBenn52Qg2A4msRPiL9Icw7JaZYNHEKCKgmOH+s1
UUZECEQy2d22ustDFZDo6mgcDARzvquyPyjsybCnvOOuEwr3p8nDq3uojVM/uqd6
Fz3CUjLzKbOWMR8L]jjARSZEbwu2xSEu4zcW+ng7NI+70oqbsBbcX1kwIX602/BiFu
YpzxyC8xbHEG8taLA6m6PwWNk62nRuGqf5xCjzBhPWBEckH9eB7ngffTy7EL3TRS1
610s/1FPdPg3LIkPoce/+I2kmONuKwilrqUYsrpTOgM4I58/CMOzKDeXecDC3bON
ZCfmelOpRQFfTV+CivwRWq7dZ3BTev61fHNYZSOoW]jFCfdybMyr/fOWmgxWuTEWC
OH30r7UT1EYD+dAjdPVkZ+wZRIspkh0G//I9MwKzcj8b5dZpR/oyxocjIc5Cn4CI
elRAdXfpx/sqs8e68d1Xw2G1lE/nRzfx9+sanoiYxtd/UKKYr/d/mAjZIKKmp63mT
+d6Qdo2pz1lU1Dx6rXh7XBxPc3eEIs9XSYLrggB6I0mSJIY+ZGCYNaN7k/D6RCq+Fb
1uP1gWRVWgyV7j69S0Q8K0/wo8NVz8qtgH1jTltezjqQ78Xoy40HOQybEwbafFIQ
4VmHgXdIIKfnfmhgTKG4XMHRe1QQur4rPXNUMOLOjaLXfSPYIE7TUpXRr4ofWPNVe
ORJIx5DePyvrbNSpgmzSuznDGGDgF2dt+35a0kRxsUOr /TvBhHPsSKRVJI9iy370b0épnjtpCLe8xMoIPvkaQGZddFSWaw9VakkIOqreg60qkZQb6XR7Qb3SHGRHKpjb
tKCqjeEJInyGNN2QSylieQ4Fa3gVxgSNJedSVO1Z+y2x1KUSkaim7A81Ga2DGAFOX
PFDDanRnZkX/6uuSmH8wqH81ydZrJ8FHOs+driD+BfWKiL869vwMd3MVIUPVY717
3sV2T4GukwRa8ED81CcnPzelgcczdQXbwhZJuPejT8aQIBDkLOrvohREM3Svo76h
aX/F/mVyLw4tpdNRFFS6jWhozh41dAi/xyf9rGscP7GAzRagMNO/oIm3Vo04h9BQ
SO0TsM48m40j7+vzKb/euL+TE3raft2Z10+GnpidTUBM6UY3W5VR3g9ERWQ1ZgYoh
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bukJheed9IXPmKjFO00/DrHN90Ymy2e0H4vpgXzmV6RGBOZdrK6XkimjfGLc/JIJE
QwsbagAcwnevnFXmTega815pKuWr /UygusYwFnRkLg6taVcCORNE/cYNvTTBKQLE /WIWCmYJIK8gwTemDYOG1lu3wwPMUBZEpNR5bzn4EXJ fW+B
gVTk/QAAsamUveqPx50ti000GgpzcXta904Z0tsFlptDzC6FFIP/f3IxAnOxA4Ye
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wQTfEm/hePpWUwkceiI8M8gjmlnZXONzm5LUok+eqx7QLlfNZSLMNuLy12vMQiE6Gh
W2R8dJKNNW7Ep3FQ3e6kYqG3mQ52rXL4fRmBNYAHqC+Wi3fcAz1lbzQiHdjymlVrCz
1lvgjRbUs87ZR/2ZaQbC3+8xIwfxtiLcI+ZOI1dTS1YN3wwYJISCOWgMPDxvkefzFC
i/iDcvkpdwpSjDhjz+NFE9sIU8BUTN4u7g/glnk7fgU7NrOcQeGVObLCP7tMY 14w
Dxaa+e+No08647iXnDCWjgztXWaQLfVSYDHgonbC5vgQ/rRO40NbtOsv//Kmt6Gw
2uG5u41lbyle9xnKoKE60yv8c2a8+sGvV5aS001lKqTNNX/1+N42J55M5tzVNBSaj/
kLAaMR/j fLPBOKJIRruYyb4kbbpsoqzwAtubSMsyhKcalLi7An1Ia7VRDkXOpRept/
M5MLOPCj1D8rWpCO133mHxy6kk7S9p4aTgLIvnynPUgeAHWq7jD1LrTIHTQWuUbCL
S66/CWIA7UneZvtAWuUYQdS3126cakEtl1z+/ff6cN1/qFGeS/uwi6TbqgGCFO6pZON
kpPMe//X6CMy3QQ2a9as5t9BLxmwp2UJz8yOmOCAqO0EO0J09QeOHILHIye3Yk6Mo
McORKLKGBfsQ6+Qq8wklNuYSGyGnzEF1Iqccypp5zUageTmbdFjm6NNFf8ulBiEL
/DT6K6jwsTeI9eNANzb4bIfyNXr90A20ENQEZzZA3P+kOKRcjWOyJIs83Nf8hLcuZo
4Y /dhT1DXEGbtv/n7082KtGPyC/utdsKSoZiIWHIRhOkguilL3/n4090rP0ig2jdS
KNrpPAzAKb3XW2K4fGW1ik9Ga9otwPZOYDXbGVdO/28AkKb/QCDAKwyI9YL4hYWJ
HhOIiDJCPUqosnelUYVUvS+mIEpllMbtmniQay+3EWtnb/PhIrVLyC6ZtliafjAo
YfPs3gkfaFtvXXNHwjq2aapjY0zz5m9XtPkKcx1Ct+vNtiDgZByhwiwCCmpgwHol
0SKWcGVjZgZhw3+c5fXzjVhol/qw50LzV6emWcNmiPmvYIDpMbjSZbUnO9MVBEjhH
qayQ4wT2rc9nNrLzmB1Xn2L4zj2elLp/H6LFQ+bXD4SROP+12WQOWEep04ZjOLlYjN
Vw8T6RQMQtEZ/UEAEIUM5Kk10+RYMVQ+U6/hs02celCLhyjpOk/8+TCaLBOPBbO1A
/Hwjmi5gyuAl/pNNikuDWkQCokTLgNLFW152ne8KqcAAbfLY8PLOLOEW749SZtwh
enTsW8Ys2n11ZcZtJzFgozdi6jSb1wQa2zyW/XLeVgnhlHCRvq7 fpVNsw6AyoPO7
VX+xTzCmzJyGkIhmLc8x68DfthSIwhVUGLzBa+Wd8fPfOwqStTXfzFK8yvQB7Qks
xzj4k/2q/UGRNLKP2UuShKmLQfNFL2hQcCrHGMasKE /DGuIXhEuKkXZo5/k//zep
Ypwr9frTac++neK8L8nypfdIpr59R8MVIRIfbiQ3ncRcr7PXsPnPXJjzPnpQDKd3
uWDPuJvgfwebdWzdJG5SI3KNEDCePWXHDpi5PbQhINUXgaSCxB6es5GCpIit74aN
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CoKa72akKd1gN2gK2JelVVpzdOQASsBkBsOY9dmGrriS/0/HXEVxUmZnB3/xkm/G
pD7wGyiWBZUgN2 LEWwWNO+Kkxf3YippgR9aCIB1fFtGDVKcYPZdCCXEnNN9b/+tcl
00By14ieGOprrZ4PYC7bRyBCrUEG3JuBjxbrvSanMszT1X183Q1lFb985461vwF92
ccgaja84glIicr6I+T4uT5bhVjx661yGAQpZdBReR/7TXSBA+bVEp7UvwOp5FZHcV
ixMMGheZaK0sr0sBu28RfQUv9ForE8VZhjBhSJghjtXFgHa4UMEmMDk3a0a®kR108
ymmAWAZufEUHi5ScVPhANLF5wKHReYCpn/eMFfEViILMAXKAN6FnviKTgvTFzx17
DYcrpkxsYGxfhMcH7xu+umGGPRXIEBckQTBFdwmMXxLOR17xpWixMrPf54TuCjCnV
Sx4kODrWyL9FyKnoP2yREafjjyPr44ghs1A9n0XkgmWnnENTpv5fNgbSUyvOarGM
Ywm4Hi6gSVfWYO/0Xg2CXDCenATzvBTOA04kQ3p/TFF7QOHk+AqcEEUuxvQUydkDT
gDdm/V23isVBT/riOglilGhLIN2mr9Z6737hEVRIrFkIszppSwlSgopOUBRkHpoY
xeBDOxzedQKSP4tFxBXGPv11qAZMpL1xa@1+00a099dvkMIdpWyi3MgqRNI9QFeelc®TC1XzNw6UzYOnyA
vzfpjgXYAF6a/C8+uuCVk8f4rmeZKUtK7c1lgGwOxJ9SA3QX6K8GMEOMzv IWPKkqC3
YiUH7K6FlUostgZxTk4wImQugmF6gHrazZ/s5KhoXdbITn4g6q1lbYRVORHhO1DI6GK
tZgwOxxPIbs8/8XCmfEgtrPyDI+mabWqY50iNJCy+cOYA1S+eikXRY/z+Tw9CIlh
k1pB7QnBdgM92hEmKOqFcEPM5eGE20IB02y71ZhhhKqqoqtcoQDKnhOKypxv7Mmj
SyURNkMG8eYHacU90OW8SKYE418cGuGcLZtKI2vnE2sgb4mjhcXZGNyDKRsDQBCX7
PZqgX1zFDCQnx0g5xjMkUZo6KyQP5POC3bN4HGWZzVHOLSruT8lThGIIlu5vmMgdz
i/ebHxh5tAF+RKm4T9jBiWg50vgBBPTTBoeLOeMtyVx+CyJ6SQLqdkZMoOGUszkl
VQqvS6FhQwm4GCWqJ8Lvzyg/X0BJI3bs02sFPAcwj2IgpDeP1+GgXIThBBp6hOjE]S
U+My8yE45mNASAHOGE6IGeRI7sSnshtHVpuUBXw+vzshQgYVLtCCgloGEAwWIwWHSK
Ws4rkjDyDmadWjvZq7jWu/Zi3dOpPnQB7cDIUt3ZmeO0oi40NkClKhl/VcFJ29GLY
SVx42HaKxbcLMIEur90DG2Wy0fcpJj1xQluyAaenczRmGecwtSASNQTwn6Cexn4rv
KBghsV40FgIfJ6Hf fuxAQYMM++601CGSQ/+1Ni40Dght400GLD30jH0IMCGq8CHE
f1LshBR9+4YWO23ENVx3BSTvg47+yOwb9RQYk5snpRmTjOUBF6fWD1ptHiPvapil
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 rmw4 LXYXCXOtArwv6qOPhWnwWDGpxlgqrqe6
3bJiC6DQShS1duXaZDHATAT8h3qiWvL6gPVfdn2PtpQpqFSj4R99L6SOGHINMIr X
T6QL+kQbOrByjAwlxP50U11BiE1Z901I2h1lwtw]/sjFMKWji1a0QLMW2KI3iTP7SS
+88FMdYNzDKhNApMpO8Y fr8YqvYhx4FUmpK+k5/Kvyi6Tpy+xU2E+ocn7QEU8dXK
NiQ8G40AwajR+2F+iHu6fxsX65VENruKz//ojHF2Tj /9Dm+0dHDXTNAq8EoLgODX
CsevKz48ql6P+1rsbVF61Kjo2/BzfmIsQPDOdHLac®®08IcM6]j7hvcCmXwiaEyxW fURgwHWgK8bRPX813vdDOFivmYb4fuOBQOFOVIW3susT67cMml 1 1IMc8rwhXPTHNZ3sj6tqefUyhL2
1fzyrDO9rPJILXyVeORVfvVWn9eUwE+QIDLgAJI3Z6Dt6kgw8FW/JI7CM2YViDY/VM
3D01yUBb8jPiUFGKOM1asUQW49c3LqRZDYX/U+jY8urLMP1hzW36Ha43JPSUonwz
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]j6xd4R/I9XZS1ILlocHXXanmDVXBKs6RrTkO@qnwPHwWIOD8+WpUgiRasn
aLxyNdVIgfUFjpJIwNjTEN61hOCMMMS50mNcyki21lWlCQ1ln70TSI93CPmsi2v1lpbo
40z9qCX3DGz6VMVrPUj f5Gske2nYGgAg/xF/JozwwZZ2YOWNT4DMkUW1ad /xdYS1
DnccsSuiQGKALCaw8F0eCHyHvVwWHGImiSW2CxYEPYpQe9p8Max3mWjPb+dDIQHEN
T50EHQt/vNeb4fO+U+MHtCGarR4cEqLIkOhOcZTY23gKRgzppZliW7MLgApWR9a3
j5NUNGUtVzsRzGYe7EOMfST2jMmKEY71IRVeghCGiubNoauEVgKFhsh2SQfaPxBy
5iX1tiDMSAA3LFPONo+TCQ7scyidrNOg4Am93NVET4YS42fIyGwXxC/NvoW3p3aw
zYAt/HkZjqZwiVgHi18HLN11lvm7oHH5ZWiig6QsZi3CtijjCemTf1HaBap+WOPtD
EDYKYosX219fB27PwSfvHCWgd fTCRyIH3e8g03AxJIXu6/u3FJ7LvAuHz93Qn1lE4s
+5atASO9vrtYzpWUUmYDhgikzCATfUS7RWhzD1l+ugn/JIMvPsDQtb6vyiTcoxBrm/Q
G8wLlYWP1l4rac58t9SryvSAizZpvCtbyDo5bjAD5XpoJl5e40K]jt0d+ARroG45WkUi
pglI1IM2I3SNIAY 7yDHws JIKBRphB82n801IN/xy i FHAQn6YyAMYHg3X fVO1KEVYRV /Pf/Nvcf7ozwyytB0483
bHbOFqSHehjRvOEgBcwmnSOZkq+Ey2a9mfn4JINT6Po5wNIeyVSQLKYtNH1/DUSt
nLv/wezZOM3UeZYdFfKPGbrIXWovhGqbvgDk4GAVAh/6+p7mdFCD3aK/cMReb4f7
SOxudvcR3sAJqgqWGc5x0oF01SN9tscDsf5a/7hAsYrujikDV1tM1xmQPU24T94tyJ
/SngtLHTrnsd47rGrc7s64vGqd4kxFSXGOiro23/vOD3AhcUyRGSEdpnpZgNlELT
WS3gqsIWC+oZdmIRuooeyuzFezv6v7FeD+mQOx60tgOE/8jfVru8IbK/8Xachfwe
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/ND/1slox0rxznPZdndKwSV4CToWcxyZEqRZcIelKPtXEVRHrM6qVTZF10zD2VvKE
Ph5aNSmOpIrjmFEz/M8IjGUDplz6v3KnpO3ICTsTsCMbSVMNTEWr9fbjoZTxkgNF
gH8i8bSGU5KAbiUfv41VmdglOVcLF6AWUZcdg49BSU3BjcTWi5zWsvad4ILiDQy 7T
9RcDYU14mUXUs5mubyuCzhJIelHhAS7ob2dusnCdFlvgYRNC/IT7saZvgYrapjuK
1jSwWX7das/2nQIWIRpF3IFXRBIMNVt5UN] cGMKGFGtSM6CPQCgGAXgH pvlctexf®mgSsTuiJ4Ez96VtK3rXnoYZUGUIZ/pOZ1lsd3IditWUM+6
sfrIOoyJaiqezOKbetKpN/5dxd2ULJwvfHO1T7AuOEShMhV5N4bd1NRgCToLagll
jGwpetUOP3kak51lyXFPBkH9a4GbSeIPugpkd6Q9ghrmLj /X0 jNXWVFb5nNEY1Z7p
pghHoQFkaAahIoj32HqszBF1PjpZkk528tAuB6MjQCvZnX+Tu5Q/Z1VshOPFs/TB
jfDarKLNRkhNyjd+Tsre70SUApsvf35D0Ds0d4PdNkRj10wgglLu6fkvOKKkuX9Bxn
BONtjb5iDRICe90SIDbPrpghJ6drGE3MDvtrNM1FREZ+OE20ZuoDAHdDcsd1RXL+
Zwk9OmbERqUtuA7GVSSXumks8tvJ5i11U0SrRtzRsCrdHyIkpUkLRkgLcMkG9dmayH
fzkSemRG2y+beP8mUBHY+2CHzMi9LAchn4YA9gt72mun/ROmYDOfrSOKyXHrVgsh
nnOrsfCSvaTm+TxfFVhDhaK+i2RuKVf+9xR66sKgTBpNcb7MwP1NILycy78s0SAq
MmbYzxuCPwB+ReZCAo+gKE1Q5V2EID74/q4z1dq63zzSMXgpyujHP/2tIWFOK7If
qaEgGLmTQ40+eJ8jgZFBF7PXRDvZNmLpJI8azZ4ycG3MjgcQBmcuzmde®j5jmvzpPW
bfngKjAlnXCqTgcPPHIYdLDmg9iWD3rw8s7svXEXZERI31X6EibTzvhiwIYoZGwF
ULoYYalECGVtsZ4CYEkbHep89uZObgm5fSfpyntZc9fZFoA®/yCAHr1leYu8Z2BV
AEckBndvVKIKKLFHr3VovOX4k0I9pX6BkMCMF2FwXiPIdhgzsRa7w5SRHXxVvir70
vC4ANKxymg7acjw+wjYaKsIOTNNOVQ4yedrvtfSxZP4gKQuZxJIHeFJIOhG+jyi/v/A
Z/A+mixsfGf6eyvSpgZZRzVvvuH2VjW31IuFAIWgzMZ fHhrJwCTcXh5/hmo6PrSOh
PErA6pgz8ImyJ6LSwDfIMIGXeaKcCeB1lZ1dBN811h024rHH32Z3sgprINGSFKGOE
IYVhzDWtVWmZjY3J9Fag9Feog91lu0g3xxTxo6nR7 /fDmopCBnxSqzybwC7L9Y9do f12sMpLABS7bUwbkO6WN37uB
xTV9sd+Wxh0dozCly4L037Qq7xsKD31LCTHWUV11nS350x6wQDNWIRex024QZD40b
CAD1H+06c2T74G3KFTCryo0d3TObMuLSALNEtnoCkdy7wxV5yGOPvTmeY9wRn1vI
h4EmzLWgm6htPrUN/CFledPhijqrAPIDkXxnnKeHMxy+DTblaa60ceJsQUCHKC+L
VCeWCd3h/adkAhIS/1/M1b5R1/053vwT lwgm86HYzyl2zB1lt7gq8j3jaor5rqjERS
SF/BuYT/vfb22WaglcWD23yEF1vW7xQ+b4+AaURgOrouT88FQiJd/RtZmwTZDPKs
ku9/V98NEsXqBAXsE2YGLb2RboFRo+YERbq2cHL2dLzi+SZ3TTJIb8csQLAFrCkvy
yITIorPTHG/ApCtL10IqTKx6yBPNayKk/UNnQCqNg2k3HPXddsSQLDGirRFOZvyID
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TRmgluXNvI30R4VyWRCY4GS1ls/oLUuGDVTC3Eci73WI8SvIiBslZ+g3pUiizx4XR
UEhWOK/GB8sOMYAAFCyGCKHCIh30ATZBZNNlacoCivVTZMDuzPKlg6csvlrzYOOB
M1/DaZPJIMEVFfO4EtoLZxYgjglzrrcLH7iGbY5VwWPVFsSONEiRO3co8KYinlNdAN3E
yGgsX3nBhLomcA5Py /6cpJ1980rDXExyAuBYH7Pvv+Bs5D4ZEuTWOPMWNMEhTZ39
JW8ISUnkUEgH3rZ8ajVepYx0tOmwSsM5ga3eVCEYhzYvGAnyCUKLX7SCN9+7jq5wC
YIYb7JyflKu5B/vgsf3aVILtPUJ19X700gyWOBzVVQEreEfmKP1DIo+m5nuxnl71
uBh/bC+1Lg7g4XSpAOrY8wHOFasQaB1lmTz5v4mHBaQxdotyEiZXW5VnhbKOYgU1l
wecmuQdobINkzCWVmQoAtF29PfVVXm6r+4RLLAOUHXdGa9wXs6wxeO0boz9vIxXRR1Q
N2WJhUEPdPLFLv30WufkT1lzdSgUZsUC6nvwBwa4dbPPx®1LEWbHNX7E/wsN+CVxH
IPO+X6kG+vfepgRwfrlo/wIPhN2zrsTCSjtNCIKVCn/s4reh6KcWAb250UHQKTS6E
Q+4P467mMdiwksySorv3JOjL/5ED/NPItzuud7mmLIuibeJuN1Vds8w9I60hnwm3/
8TalSqGNB5YlagpNnru+dgWKhXpiaDKzMADV4A8F fb4e3Rp9sGjtIzrXNvZrMt1U
MQY1XjPeHOINjQeYTq2KPHGLsxcceQPkaprVAygVZoa8EHR6paUJHMvGQhIzX/Sa
FSczp58/0nCt9IydXXY9fVAdCHk5HN3086Fy3tcWnxOUXxIhVPgvBWaSTPtStN+2Y
5y7FqRnZkdebYcOWC91SFMOU2 /KXb8RUK4APAWqLl6ZGYOHIX3+NN/Wr6MvjAXvm2P /dLIFbkUW3INOWDX1VYG+cn5EnWmRa9USLh
cmuoN/3I5Sp0fu30Z0rA5Z5QvrrDDhE7TWSdh2zMdu4pet5d2PPzUD7 LEPkPeznkl
VXpRbC/cdstd9gRuNDRdr /vjiVHgpdDmE3NnFjYdS7dZvvWmUX0Ovenno8UfRs1lubw
11rfGzn1R2c2W5Au6sQLWTOI7T3AnnhxnHja3NsfePO1W6eu01iULNG9OROZV5rvn
uFaLBBZBazozvfoh/VNreZeCaOEIMWIHFKga6eHNOPbGo+0XZH67 gvMkkodRItkP
yP/H3YQiY72EDxoKdHOsubXUWP2n/uMQJ4VRb2LmCPAQKNTN4fjOqpOw4JI2GaGso
T8gN/vjAnNvOzDKPL80JQJiTbFeU8ef3M2ppbaMLuOwOG4Wb+BNPQSIArSXskztG
KgfYhzBkwaPI4S9dDQP5ySHw+FQBggHKvj5qWOCnY+I1499cIscaOkGPWSU8Q7mt
Vj1BNzV4YGM9jteVewrIavcSAIkN3zNsvekbqGw7xCyh2jTW3+Tw/Nx1JEHIASR/
yULJQqZU59F+7j /q97SK7sDDwXoxC1lpIILiFeGBnA+i1S5qorBM8YCARORN/5roe2F1l
MjXNALLDIWLXMUdtYTve91liR7ZfFi1lY4U5DmyLWv7wgjOINHOAUK7z/heCF15s8E
Pgs/2qlUfNBO5rGyQ+vCI6adotP5suCaYJgEIvmORAjzOMzyrEf04 /85X TsML7V]
1IMyyPjJaSKaMHNy0@1iBiDtkiEGXPgMa906AtgmkfRSjpwQZ11lyuMgrns fHKw5Kx
NIVR8Ft2qcGePFvVqwIdCUGyeLBX/Pb5Bjf7ZN7c5I20j0EqSKTSdjsyXYBL1YO0S
iXmiqv902p6bMV38LtR/BU4Bv+DWpDKfelieBd6pfPtDyB8ymBBr2ZhEytfgx4Sm
2cerkEprft5FAk86VsutjIVMrELbxMwBOUcD9gUB3CzmgJlgpOfmn9/iGejn5If0cf
7KSrynJcYgXEthhoYxHhofttglLad4yQx98G00jGpollBLyaalUtdweQk+Ayqt7/QmR
hXJpTPZkDErgJB51lvi6Gksv+/asllkFqFI8vC2XZwFrhkNofEGj2egu4nTOKYQN+
8xak4Mh122rRAjvm4ZTiIQHh813zpwZjDITsdSOuxeddIy5RFEUOOATYTASRVhYZ
TdFbStkIkqUgDRhBL5§63ySBpWW1dY®63PTFjc/Fm/Wzlw6e4FSmZxcI30Gt+LbY
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W9UNVRU7xy00x41ISmB7vxjOyx6R+1/M45Bj03D13fvvmYFhgMTFP2Wr2NHHGr 8A /wqt6yRraM59w63nZdCxuobY90n19X/FghiblY+TbyRLgssm6jWXECsplgM
FQ8iAl/qgpsUjiW58rxRgbmCHE60TkINUYKNqOVKKKCsalIAS5bvedWT7BWpaYTLIcC
YLOQ1M91i1t/7SIgViGTCN+gKMQL1DeV1ZL5qaEKz7THiAfxrSUw31ZaJqr38tuw2n
Soi7TWdf+kYJITH2M4NUPNN203NJQ5Q4GCLcIgxIMImI+vjA8clit5levlixcphUot
hk+aFvzIfkxFU/Ryjr5cjd21+pF/8Mjkn+rWnmCssKrzB+TOcwYz06ZkIvWi/92x
vglejYPZZvs+BW4P8ksyoj2SiWq+jnF4sPfjygVfCLKBGWqE2bEJAYVrFS/klveY
CcFZ1pP4ZleasWA611Kh24K83J3t1vS6eCgKlfjRg/tYDpPMLE /muwJ+P+yVssOhECT
UZPOWxTxY5agCawlnxcNKMkNp+Tz1/ZX31wauXJ81jnpLEILRoy2/By60SWdFP6h
ydFeMK1JgrAtrKHqOLE=

————— END CERTIFICATE REQUEST-----

Sample public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following public key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256spub.pem

MEOWCAYGK84PBgYMAOEAPEQFo8tfYEYYTKEO8AV1YQdkbWhQV/cCuTJ4FaEt7ssE
EQ558kjq7cIZVwqAhH2nDX501T1S33RhuknoeN20jA==

Sample private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm
Use the following private key to test the SPHINCS+-SHA2-256s-simple post-quantum algorithm.

sp256spriv.pem

MIHQAgEAMAgGBivODWYGDASBwWP41U4Saf09duwzwFzVDO/+0ALoS7gA+dIqTCGB9
Tj+fQcxBNFOevMG5ExT43uqgpzllanvYKHCN5jCL+UrvCVaM8RAW]y19gRhhOQQ 7w
C+VhB2RtaFBX9wK5MngVoS3uywQRDnnySOrtwh1XCoCEfacNfmiVPVLfdGG6Seh4
3aiMPEQFo8tfYEYYTKEO8AV1YQdkbWhQV/cCuTJ4FaEt7ssEEQ558kjq7cIZVwgA
hH2nDX501T1S33RhuknoeN20jA==
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Explicit composite algorithms

See below sample requests for the supported explicit composite algorithms.

+ Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)
+ Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)
+ Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)
+ Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)

Dilithium3-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.2)

Use the following CSR and keys to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm with the

2.16.840.1.114027.80.5.1.2 object identifier (OID).

« Sample CSR to test the id-Dilithium3-ECDSA-P256-SHA256 composite algorithm

« Sample public key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
« Sample private key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm

Sample CSR to test the id-Dilithium3-ECDSA-P256-SHA256 composite algorithm
Use the following CSR to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.

dil3ec256csr.pem
 1Bc1fwYXxF3wXPy3xx7zt31xvQevZOYJIkYcHNYPs5m6PWBAY1bff9QJC88/4w@fO
X5UTOFYgnCtNuk12r8Nsx/F18R1BjWXMRFX1Whrb6+BVi27G+1XkV14T7fIuYQWA
wmH1IN8YSI/Q6/XdIq/Bc4qzULmzuc+W0z9Vmxvv1DhAj7gitoc3KdtjoaODPDka5
t7m+1hg5ZRIx7H508JPLuUl0qEQDmMz3Lgnku5Pc57pcwS/CoOMgcIT5EbgpjuodN+
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6QED+ZVfdb8ynSxVEFi5rjPol18fI5MmgltSbmuKLQG421dR/F8DUrRfpX1x6pJ04
A4N/h4r+qPPOdOWWAdoZSoKg5DLCNiVcMfoqrx10dngJuSXp5dg+DcfpBYPesDgd
gedqpPOHScccLGPXKEqcOFOfx9Udj/YvMosYmIGEVT fyXgVIQdK1OtTWZu+BWYgK XOCBNLGZq2ZhCSZiz1Ba7u8t2
fN9+Gt4GLI9IDQUYAGEGIAUr fkkMXE2001A3BYAqo303VvM/KzV1ipSRrjyJyiARdA
GolY+W1Tc1kQo®AJI9mA5JUWaDVjdkCnvyuSrv7cB7Gx4zmgD1ljQYnicg531Q/nyH
9x05uUZQMzKi9E9k3nF /h2uKVZTqRIIW12MFUreOE1x f+wahuwqzSGyB6xD11+x0OP
pgThgvSfYwWnk4vx7IZEFSAdmPfL3s3TVmh/N4u6Sp/aWglOQSQYEEpcy7ZTXOELS
RZm3UYK35yWKk7z6tU1B36ct952nLd/ms8IcdMPamCXJyLKFSgCXN2cDm2HXPRKP
CSSOtrb4SLw21lyquX0oKOT87UKN8IBUwmmodMp203tcnZ+fqI26C92e38sMmtkdR
pu7rmeTnyHOrgYihgrAkP3e602JcnrjpE6QoN6nyTfOloyL48gSBJIZJd657iAWaBt
XJIPhAjh+vsXPyLTX02IbX5hpRKbjgL7160xBeN974QEkeKQndPvIgyyTiuk9yy0X
pnmURjy19Y5/DL7WALl/Yd3WnGKaySYgz0aM3mAgHIhCjyTKziXQSoTUFoIS7htzX
6AG1Vu+GOLUL++pYI6RMB1zHXx95uK/e7Xp8b3DZEwHGjeuej+B7ywFgNWhE /wJL3
20x1J1VWDFu4AyA3bRMsyAFQZTOqkOmBCEDU8v59gPzxzgIqWulkV+3HP/d144Sr
LNImQmkUSTaxG31laqd4xLVzkxksg4jk2e20rfarpz/kNqfeQCg7TwVRKw12Tg9Ym
91YSipvppFOVEWNVyYZ/W263 7TUWEWEYjN74SDAR3tWLp1GXFHjOOUO5naH6Z0tHO
Wx5hBD92Islemgv2YBzKINOSyoDA/B50K8H2d6KgdqYtfWIOUZDI9FjGSMeqydnt]j
V/c8LtUq5PMWoOSOAKCTTTmS1FtEO57KUKaSKg9YzKHwd5Dhz9806H51/PQwl3MC
eifO@dFvVNAIo8DiZ6G+aZ/+jHXTd8DQ+1viUhrYbpDGam2543JbBB3cIxwbaVIuhFi
b1KF3BDkX2mLmBkebtkVDDD59rI/6h85Q1ReuEBcLCO5SUq17IZIk39C1LzXNwxCh
lgesec9+ddZrixRO/Mo6ulRUMIV3BjXsiRshoUSiMzZcusO3uWfP10QgQF+QmmHx
fNhp4TeAMjhBIxiMzg3bpEmRGI+fOKezu04h/BL7x1THz1R4YBVsGQ+WIVDAMRguU
/OKZG7Yrt9DH2tH7r /wVcIdQS6nNnwTye3EnnejzmpjGAJ9zo+ry3GR700h3bU2j lWu2HjZ9KkBNrYMHpv964HCBb7yy7Iu4rA0
NI9zEX9jgr4gf2I9LddSmioeHHLkRcXiQfPoZrpqUK/pt32n4pUrRBYx6v1Rpsmy
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zvxmk8m8iLIsPyfsWcKIFgCNd1P8i7LhA9XxaCK5Mh6ikajzkzDgRmUJq65boXt4
b5/rBjtgpwIvu9aVc9D6ZHjh3zxi1mSOg9byus3hB5qws3Taz7Th8AnV+ckOgl4ly
rdH4U6WS /A4LI2mu7VbiPE95k/Y1QwLIKkKh+htDuTvux907akl1bOhWu8d5QeDcy 1fIm
LQVco8hl7tbgeSWW5rX0gqgB3lulwlgFBEXRNq]jPOrIIN4YzE/QDNku9gZgOVTho
3AfzgjiLpIL+TgWgX8rwGlW8CKaTgrDUfEMKKet/Ptgrj7wddebRG4Ls3J4DFjXs
GKXWrS5hoHNA8NF7vcyXPeS1K1LGFFHUFmOT+qPBmMcPXs/jsB8TOmifPOAbmSau
PdoOUtIVqycr1eDMXu5v120/DWe8FOul9Lb4D8YFF214cz4i1/iV+c7NI/f7vgnSJ
rqQKKQPeWAQnv9aDFEH9YNfWtFMt9qvgIJCBSBswofhcEg/ok5AcZ4842jjI3PuL
bSzGnSFNpcqIRHccgjg9/Ui3pX7Z1x321cGtLINGLTEXrsL+DHFQ4hA1LFoAl6ENk
X3J1QEbm1Gs1ZprxkYgmrbbyTuIDK/uuQhU4ZeHz4RQjscOy1BfB1pUXkVtIKrtH
ULEWhb+Dv7Wz87737u2xEzjb+RUr8Mon8+Y965r2D2vgVOE]jsnCM7N2B1kCQo40e fesfAh49Fgxvnxezy2NNOTgn6gljw
ERxeySFXcuf+NawVUrFJAYbMP778FRxgwVcrrlnmYmlcMjVSEC1C/Pv230r0hcQe
EzaMof7BrVN3MQc4XaWZLAoFGi1B64FNYjSUrDQrxiHY3DoNFN8tddhuPZas2wq7
wclEF0JQHz2HFjLraVdvH6FghT1wpSUbB5ROGRP6t17puMqSZdSRphR2LUFHkgKG
RLKVK4YKFTtCx6srhJ1XzUf+AexSvY/hN6x5UTr/h1VshjRO725SAszLyFKuQT40
AjImXGxpXHxJIqChDVOF6UN5euQYN/DObW5av23FFXwa@ONoOJw612fsr140n8EXvV
TnpWS7FBrp2i0EfA/G5eGYm6h+3SYvwKny3sekKy2F0616I1S8a98RXKbprYBNTal
ZUOFKZCYVdEKDZhEWGQq3Mjzf4/L8DBQYNKLTfInB5QAAAAAAAAAAAAAAAAAAAAUL
ERgeKANJADBGAi1EA5KPDpZ2sHCMfQ5vzcId9T5MNcqtlTLMLfsx8xDLzz30CIQCo
4Esfz5y6Pf+LKoBOAbHj5fSI7TPF8zk7WGpdw/00xjQ==

————— END CERTIFICATE REQUEST-----

Sample public key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
Use the following public key to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.

dil3ec256pub.pem

MIIIKzANBgtghkgBhvprUAUBAgOCCBgAMIIIEZCCB7QWDQYLKwYBBAECggSHBEUD
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ggehAE3335kWbwtKO3ulAESUQqsIDI7TFNu7GUM6IP02F03e9rD46AcGCZgbR+92
Hx3NNny8K6mZu7008IrRueWxVj3117PIcBnJ8yta5wTsWmPwKkcIz8rgdcthpilE
HeADmiiuYrMMNstOqpK2STOpvbIkwRw5b1vwPM6BQXd8B5LAUrDaxEE3zmBdwZM/
iYsRbF6eemhfOrVsvyxgMDma0Q/a0Hvjlwvy23hK2+Y99Az5q3Q1SQUgmDOP2agA
M58wUORvY4IfO1lTKNn/YETKAVCHtA1XQm6BIGtOWHYr56NIV99QrpywBcd+WIwIP2
U7D9RWvX6A1leHkeHT5UzA6XVK7Kk8 IMKSBZz2AYzWseba+0F2RA5f+C55ScCQS5JUly
NTNOLuCwi+pJIBSIGW4ithuOsqpT34VFXROpgFGxrrAG98iHa2Q1lbgqckXXxxRWOg
0+LB6mM+TXsT8q/rv7twKv7AmMVp6w57avQaYrcrHBE62Ta95wjPs3+1le7eYVenKn
wLZhBkFkKzx38S3n6cyclLPHKHltaupny+qIB3Fb3kE5WYaMb+m1IXQeYxs534VW
4cJj48Ub5nXdUhB3NO4DAG200uWTAmHmdeXCj5g11uf89cIfPvwSMwLIescOtL3t
zDSY+1oW1lKKJI87dJIncda3mQatUsCIED2Dk424+L46gwsYPJERVGyh//SWHPevDB+
hHO09sXNnQ/kbx1shnrCm5GW3uGHj 1BclfwYxF3wXPy3xx7zt31xvQevZ0OYJIKYcHN LisRXvBmmzCnJq/3FOVRAws /183qrJ45/V
1THGBVUG6HIM18ZWdzLKhK9jglbbK8FHZdE4PbCyaDPTFkfYQQUNWAoeKsnFRF40G
hgIp3GoyUDzsC34NX1pG5ZM21BvntiCOaYw7nIBCGMINQAdc033J+ItAfqz66GPV
N1ZwTmEZHIF1Y6CKujnSQ8ruSUeqapRFoo09Y1gHCt16R6IVZCOW0SeLOPWRQEEf
€BBSWt99NIUP/peK5IFC+Wn840KEdOg30Ff2C1NeO@rypOHPBXXgJcRcq90mnDhZm
V+OIR60MGZf/8yTKaRnOIalgBdB2klm+LtBrk9cGAxF2vq5Sy8H2ypsJIToPKWgFK
Welrhv37JQ14WBm13LjCt12a6BIsysntfOrbQem5PQSwf21nOmi0+2+7jQvvbZS8
60RQgruGVb14mvf5CVS059qIzxYAU4uMtUFaLBypLUKMI6y4tHoEGhyTjajoutA7
PhIi0glSRYT2kPmjPwIRN9c4Q1NLRdntOZhuvelcqV+xingubYwvVWtDAQ+7X2uy
VC5bWQ/bb+5ATSN/raNVYz2aOENSD3Gh3ub7WgmNrEVTXF1UmcW3aoalLTAoxFUbu
sPUuDNLUSN7WyZxLXdVz6QrAEg9YpGuWMsudPZKrDZgjvBINnRMFkwEwYHKoZIzj0C
AQYIKoZIzjODAQcDQgAEM2bI7ugOlnpXAr1fTgmz3jkZuHsRXqRjAvcIPCOK2F6+
dSDX0eCo/bzURHK1WppgXdDMFblnmzM4YimJ7hCecQ==

Sample private key to test the id-Dilithium3-ECDSA-P256-SHA256 post-quantum algorithm
Use the following private key to test the id-Dilithium3-ECDSA-P256-SHA256 explicit composite algorithm.
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dil3ec256priv.pem

MIIXtwIBADANBgtghkgBhvprUAUBAgSCF6EwghedMIIXVgIBADANBESrBgEEAQKC
CwcGBQSCFOBN9yeZFm8LSjt7pQBErkKrCAye®@xTbux1DOiD6NhdN3utO+nGlY16W IWFgRQmVhUEg1ZRNIYRIVWBYg
RCNoaCBzNVVGIhUReCAWQSF3RhEKUFcAQkcAYHhCdVBURgNKkRRAKAjANUAAYUlaB
KDCHcjQyKHNTFFY3AWh2ZUcAAnghMSVhR2UjCCZGSIYkZic3FIghcjVhgRVAJOVA
AWdWFNnZDBOh4UGhwYiAgQ1QGIiFkNzR3MjIShHIYyFUMQZVZwMYJhOEVkiECAMYQ]
FHB1KDFgdjNjBQMhByMSVTIDdSaIRYc4BYeDgAMIRDEQUKkBUdWcyMRMBZ1ZIJGEW
BIE2JImUhKBdiNWIDhFBAZhISEGIKBCRXIwcWJIANERFV3FkMwhmcONGKAhleEF2Z0
FEKHIHdiVWCAcmGBVgVCMwIWgOcHh1gOEZzgAUSCHZEZON1ZOAQNXdiYWY1IMGB3cx
h2UDiGV1FVhjgAcgBiJ1VhMYFAAXRVMXRDUQEXNYFOJIDEGETZ2czA3N3A0gGSDCB
hjgWICcXIYJIeCSAVjMnIFczeDgwMFANA2BmMQDN3QHV3g0OhSVHhTAUUIhhIyUWYA
BiSBhQUOhDQwdBERMCgXR1cGYBYxaGdRUjGBRUeFcwcQUXQ3BYeGFCgnAzIUF2YV
J1TATMRg2MAd2cmFxdXV1VhVghzdURCVSZWVmCEFQZoJFgFEWR1KGGAEWdGWBNTYw
BEVENJ ImgScWIghwNoZwgYOA®IUCFB2hOdVUTZFAHN1V]VwhjciOABjAWZ4dxcF
GDVYJIE4IUNSQlUmMOHZCIwYwhIGGZhIhR3NyQQJAB4IFY4dVMidIgyRTVAdFImIg
RhANTRKWIMGYGBRIzc4JVB4gRRIYANSUIZoKDQxeGQFYDUodzQzEIBONXhOIIMXIR
EQOBGAQAWAgHANYGaGR4QVRGcQKGhyc1B41iCcxYkMUQIJIxggBohXAxeFFTcHEDJo
WEVOVSKEQ1gQdYCBNNYXFHASAHhQREQORhQRRQhQMVcXJ1Q2BOBgBVh1KAg3VKMx
Y4VFgGgwI2AnBKE1ZQUkZTcBc2NTN3ZQQHIBIVWCQ4RjOIVhYAE2JAckFgJuUU4hs
YDgydREjImiDZyJzBnZwR2hViGQONFg1EDN1IVVEEVCAKDChZTIXgEUHB NWBAQU
gFKBYEAYVOIIMjQVREVXh2NDV1BQRYNBMEMIRCh1YyhyZ4IBdnRIYCcIhGVwWITNH
IWCHJI3AHcSYjZSBoQlIDRMGEQHJ1J0oSAB4hmAFRTFjNIUWNwRih2eHaAgzWFRmJD
UkYQdCQiclcFAmMFmMCFVEeGIUN1UBR1iFnVHaBY1Z4gFJ4N20EQQF2cgISEVAYEKMV
VDMwGFANRNWBUDGIhCRKKICEMAROYWNzgnXVi4IQTaD1CQgP2bAiVem+rBBPWvH1
4gD5W0eK6cLeTE91T19480GEKOdKNizDrtgmu+N4njzSIMafwFdVvOk1HX/NgaRk7
9H5Czggdy9q79PeNRUCKPJeu3K5fvajIGyXs16zOkNHT5Lagf fKnw2 lvABtnwlgf
UV5xEg7yA310EeMajwgZcqAPU2RVU3W+8EaM13DGj9PX9RNGNnsbqlenfINTxj3+X
h40N9CFsp3G1Z2XmkG4511cS1M0Z4jGw4b+IzXwG1lQh8r7aJ0+CKx6Ri14xzaJoVi
7+5GXtT1L6+FLncr5N5FfkyRUfR+fg04ZtTNIDEI3QfaNJIqrtHM4pB4FPHHTQ7 /8¢
nPC+C6L4HrvwgQb9PwWFalKw3Km3M2KUjCLFGICB2bWyCaNF55¢cTn2PJUMAY1R1H
TnfcDUZ6DMAA5eUtEIVN8AtLSwIgD2uI9buFvX9RNM3D/TWWfepy@AGCY f+IWiOM
e6w26NvOyexK/Ga9siQ2j+2MmE92dJIjwhH3/seepEeZfQ8psNzF4rT1ZwNSeaf51
msypjnnVdGTARzGqYJ/Mh+MOL1UOI/SUS1rUuOczk8mh6k8IL16pal7r2V4i76Kp
2zsPWsTfbh7dJ1n6dGcAUOg2nPTehBF /MTEhYKIAQJiPUiIe21JLRoL1uYuWl1lS9
tdkeqYiuLNnBzj7Td34LSkuoR+pNpyMFXLRACKmmMOcO1TdAXdOHZziN2ECTIkW/1
kLQJIcOmMASkdv5swVOr/EK7TXWggCzPEUCjdeFO+9h01JPTDXMA+9gM/Lz8cbsqdkyY
qpPAFGXxGO550YIHtcTOIwf2zKhaD3ulJoieGAVKW2hnA+bBOcUppUsUHsxUORMQdF
YdNfTiutQirAEDijhhcBkjxbSHHMHXCERHTNXXRKSk8XvmCxGUeMHUOsNIYga6nk
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k5sdYqwJP7/8IW0ju8u8pACErWHTfQKfnh2jWObw6phiBIPK9UHZ8umE] fAMO7WIK
FGLWCLhYIYiHVeWzijH+sufipz/X/spySHNQT36K8U8PhUGSRA3mN5cFaVF204Rb
DIjRxBNQkmd514sZR9ck0zYDunGspCwhvV4LajIOT4FYFkX8CQpd5R8v8eD669TP
x+eD/Grotgqu2RZgqLtQtTFmMQii1sd9SNm30DRCGIsgA7IF1INNj12ylza4AUSE1X0O
10004n1WgK/LRXP7WpKagYgpgMLGgKIMobIpAWMTQfawV7xMFf158aZt04PjIipy
qeCQXIVWOpeV+6413k49ebfw36cYfQDosggDKsoxhtZNW4eYX+74ZEXqHOQ+4mvY
+f+ixbzB1KWMIGgJ/M38nvRxeomzCz+COXGqtxz+]j1QjIuKtXwnXVzM7QcWlkrOf JSOD3RUwWCCHyxhA1ArAybqDDsqEeQ8cPjFK5FJguKkV+v31l
hsOp4+bzxzpNSz+WuV96fMV8SSToNOVdDjQoAH+/1Hk/s2aPlerA2wPbR6t8IaH5
CBmF7AVAKAdK]jtloYN7zN3bOhPR6YWZIjPixYrgIlixPFsPO9Mt/dCylLXzY6vwIWDém9siTBHD1lvW/A8
zoFBd3wHksBSsSNrEQTfOYF3Bkz+JixFsXp56aF86tWy/LGAwWOZrRDOrQe+PXC/Lb
eErb5j30DPmrdDVIBSCYM4/ZqAAznzBQ5G/Lgh86VMgqf9gRMoC8Ie@CIdChoEka3
1YfKvno®OhX31CunLAFx35YjAg/ZTsP1Fa9foDV4eR4dP1TMDrFUruTwgwpIHPYB]]j
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@37pAQP51V91vzKd
LFUQWLmMuUM+3jXx8jkyabWlJua4otAbjbV1H8XwNStF+1fXHqkk7gDg3+Hiv608853
TBYB2h1KgqDkMsI2JVwx+iqvHU52eAm5Jen12D4Nx+kFg96wOB2B52qk/QdIxxws
Y9coSpzOU5/H1R2P918yixiYkbq9oN/JeBUhBOqU61NZM74FZiAq1lKINS8T1A1BSlm
Mcns93ql737FWFs3UBpJVVGBVW64vhzMQI9nmDFt40ZWYWbiF26M11MAYSS3gbuqr
U/wIWm1PE7H3hRp7YJHIFj0aOwYgRxZVp2RI2ITOD1IEUNW7tOUjgw4n6f/0E08Z
62Zg0L4B2pIMLBWeVfIb7C8KpxLh42kIIsyV+/yW1V64zfYEjZzz7237Tbo621cXK
TkigQfrM2QaYO1lKVezZYarNecIN4opz7QWZLsHBI+zrzWTYYN7MxTsXnuuWKxFe8G
abMKcmr /cU69EDCz+Xwmqsnjn9WUcYG9QbocgzXx1Z3MsqEr20CVtsrwld1leTg9s
LIoMIOMWROhBBSdAYCh4qycVEXg4aGoincajJlQPOwLfglfWwkblkzbUG+e2II5pjDuc
gEIaYidAB1zTfcn4i0B+rProYOWfVnBOYRkfOWVjoIq60dIDyu5IR6pqlLEWig71]j
WocK2XpHohXMLRahJ4s49ZFAQR94EFJa3300hQ/+14rkgUL5afzigoRO6Dc4V /YL
Ul7SvKk4c8FdeAlxFyr@6acOFmzZX7QhHo4wZl//zIMppGcdhqWoFOHaSWb4uoGuT
1wYDEXa+rlLLwfbKmwlOg8paAUpZ7WuG/fs1DXhYGbXcuMK3XZroEizKyel86ttD
gbk9BLB/aWfSaLT7b7uNC+9t1Lzo5FCCu4ZVvXia9/kIVI7Tn20jPFgBTi4y1lQVos
HKku4ownrLi@egQaHJONqOi60Ds+EiLSDVIFhPaQ+aM/AhGf1zhDUOtF2e05mG69
6VypX7GKeC5tjC9VaOMCr7tfa7IUL1tZD9tv7kBNI3+tolVjPZo4Q1lIPcaHe5vta
CY2sRVNcXVSZxbdghotMCjEVRubw+4MOtTmftbINnEtd1XPpCsASD1lika5Yyy509k
qsNmCO8EidEwQQIBADATBgcqhkjOPQIBBggqhkjOPQMBBWQNMCUCAQEEIF2260Bt
VEODG67ZL46YW5XKUtOSWovvOBA1J060C64hB

Dilithium3-RSA3072-PKCS15-SHA256 (2.16.840.1.114027.80.5.1.1)

Use the following CSR and keys to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm with the
2.16.840.1.114027.80.5.1.1 object identifier (OID).

« Sample CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
« Sample public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
« Sample private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm

Sample CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following CSR to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsacsr.pem

MIIXXjCCCTOCAQAWPJELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVUdHI1c3QxHTAb
BgNVBAMTFERpbG1l0aGl1bTNSUOFFbmRVc2VyMIII9jANBgtghkgBhvprUAUBAQOC
COMAMIII3jCCB7QwDQYLKwYBBAECggsHBgUDggehADs71q+GFiZmcY97ITgKfZnR
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VtGHIPiMtARtkVRSSKOEXZ7vxdBYjn2MXoCXt1fBSOg9x6/EI422jGZUDBZzkiZx
Av/D4byQP/xVfgo8skSfPbjQ2pMZXMkvmu2QfkRPIDkv /RV2dBmOBdsVIes9+fOV]jS7s4zxLTsPwb5XaXwjwCV72HHw
3ccg9fdEPM6QDRUrVrAkdcelXmGLdi0JTk4I09STgAGIss1L0alahrIK6jCNrIeK
+0f9mME7+bT7ryjnZ0ZyUISNkzYSQY8KvZSRtBB2qlgHqy6jdlWr+IMLT+z38mRMU
0ci7eB3dI2VUEONYyHdXzcQtzkIxO6XLKHLgRD1XvYSgFitdTdlclKiv94dgLEzKU
mWblUF5hbnbs4vGwX6YhgnvUhylMR8odcd4 fTnNhEmPoHY1U/JiYZgJJ9T2yEqV2
uldyytPiSGzG52L7vGydpt/urfklzDal8u7r+hWNfOPUgRxhiPugAXuz77x0+rcZm
I5C3NtxnHDA7DYXXEwg9vjalLs1NQe9gBhdhX8XVRWEmkzRGRNWN1nXOnbu3U1lOuL
p3jzQA+UzqfM1Pf2p4S8YZUEegTwsfPYPGB8jgg/uI+Mu058vOTSCihPySO1fKIOM
pawABHOWQVLRttWH4SgXcN8kHxMINY6JI8S6BZkalQ+tNQRYIBSEMNDW+ZU4aI6nk
Tgn+u9ngqLgqOHOPJASKKrEZ+Z6/iLmw3giWlmOTZHZZ iwwszA500tNOmOMILXUTf]
B5jbX/2kV1Ghj+93yDzkWyFY2N2dYnScxyvBgZx+1On2HrMmLfEdvO/N6MpginOr
Py5SuFJodw2rRr9PwgQ+erb/i5x0wsv8PUc78eNwOqVwsZr42ANaDMEAEyqwelK3
B8sE/5RILGHN8MpTFh9C2g6K6qbKAZz10F0OY/Yhcsj+EeNuuUHRewk59eWAY le+uH
Ljvi7dUiAQWX/oPpy63MMIIBIjANBgkghkiGOwOBAQEFAAOCAQS8AMIIBCgKCAQEA
vZIikxtoTZQe35QZW1NN/8b4s5kz+r8Ryw]j5tW8K4n8KS7IB3nRzKmgbzF /iMwNy
tg5sCI2twLUfC6M/MrofBiIGbwpybCUavRB7xZuLZ4reWItsJ+TEJsszVnNu7oWSK
1TvmGUCUOWbpELA8JgpD8up7Cn6EalF7Tm2tK2JAzMcpK48IU3qSCEd2kCpxjeb2Je
PUNaPKzh30Sew4I3nYqsbDiCXHfMB/SSbUHPhagZ125z42CERU2/zF4SA1IWOfZs+
AL4n+DpgVOxYPPVOgnCUNVRGiyD+LgccZMyunoZdutlo4/qY5Y3iREz1xqJei4rS
uLaweG5KWC1lzyvx+vwzHvQIDAQABMCsGC2CGSAGG+mtQBQEBMBwwDQYLKwYBBAEC
ggsHBgUwCwYJKoZIhvcNAQELA4IN7AAwgg3nA4IM3gB3VxroCens0/xRTk5eLYtD
HWfsfbphftl/VdoyLfyOKXuWF+oNJHAQk5]jgsGLEyzdi/sItTx4yBbllcAJt4zxF
d1PU872kCeMR4zKkEj9BWHBeHX TUuNI8RSAItUEi1Y7j00Rj4GYozLd+PdkOM6372Am
BGGTdhizuJddn2gTqJpAwx+y9jhlqcFzAI9bSDSfbWB3EmsILV3WLhoH7QCcsN1vG
6R4f91YSaz6tjPsiRLDpBqcMIyPg+HMUHGUOZL7jVryp5ZTKvQWiplm3/cMK4a0o
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9YykOYVLVN8VInqYULG6EDOTab/jQCE1T7YuM8BkklSoiCyXp76nm+7LpDmNnM2LO
hNzsYI/DmGU8J6kkjF3uBcAolcMyjiyKW+4UNpWALaF182VDD3ZmZjLAwYYv+Lo/
WZnvOIpzuJHDbRWXxh3Dgq8GRLKAUWVsNcIvX4160ONNnwOYXNBEOIO91GVDZzEM3NsV
5+VQREISNWAp/nrmnzCjyTILuwrzxZL/nPyCJiUpWmwIaPn2j fmuUfWpPGftZOyH
v6xm4IMly7zeZbzCYXRjVRoqGixTOO69zYcxNEF5InYM2QahbDdOrOxX/wHOa9Ce
UexmSQ5P3vFEONLUvIqzDicRH60FFyjaDZc4+91lyjdnMIWANb+7tsehz4fIMwOKR
1DQJoKReCgk6cV6uLqPWNuczHX8PgxZEzMcMp5IHkZbk1K81xvD2r0qryPU57JoA
GUNYQKz5pID/xNdXbxaxkUoLQekPbV6xmRTTrzGmFJIk90E4Ta40534FJ/AuRsQb4
0ODIZNVpSkXTSTFdgeD2nBKOXEOTiESO5cxXYxnKuLUWOR1zBD5hxspqSOB7j4us
XP2az+Y50VTi7001rUHmzKjXtrPf24Xm/WnP5I/0FwdjOV27q3r8b5xPn38kE+gy
5wMhdI93Aibaz3z4TPgYkAiAf400wMBEWMd8iXA5Lz0jSGPOgVKPOUjVSKTn25H]
vkrSy®QXRYUkTrH6P1Qf3sDCQekbyCPzZTfMb4qI1lZgcScNtIKIFS/kRf20ZELFI
EvBQHAOF56nQkh7Ez1zm5sz84+unQgAbkuwzxjSLA4TNBsSwkB3bynvSjCOjVIBb
pQ+KBYrBgebGDIJhXXD2xNLs96fPaurxRWwBG5T4xH5kaQyd56B09yIR6wkPoBVF
Lp/36Cv4+dH7H/IvkV6AfXUgzUDj5KOUKIZ72vb72z2jb9GhLMBOKWQFdfNGQqzUr
wulyr/gtYPSacgdbhEqFwgXncYeDUuW6REgPP14ZPr+0cmXCmcDPos90nQfgmPXG+
7A/w6i0LojhImpCFhGafqcW7FwulXf8aFtF4/5aYowR91ZsWLU8J+svKm+2ixD30
ebcSvM7tIWhSx58iKkYGY fnVRKI307WEQ9khmOMowXz2nYDBVtHFLeeK+NrUMpIZ
PpFmzYJISnGts6jOR216QkOW5++3Iw]jX+wSB7XGH+7pxMLWfhxOE7BePhP6RajCFD fuxAYVMsyCmGUNSKO
tqUq/Z9VMEWCKFuiZAsxtykJIDKg+2DXmY/cbmFKGrNF1lIufru7d4q8qMGzXJ0dqz
hnAKWpe8dwQe50Di fITksIMsYKcin8tteWjNTk/2vj13IDSxU1X9cyHjK4wPPqgF
kUAG9bdXaVXDpQCJI1lhp6sezZZd0Z+aemAOOMk4h/rQbJOdKDoBplhjh57wonTpZR+
mgy1lRt+As2A0b2PRigkNOZLET/Li6fKfpSMYWOBjIAJSBOdR1Z6ZQ+UDoUpfOQVI
hkMR60gulRrsCr1lcF7qrKGsUwWbmmres+rpwyTbEKIYAGOAOZxv2pNhhGF3H/JAmJ
eUzn/1hfTBo8qv8MyD3WT6u7KmuRUOBYKU/BXOEoONcOuUNnE/VshDr6WcNDZc1ZyO0
a06K1lgrbrmVtORGgBUoxnhLdAtamI+cInwujnThnNQ7MgFMS21oN+dQUNHTerEBo
/IolyxaXcCOhMwQKYT24/m3gPQreLhSI5/ijBrolb3M041RC1uJzPO700Vdt/Pwo
Gy lspFFNrdQZPTQE647HX5TOb99rmXVVdV+Y88RU5f7apKPqlipA4BSv+ENZzG94m
HDbs14xW/rn/sy8EGtwPnsulQDEUGQcvQ4GNvytpXs7VuVZyPhMZQ0gzCuEPOBV/
Vpe2Hc4uT8Xrzv/m1lUGkfGvV3/e7quIh32fxJOTHVVOX6qRSoxzMTi1cEUPKCI8T
UAD8xPDfUeY /61 fpZNjAwIDU40+LE6RpsOyd+jYrA2jWEOV+I8mpjQOEby9Tasre /AIXZK/3Q7RkEZdD2/akD/G+f4iBgh
cjSNmm7bsjQl8xqyrYtlUllt7uLgla6TqAxKk+kM67iWUMbfv8svBWkwwl/zSugU
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 /ESwgbVS11hokh1310qgA32C8wuP4N1DC/gI65+xh0
LCOXAXTRHWtTXJq/Q3jOK4r8IKt5AWzm2kcp@oGGpxuHfQApHdwUE20QRRrC/n63J
Lq4021aXKTGWHW+p5Wf9r82w3Uj/zrpI6yBALI/HAsJI82LXUQcHY11NLShZhzSal
LHHByyNpbZKWtL4aIXaPkbwYZWhz19QAGmmHpekXHUFCYmqa6gAAAAAAAAAAAAAA
AAAAAAAAAAQLERCcAIQOCAQEA] j 1IpD5MGC/g9DCI61pCatLlzsk+tgCpqh7Tt2squ
8aziFR/qTFM5Rg2GYz01lIb1dOnIPOu+UXu4HxQewqdMIp2Z21pDIv88KT3jTcMgh
F2wM2dL3So+/mBJ9aeNpJItjfpd5Ygtb2CHZknwnWuHK8dMOmM2yCwESsu+yHQCOb6
XcYZHdZiSiIbqlT5YsyquU4fOnyHQr4yf3QHpBt8uN/CZel1JZABDdIw]jIPKEugVym
KREBbrrFOAOdWBrk+Wgt3A5hiEZ3k/mAULIVtiQFFngQOrrXvnBjhCwOvTiQY3gP
5+unDYUD8h1Byr5NDF8mdGOoSbq5rNSbdZPoRvrZ+TXtTA==

Sample public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following public key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsapub.pem

MIII9jANBgtghkgBhvprUAUBAQOCCOMAMIII3jCCB7QwDQYLKwYBBAECggSHBgUD
ggehADs71q+GFiZmcY97ITgKfZnRVtGHIPiMtARtkVRsSSKOEXZ7vXxdBYjn2MXoCX
t1fBSOg9x6/EI422§GZUDBZzkiZxAv/D4byQP/xVfgo8skSTPbjQ2pMZXMkvmu2Q
fkRPJIDkv/RV2dBmOBdsVIes9+fOVTcOL2mN3TeC6mAQQQebwZgWjSDwugbqRozRB
plI6v1CAMe499VML/FSyXbfzIYbOpQieYTbudQ7psF440YORhm7PGrFZfpW0Oz00cC
s2rCc2DRb0O9ZR8pwENIDD5Cp2dzx0tTiBX7h1MtOVRogxnnjwRUHF2FOOXbBEvVsh
tE6QUdAe5VLiVVLI9d8UBi12X4FQcX5tckHr M/ sWboIoJL+HEOHhXQ+Ou1lX0M4/ZYS
fSEx3s1FQkaJAry86nKVEIk/d7/+sE48yHK7EVELfVm6mpnEV5WDFux0qui2MP6S
CzpX5bftdGFL1T/NYFVagMnMC6mBoK+CtbdhImkbMQmjkYy3LDI9CAS1+1682SPvQ
QNuKj5ByaT7Bx7HLfwbppAwKfaPud4wBerX72eLfIn8rEXaX60Wkl6aSxRgbeHqg2b
XVb/0TGjFaxp91VtNgiI21tKO+N615pIVoSrWSWWDY3wFK7xkgliz3C4/2C1+olv
kTX4X/Rvtow4ZtysPMbtaHxWcdJsR360IrTOepCVCkSFsxEzQrCoMgzKItTuuaDH
4jS7s4zxLTsPwb5XaXwjwCV72HHW3ccg9fdEPM6QDRUrVrAkdcelXmGLdi10JTk4I
09STgAGIss1LOalahrlK6jCNrIeK+0fOmE7+bT7ryjnZ0ZyUISNkzYSQY8KVZSRt
BB2qlgHqy6jdWr+IMLT+z38mRMUGCT 7eB3dI2VUEONYHdXZzcQtzkIX06XLKHLER
D1XvYSgFitdTdlclKiv94dgLEzKUmWblUF5hbnbs4vGwX6YhgnvUhy1lMR8odcd4f
TnNhEmMPOHY1U/J9YZgJJ9T2yEqV2ulyytPiSGzG52L7vGydpt/urfklzDals8u7r+
hWNfOPUgRxhiPugAXuz77x0+rcZmI5C3NtxnHDA7DYXXEwq9vjals1NQe9gBhdhX
8XVRW6MkzRGRNWN1nXOnbu3U10uLp3jzQA+UzqfM1Pf2p4S8YZUEegTws FPYPGBS
jgg/uI+Mu058v0TSCihPySO1fKOMpawABHOWQVLRttWH4SgXcN8kHXMINY6JI8S6B
ZkalQ+tNQRYJIBSEMNDW+ZU4aI6nkTgn+u9ngqLgqOHOPIASKKrEZ+Z6/iLmw3giWl
MOTZHZZiwwszA500tNImOMILxuTfOwIr62rw2cgm4FA+uAg4xYIc+ak4fRu/tSeM
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wsdYObXsSE5s4TFqOHXxLgn07ZjQIL+9IDQT/H46QzuTOBH3SIwtzoXtao9d+UB4cu
GOpy401IyRF5K/3fQVdTDWfv+MGgWX7rVPjp/04+iAU8uUMzpaysiErvbSKHQHfVy
7 /NW5uoeVXz2hbkpIfF5/0DKOAd6sMzOFu+OWSTy fcKveRTr4oWZZ8zFbylrHI4S
wzd/T34srQb/1S4mJu90HOHVRUT7b/18a74Cr1bESZz25XHYxdYWCeCFVESXfD5zS
nB5ACKgBTsaqyfcM2PJd2zeEJeTzLiJSGoWLW8FNn1h8/CGIWIEdPVXB6OWESZKrS
HxOK8Ds+e8ACGTGj40P8GBF9aZImiU+G/0YwOh1S92SfrZFOmDWqrEfJIsA7Ph/9X
pVTENY5xXfTJIDi+/NrauQowouQtb810+byL6bgoVCSdHUfV/iZXchz6Vy4IWpIsL
CCg/pcSsUGCzoN5rpC6IBnfxodEwXC+sut7+KhnlYOO5SUnjmxs8XVAAgKmTvdRZ
E2LUZaSsROETAO3pS1GO0tUHoXt31QmT31c5¢cN207B6VTp6XD15B68B84vXwkGCMq
w1lR4uOTkG9rgkUZK5ECBKXhIF3QQ850hgWCPhxUdwYFwycR6wY/ngXsOEyLHX9Bh
/BTuihU6+MbfOTjspaPoWdotH3enDmZIwz9JbiFHGOaeWeY0OINiTkoc/5CCMNnPj1
AEthaM4RbkDwD/Tj5xpWt1lR7dn3hxubDg5AJc2jmt/gZBecOy1DOHUr40mfYFgArP
5H+22ZWruppdvqd9h2/DJ0zq4Akqi/1TgrX00Kdxsec7zKcVp+3IsjevITy9hgkE
/L5BFuStLvetoFuu/Mj4i90fgQtPvQMuUOimyW556K7J3v8B/8v+uvbZWoIOpTv4+
mI+nuO@PeanXu3gUl1PWCPYEZ38kJIs4wTy60axcYrpQpx6SmjDTRbNS9s04bW+od+
6aCM68hGTKGOCDG3NtEIdLA6XPW2cgMt0QZvnx659PM241ORRI4G+EIcWCho+pk]j
O0dhKPuzZVgkWFCTIKtGAH6c84cUVjB5jbX/2kV1Ghj+93yDzkWyFY2N2dYnScxyvB
gZx+10n2HrMmLfEdvO/N6Mpgin@rPy5SuFJodw2rRroPwgQ+erb/i5x0wsv8PUcT
8eNwOqVwsZr42ANaDMEAEyqwe1lK3B8sE/5RILGHN8MpTFh9C2g6K6qbKAZ10F0OyY /
Yhcsj+EeNuuUHRewk59eWAYle+uHLjvi7dUiAQWX/oPpy63MMIIBIjANBgkghkiG
9wWOBAQEFAAOCAQ8AMIIBCgKCAQEAVZIikxtoTZQe35QZWINN/8b4s5kz+r8Ryw]5
tW8K4Nn8KS7IB3nRzKmgbzF /iMwNytg5sCI2twLUfC6M/MrofBiIGbwpybCUavRB7
XZuLZ4reWItsJ+TEJsszVnu7oWSKLlvmGUCuOWbpELA8JgpD8up7Cn6EalF7m2tK2
JAzMcpK48IU3qSCEd2kCpxjeb2JePUNaPKzh30Sew4I3nYqsbDiCXHfMB/SSbUHP
hagZ125z42CERU2/zF4SA1WOfZs+AL4n+DpgVOxYPPVOGNCUNVRGiyD+LgccZMyu
noZdutlo4/qY5Y3iREz1xqJei4rSuLaweG5KWClzyvx+vwzHvVQIDAQAB

Sample private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm
Use the following private key to test the id-Dilithium3-RSA-PKCS15-SHA256 explicit composite algorithm.

dil3rsapriv.pem

MIIcNgIBADANBgtghkgBhvprUAUBAQSCHCAWghwcMIIXVgIBADANBgSrBgEEAQKC
CwcGBQSCFOATO5avhhYmZnGPeyU6in2Z0VbRh/T4j LQEbZFUbEpDhKYVVUFfsSVK/
$9718j txREf1tD+eUPF8WzBVAbxpGdsyw/6FxkOMWHSIP+LCdeW6IksEwsShmHIzm
HXznSOt2uU81SDhCQ3MXFTVGUXhRSFhTIYZ3A1IFdQg4WHEFITc1VIInIWZQBBR1
iBhggzVmdCYKBWVKFFEYgQdXE4UGhnGFNSCHNUR41AAhIDBCUROBKFYFMSGDI3BO
IYF2I1Z03zdDRzdBdFMScYSIhCIZR1dOGIIHMEZHADANhEN2BTdFhYaGaGZoY3AE
VzQ4SCRNSEBUR1YQBgSHBTQyAy FEKHBYVFUGWCAOZDCHhQIhMXNXNATHN3I1cyOT
gzcAV4U2dmM3MgFGd2GEJj FTBBhhIHSFh10CQoY30A0BFYAZi FiHESOGNWWFAQOB
RyBNNTRXYOBJ FxVxgAJ2QSQTIBhSgAg3NTd i InN4BXIWEDQzgBRWU3QgFhZ1CDMz
VWFzdDBRVEMggHZmRWGIBRMEZWEiNBcXYIcIA0BAhTUQBj eGCEUHgVRSJIWAVFBL
UGCCZQEUN1Q4hhYxUKZE Jy FxKCYRNCEXQBAUNYBhdxNoZhMohGhxNCICcUI2ZBR1
gXBgRhVEZVNUGHECBOTIHQ4YOCISHAVNyd3VTIhgyZxhzMwdDdkSBYIhDZoUTWIWD
dDdOdzCEYyiHcFRYFINUADgXgoFYgwUoRYISGEC4EVF3dSITUNOGUXFYMXFRICYY
EzISJIGh2IBIgiHgnd1CHVWAGROVKBKAIE2WBMygYYOERMFhAdSZ1gWIygzhiSDBz
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MSZKIQBCEXREQgdhOGcDV1FYhoUmBFFwcnUlcEFWICFogBdAVEdQQxYncwI3Nlcz
J2NAB1GEEQIOQXJIwhzYyR1U4CCBkZAIBNVIVYDg lWIUBMmhWFCYGMYhnIockJBBW@JIvtiRT78XFmrBZ1fvpBwtq2VoOmgtypf LEWSQT8FFgJEhHmVRKkGbo
zE22 /UYTx+Ox1FHNLjQI9g5Z1ULP4CKTXUCOUTO8VvpK965wC02Qsd0+POXOADgUO
jw9DZgQ7+Nc22iKSeFKb9XvK9zfto60xZZoon6wOyW+NYIWAoJEAZK5Kk8 fMw3F40]
z/tnNkBBP5+FYzKX8mCHAQZVQPz6cY6g3B+HaMN5/dAFDUdqB9pZ6mHU3f2nT /0K
hznbmQ1lydHJj99bmy/EMLerKSC6EjBYpYx1/CNPHKyUIG27cWUO6NL/XTgP41lyDZ
FANOtsGckxsn4PS4sAA44CKy WWxahgc4igbwfIOJCADruR63/L48/QZyDhWRTrc3
UVVvSjOw3sOATuPMRXMAV7D5XNSARCHA9 f1xrRXqf9qTtSUO3R1ImMNSpB63ne0iGP
SZqVxIqj+VyMTrryv4vSpBkr2B6qGemInxWjWTBdwm+réetaumY4w]jY/XhVHIJEWG
nwFkfaC2lot8kSxc7TKWX06C4aEp8tVUMWtOt88HEXGL4GEQ/LBoyxxTPxGA2egl
6Ir+919GJI50Y]jimXepvOKPFPQVeLKPZbEJLi80pcRzGYntgK4LszNhRu3wwhfAcr
QNIizZWmvcnkQxF20BIvIH6YosXXpo+Y+oVhwTHIh7NZwpYI5jWoo/Co/SmilYhsb
ehH50pCeKb09kYa+JjOMqOFERNh7z40LJEoP4Ugjd5e7ccsC2rYeilgdFU6qPkod3
AlUejmZc+9gsLmZMWB+8TLYKTPP+xov0a/1bIKU+MuuKWeZFMMyYz6/VbnuNHa25
edVQd16jDgathb9Y9FJ/BIDnfe5LIWOsSmx5Xw/pk5pmdi@cfAzeYyaCuHz+KFCzY
CqLX+sRbw4J+C7fy2/PHM1lys0G3bjWA/bXiYiDFysga2P4UEnGIabfQLTOv3sGZb
HXxNrDuwILFiesAOuQ2aM+drEaHj/Z1fMUI5hPBiR24HRbctmkoflnsJVE86RpzYw
+yAiBxhHXW0S2a+10A9mP2cBXjrzZV66b32m6325UIV5g25rZ67CFDdXmc3XXsCbD
azyvxb+11z9dgHAv4oCT31ftfPXQLteGEZ]/m/LXI1DTu480oW2wVwEThQ6FtAVgQ
5FRqpBUH9FdUwgwrOWRQfn+GlUwFImzhXjPcGjTAHY3ApqP133gQqkM1AxuqRvUO
pmDgpJ7AH1PgXanShqIKocLVgyfzQH7pD/n35JBeiMOcU6/pX91nZhUMWNiGxpQb
T8USV/d7wY+3S2KXYVvV1WvDpCqqdwyGosuJYHhZ2jNOtjkLUdE1vPRKN8Sp763cg
97U5ZgXkIDT9SuGB8gyaaRUQFNbTzE5e+7dBkzXtZu+0avV9sF2Tas3/zgfptCNT
n19D4YcAUIEtnZlypghpnMPizKrid89ov1lenVOfHPJIk1RjCDkWMp28GGID8+K84H
OINN1a6SYUd7AKYQ98JQ6Yrrk20H4j /x5pqFCsFzpeFkOeX1UytV2ZkasAfqrRkg
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 /c
cVjYAW9Bp/JOWVLVhHNFCxvLbdJ2/AK2QTEV2TOcq6fxqsEVIRTnBXcquwU8agGw
NeOgnrMI+6Lmg/tD7i48X/0GhfkmjkNWT1lk/2YalQtEajNABt8cyoWBq9oXFOlq
PRAhrz+1LPOEhyHIHXOp2AA9e4+Ckg6JZFuYIlmVf1BGC5MoPsRI9tBGqIjIF7jcY
CFSELsag3yjVwHBI3PIZyJJOwY7moyOOvCuv3VvNX3pPOLE5q8QUtYb/3w@JIrU9nn
3KeEpcJIcK6yOepPmsdGPfSstHO+BTBx814CgnX7BHQe2aAmb1li0OWYROKDSck6epR
IM9bA623HGRTTjUNBMIZ0598Uj INmIXogS1IFjyE3is1M+EndoBqCLKxmupA50PE
aoWlrEXyKKrlsmwscU/2wkt8PPy61e0f96D0c8ogalUhuVy4qvmR64g8yTa851657
1g9erThvI9FuoANKVcneMWIpPfWazPEKOzUuWr4YWImZxj3s10op9mdFWOYfo+Iy0
BG2RVGXKQ4TFnu/FOFi0fYxegJe3V8FI6D3Hr8QjjbOMZ1QMFNOSINEC/8PhvIA/
/FV+CjyyRJI89uNDakxlcyS+a7ZB+RE8kOS/9FXZ0GY4F2xUh6z3585VNw4vaY3dN
4L.qYBBBB5vBMBaNIPC6DGpGiNEGmMUNG/UTAX7j31UyX8VLIdt/Mhhs61CIShNU7R
DumwXjg5j1GGbs8asV1+1Y7M7RyzasJzYNFs711lHynAQ30MPKkKnZ3PE610IF fuGU
yO5VGiDGeePBFQcXYU7TRASES+yGOTpBR171UUIVUVI3XTSLZfgVBxfmlyQeuUz+x
Zugigkv4cTQeFdD466Vc4zj91hJI9ITHezUVCRokCvLzqcpUQiT93v/6wTjzIcrsS
/ot9WbgamcS/TYMW7HSq6LYw/pILOlflt+10YWWVP81gVVqoycwlLqYGgr4K1t2Em
aRsxCaORjLcsPOIBLX6XrzZI+9BA24qPkHIpPsHHsct/BumkDAp9o+7jAF6tfvZ4
t8mfysRdpfrRaSXppLFGpt4erZtdVv/RMaMVrGn2VW02qIjaW0o743rXmkhWhKtZz
LBYN]j fAUrvGSCWLPcLj/YLX6iW+RNfhf9G+2jDhm3Kw8xulofFZxOmxHfrQitPR6
kJUKRIWZETNCsKgyDMo1i10650MfiNLuzjPEtOw/Bv1ldpfCPAIXvYcfDdxyD190Q+
bpANFStWsCR1x7VeYYt2I410TgjT1J0AAYi1yzUs5qVqGuUrgMI2sh4r45/2YTv5t
PuvKOdk5nJQhI2TNhJIBjwq91JGOEHagWAerLqN2Vav4gwtP7PfyZEXTRyLt4HdO]
ZVQQ6fId1fNxC30QjE7pcuQcuBEPVe9hKAWK11IN2VyUgK/3h2AsTMpSZZuVQXmFu
duzi8bBfpiGqe9SHKUxHyh1x3h90c2ESY+gdjVT8mIhmAkn1PbISpXa4nLKO+JIIb
MbnYvu8bJ2m3+6t+TXMNgXy7uv6FY1/Q9SBHGGI+60Be7PvVET6txmYjkLc23Gec
MDsNhdcTCr2+NouyU1B72AGF2FfxdVFbqaTNGpE3A2Wd fSdu7dSXS4unePNAD5TO
p8yU9/anhLxh1QR6BPCx89g8YHyOCD+4j4y47ny85NIKKE/JLSV8r0ylrAAEc5ZC
8tG21YfhKBdw3yQfEyUljonxLoFmRqVD6O1BFgk FIQWONb51ThojgeROCf672e0u
Co4fQ8kDmQgsRn5nr+IubDeCIbWbRNkdImLDCzMDmg6032bQz0VvG5N/3AmvratbZ
yCbgUD64CrjFghz5qTh9G7+1J4zCx1jRtewTmzhMWrQfEUCFTtmNAKv7OgNB/8f] /kf7bZlau6m12+p32Hb8MNTOrgCSqL/VOCtfTQ
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p3Gx5zvMpxWn7ciyN68hPL2GCQT8VKEW5KOU962gW678yPiL2h+BCO+9Ay7SKbJb
nnorsne/wH/y/669t1lagjS10/j6Y]j6e7Q95qde7eBSXU9YI/IRNfyQmzjBPLrRrF
xiulCnHpKaMNNFs1L2w7htb6h37poIzryEZ80bQIMbee®Qh2UDpc9bZyAy05Bm+f
Hrne8zbiXRFENgh4Q1lxYJuj6mSM52E0+51WqRYUIMgqOYAfpzzhxRWMHmMNtf/aRW
UaGP73fIPORbIVjY3Z1idJzHK8GBNH6UG6fYesyYt8R287830ymCKfSs/L1K4Umh3
DatGve/CBD56tv+LNHTCy/wORzvXx43A6pXCxmv]jYALoMwQATKrB7UrcHywT/lEmU
Yefwy lIMWHOLaDorqpsoDPU4XTL9iFyyP4R4265QdF7CTn15YBiV764cu0+Lt1SIB
BZf+g+nLrcwwggS+AgEAMAOGCSqGSIb3DQEBAQUABIIEqDCCBKQCAQACEEEBAL2S
IpMbaE2UHt+UGVLTTf/G+LOZM/q/EcsI+bVvCul/CkuyQd50cypqm8xf4jMDcrYO
bAiNrcClHwujPzK6HWYiBm8KcmwlGroQe8wWbi2eK31iLbCfkxCbLM1Z7u6Fkipb5
h1Arj Im6RCwPCYKQ/Lgewp+hGpRe5trStiQMzHKSUPCFN6kghHdpAqcY3m9iXj1D
Wjys4d6ENsOCN52KrGw4glx3zAfOkm1Bz4WoGdduc+NghEVNv8xeEgNVtH2bPgC+
J/g6YFTsWDz1dKpwlDbORosg/i6nHGTMrp6GXbrdaOP6mOWN4kRM9caiXouKOri2
sHhuS1gtc8r8fr8Mx70CAWEAAQKCAQAeKk1XJELWKW46PIpGZnygalUx047mKONI9
4Sk/DjLotLdyMSTbHaOfycQN4uoPHQrZXnUhbU4LPgb4hpsNWuGJ68sjSOHG5Kab
FC711Gj76nSUGWd196igla/PILRMK8AD4yPUYQGHVKT5b9EfFiwpFA87MHsSWXx Ot
L99s4B5+UoV+10ROyAekmOUrnWPPhNNHKkCLdFW1BHssTkk+dTtzGgVqQnpDQ/cgl
LI3uNUWlesYwOmvms4WqtLIjqCONXxnxBsIFLATk+Sb3zznck4BxLTOwf73QbCrob
pDz0CeVjn+/jszcORz3KWQUe/qdOWnHSg+2H6 /kbhCzNMTV/iRT/AoGBAN7/TN/8
kaW6FDuOe®HsaoNIztvmLGOoEF1S+vIR5Dwi9QAgZ/F+Vz56bgQiaKf5YIhCR/AAQ
Vz5XuflnTijIludwS88fw2JUXvI2vzI6pd/d+aXbH8pAKUOD5rqFc51ByJTFyZZw
X75t2t8ZWoywwSE8VYIJ7EH5cBxiXj0tQGDrAoGBANmgaEsr9375VvFbGm2XEdtQ
R4LJuTo2NgORqZxs+V9uQjTDvIDOTAL78Wd+s+HQsm5/S3vzhNOcOTzed4mrsj+4h
3P808gKXpXZIRGNFNAXtNAVXYLOTASOIShxywUHaGYgeFaQLvDK/m7kTFkx /MVTE
xA9eplaw63Wk1tBMZI/3A0GBAI/VH3KPtn707ZIf+xLhAxr8GrDrD43awWCjV+Cip
Pt/4L2VLSI91xg3s90tTHNNR8bfOUMbC2uMdgqeNW3CNkIGQBQ6KxPUp2iLi3WQR
YNFvmFzKY+mKo13Yf8uyqZupTOtfoq9clx/2DkjkN4MI746BP/vwZbNrykY34+/d
CunDA0GAOadHOfLX5E+F+vbZr4LAFkvURg/05F8MPrYZKvmrrt5056mcHW11QrX1
JCfq274AJ0ONN446F99Gp 1017 vLWhwsPODqolcX9dw3DOYwWMKtOUTsenXFOMITIS iw
CY1VKW7wKUrsDMOXHhKo3ITz+VwQ45Y1IrU+d+Ty2/24foJeecOCgYEA2xqgxGOS
UWLcCB3hTQMIMVdUpc83C7TwDfH31Lk5t60MsLbgHjKN3AQUGSTX7BCfLpIR5DeBA
5tuY2W+mZA1BKvYwfQEsSNmps8dVGKXKObadwexM1RgWPYSEtcLg/gaG5/NezNpoW
6WDagP91iq0OLiocVUXApAm/9pPvOGDtR3g1Q=

Dilithium5-ECDSA-P384-SHA384 (2.16.840.1.114027.80.5.1.5)

Use the following CSR and keys to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm with the

2.16.840.1.114027.80.5.1.5 object identifier (OID).

« Sample CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
« Sample public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
« Sample private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm

Sample CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following CSR to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.
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dil3ec384csr.pem

MITIdrDCCCxICAQAWQTELMAKGALIUEBhMCQOEXEDAOBgNVBASTBOVuUudHI1c3QxIDAe
BgNVBAMTFORpbG1l0aGl1bTVFQ1AzODRFbmRVc2VyMIIKyDANBgtghkgBhvprUAUB
BQOCCrUAMIIKsDCCCjQwDQYLKwYBBAECggsHCACDggohALSX81ggd®XRbNDNbQNh
€8A18KjL2JjSUTNGzTFo80yVZxv4mDe5CnDgegAj LFxWib5z4E7 /XxTSLL4nAuS7d /uJOdOERV2nZze99P4iRSTKCEUF9JegKjLkLH6eq3RK
g3QQhcYzMX/Qd+PRAED1QN6TUO3 X007 DA+h3eQ32443jpL4vYdHXKSqVQ5FNjBuf
NTqBLFgwFOTmkB8yGF4s/mL8wTFUqaHZg@IdDFqUHoeQsAckCSgwWENgiHo1960A
n5bn5hD0GsbS2Xq22gXXKk6cCYKVRdAcffOOUriGoUpAtppl69rB62IZVv/7TzXoc
2S02GJri70w0ruUSX0z9dcTiajo8f/cJaRIBhNTCF1GX1QQcbxr®iS1V17W]jYEKdN
72mfNOENNRmhrFVgnCW10hG+ceUhE4RrjvfTS1HO3v1o/AyFOmIrpb2f6ev/MI7TE
riImu6FVy8ul0gAM7ph+Bsb56FvatN6owbmkAdYepDI2iT86+TBWP1f2sJeHEKDJ
Qy2VC5K2QMEL61008aVTsZFqfiowLOgH176/gkAe48p7on8grDU7gvwlUru6emp/R
qZktXL5K1mBQTpa7fvqc29xE4mB2436krODLH+keDpec36q7UU+DBPZYXsGPeeq®
W74s/WOuBgqppsMpT3xgVoiGwl2aKes3VjOqlPWJIdUiCTz/5D1pfrzDzgkMOKaF2
t3WCessjFsKBXG6aBQc53iDrK3UlgYEhMMEe125QBYd68CxHO1yiF1DTBvo70s1T
6Ae/1DGmknLjoKbdqZ+BVIn+m+MrxJkzzEOtIForX6SvK10dsVXnByNpyzN+7sxW
XShMXAkyjXMbwa4kIWstGsSAr+MZRk6FCT1tONEPEWgzkJ+meg+DSa986RIKYdII
PeQpk9tpGtDYks9SaAHKK1bB1ig3MqvM4MbIqwMPT3reoxRopBELAiTdHdVIbeoWQ
imom+Z2382kqYQJAm/hQ81dSuS+EZ8Y7NrvBpG3E19dg4Uvm9GAzAX75pw]jR8PZF8
gTfW75EPqjejur0OlsVP4mZ4CAWLFBtAVUES129traB+TkxeI82+yBz0OCZswaevyE
R4C6pmCA1Z9eDSie9af+eoZuY/bwXGDN5YRpHI3rOObj41KTW/P6GZ8L32I80RmMt
pmgsOSNXEoACT8PzBpF3nxmlEXuPle+LUPfZ8gwl3KdgMGkuofgfHDfkgbkgbu6s
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H54rGWO6rbDm7PMCbX+E6ZnLoxzQwCkuA43az8SEtmDYsKMz7eIMph9PekIU57/3
UFViIjyW46DypbB/oi+THj+UY14UuTZXhihxiYATCvwcyhl3LY1Xa/poRgPWgnov
w081 rmou8AQ843QjWbymep39HGWNQD3KsDvfuvRP2addHViqq7M7XSFTk/uAEAW2
89kL5Ae7V481XGd9TaIsnGDQB5M5SALtLMcApMBUi7R2BW1yTO6NaOMWi5YikXIg
SzmTBksgUFN429FWx5QY frsXbO@d7NFwDS1DGRpvphqtotvLVkFidxS2GOiT10qUk
xlwBFLkO5HyNehttiu2VWLjQs6fzYGEGgVjsz07aD2X0PrS5zgBioNCuM9GvPgso
Vk20Tfg8U4U6tvTyNILUMLNmhicKU88tz4iDWYIWI2LKRhsFcPD9QOXxYP1Vo+0ts
1sclgd4pZLFTD8W7c6sYOqfSDtk7ZitGnenM1uSDKE41fRU4qORF3hCvKGd]j8uGwr
ipdxv5jHbL8WADb6zkCYpAmb]j6Q3gkH55Hp6MKXx2SY2Lw3AUaoeDpkNrAhrIFAEL
W7+RrtC8ueBQqBdCXHoTa®05032Np/ASTMAc9zHUDAWPpYhzB2MBAGBYqGSM49AgEG
BSuBBAA7TA2IABBm7Y5Nt7L+EB7c+0C9GHz476K06BsgP88nCtbxHa4T+CCcpQANo
FCk9zAO19qB+M50mjC20UNaR939rmL6ELHLFuoSAg4tMwyxX+nnUPAdHOh7JI2Yr
+0M3ZYWUX99QMjAqgBgtghkgBhvprUAUBBTAbMAOGCYsGAQQBAOILBwgHMAOGCCqG
SM49BAMDA4ISZgAwghJhA4IR9AAYNEDfbzkMY7KJaWMH+aick7DrCZsNHby780XQ
FRxhZ6mdGb6jLwls3Ib1lPKFXx3ASXsWjrluLmcV+vShcouhFOijpxnSGnX4yiKzk3J
Iyml6jqwZ+XrRBPt78Cho6VAFp+tV7dDvStOKTv62Vy+YqfvIbzdkD1PAhEOTIVg
phRHPo/B2YqU35Lg0SurmGmy7vwpq20NLNzZWuHUURGY /7TERm+AomDIOUE82YnXN
1QmkLVkONYNn2z89usovn07Sy3Wilv7TEbVQX0IV411zFyRmltKhwn8K3cmNdXHjd
LR7YmMNAWKiokM7KWNOTRVEVIOMVNWOGI+RXISy44c8mI9rM2nQ518IoWv4118+1uG
02jUGPuWpmAodiP3sdW19/8305B3rwL4hUDOMD/ddFNLYfNQLFO6NnUsSYqPy7Fb+w
++zU1GS02unpGkihRkX1TUIpE4pyhbJRYiJhNC+ssPBD7wxd44bpM8ahzy+06WOSP
3D1okOSPRYeJbb42Xi4Z1YSQO/wXE9sv23c02ekDCLg+4y45DhZ9MWFBs4Uywm+i
sdj9XQ4Aiynnrl1PudxnkeqQpQk2MhEpgA/GvNLSUju4DzyNKMTtoszZ8LNs1UlU
536eTE9hzEFEU58wZjTIJra+5K4+KIqOXdy L1LOCBpdf1k79urWEF6tSbIh580Zm /4feYxFaGUpXET7LgLRYs/wWjKseFXR/om
XyvoWvQQ4fSIwrFXjoLnrHswdo®WOuVY2QBAS1+2udb15m578v1QwtCXTya/7tbx
11FOC/bI+abWUPV2XilPOVnrXB3dZzt6U02tDxKFWDKZwwn3+03tt973CINQKR2Z
fROzOqsNuOZBYQOPMTbm4+SjjglLrP/UEI+n2By141QTSloq7tMYNkJUDAXUiv+1ln
NetIWINN1GtBbcSZw374bHQNNZhpSMiRMPytnI+4AXDA/NRETdheqGKNz5vHFk8y
Qi+eJlaZavVHZenJKNZ9917Xmkc2Bfc2LAKPelkPxqtvkfjksSS6/9VEOQ/fptjh
U61+LRpVjeOlFsbj9414WaIvwAM2 /Dxe21melWBkL7gIXPb7kpYmZjWbeBnTcKgm
GXAA84SjTNShTZFS17+KyYoJV4RRPKKOMGZzOxZfXQFgHWblehvtVupPRs1Zd+TjM
JIhcKuAT14e+Nvh+hgpeS9nOn5tk5XjAhHOXx1g/MLYcH2T603RaEgROXmVIdrYV8
AgVlitlcadBcF12BUaRVbokuPzWjbptYfOt9RrWHdEMuJm/Bc+mTw51Dk3RIjOuK
026Pm8HhHA0dYBkMOUvVffMxKacuSoZKOrFZhrSue lOAIQ8AMFX9GKIROhmuOVhOu
BHR1s0qo51LgqSnGuvP9mb5a5u9Zd6vpNDOuz8jAwiesB3buKNULFh4LhuX8cjLu
vGTbk3J7Wj1/+IDNAGATZDMKf+Hpwm5ttTAQQ+Nju7z0GIY/rjk7yUqEIOGUIwUb
I+Qf5gkjCxZRey0ZohftXTD4oNWxDbMyZbV8+fF8hHQva85k2kuxTjme9DuYi9ah
SzD2xNXFcDyIeGD7yvPWwbDIErQXaG9EN1WWivYG2KLNQrkiLc2rlobzQ6h8Lezg
nRqWaN7Ay0JIDhk9pjUu7pI86Qz/upUMFra®MsjnUOGWx laNWdngdJIIb0JoX1MXcx
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ipTYJyKdHyr fVKVUCaOSWGINLViHF4/EFwIyiVA6Nhj2eHicQYdPZtnszY4uB8Zw
kQoWniCEIYFB7SLgKyvtT1lmnGYWcyJtbultLCODUNVk3y9MFcmfTPcWZv8FBKhpk
7eWnmzgH3KekR10T2sU2Y9g00258DOkPA3wlb07J+qtZG23ML1Q650SCNTANK T 7w
2LujJIcO7ZY+bp+wtO6uuOB4cv7vpZIa/xQ68zb9a3ciHESCEHSZzco0i1JgOHP2H
QKXr74sUtX5vvgllcilj96CIfMvvAPzn2A2s3TSIM/irTvSiWZOvspzKNMPKGENoO
iJBhrzIB/9ovWZdDIhm5z15tnAnlhvpiqCasXLlobisIA2sm5AMmsY5GODHfeIBZ
100x9KGkg4ogARUuJzC8KLBMDBhvQiNnEWsaXRqqrR8pLNEhXISkQsbeYQaUY9clp
1uzZdB19CDYCzYiZGq70fsz9MQGDI40MAO5SNngkzrczPFo/tlyWOWUYObZo5sUG+cC
eJ21r52DHYMWNFZ9xzS0avzpZ15dILuD8JdxABoALTyPANPO6KdJI0J45003fIqGk
€0a69Fx2LPL3YIgZ60IXdBi6hiPcYejtSPA4cFFSBccMY2Fp/utOMZdt+081y/vrX
MeJhfiCKZaeW+CZxUd9hNy05YryU+jOyjDuFRbpDQG1GzXc8G7J2KDhfe/GSD7Qc
YQidoD4C80hScHVLXx5xfMXVaeuQjFX5evkil2xKuYIAUM8iIoZrZh11JI3MGXnJbw
ap8GAyijmid7eOchc//0/CCAMU4rHNaaVvUNOyMIuDPMZerm2rpOK45cILcOwysu
RTpxA1100Q000/9W+g6xbsYI5/Y+dppVFiAKDIQS8NEININCtAI3RbmP5BDI/YrSx
kA9DairblqqhzCnGEOU®JIsS9KDKk7UW8KqxiB2CIKw21KOPXx1mG4T3kwgBjGvX1xA
bcaMCG222/+0FwUuX8/A8boikv1inJAplK4bt2iwEAsOe1l8DX9x LkNUh2xiPwamGG /qRQqHUdRV-
4g07rR2tG4p6ruiCkogIhQjI4VLzIos6rWMMMWUOTAQr7GNmkLUUhdOaE8TIiz2h
1WZRVLRQ1RgVggvdm4PAIU4EBBDCzwaldnUmNQBO7YACVOTt3rWSqx43PNBjGUqF
32eZM8iXXMhyVDSd1pT9b1LPKSyh9wN9bFzxB3p4BWyLIbMP7XRiU93SiBFHGDPm
Lvp8QsGIwitd/tonegRTNghauYauL6F LhXIDCNBrejWHWGOgP28GZaQMgKiRJIOKK
mFaOkz+s6+Cy®9GNCuvHDMBUN5Z+gC4t42H5gAD3IHYS770q327pfQGkP4xq7gG
zqqPDJIDpYLKOVOOXH81Ew5tCDXJITh+08Kc88ECLf73a4AJCnb2gihW3+vwBLShIA
jzaldi6SrC+19ZF/zf5U0k0dIvQBorwNSPUJHG8DVse446Gme0QaZlWpYxQLjZ2n
z0jTIg9jtHghlV57MIpJIl4othp+GbHicDTVVCHfBEmsnc2b2M4eVjCzwATZcQ+V
mvEMvtwa5fmxxqVrjHMzVXf2jI1cfxXY9RAYuSI+ykdbefzce9K3xjK308nly5Pd
QdgP/mPDyUIeX0GT2mr+ShtUYOwlIyL7r1lr90wqFdIjZaumHBINAY7d9sXburngo
X5AK3GrRwi2iU/s87T90LNsjm3x6bnrXr1Q51HivyKG7TnX7Uxq9156HZzm2ZFVTq
ZGTKEjOKqVsPSdgXwAWCoT5DWGhOkUBvqVMz /51 fkm4N8szO fR8KISbEGCcWuUyANW
EnNjppGrnaUL5HHb fi2Bvwly15h18Qv2fbEIBmBOWSMLSstK/qvrIGN7kG5C5wzqgEntrust PKlaaS - Customer Guide 386



@ ENTRUST

tx68FVqujcIC1RAMbDb+rurzEQ6TCtJOVHI/ fPDSq4xrMe60gv27AAG+H6hjF8zt
kVI6Vrgmllntbwdak5RxjSX7p9scbPlUbyK1LOCceFirg4KBzv2n+N6EgnPCUpRh
YzyqhQcgaYCbCIpNosemjs7pBEyMmfdmvzvYHnfOIyedtq4K7RyUcg79LBovDsSQ
caFT1lyEUUFkpxj+20Sk08jYpyl4YXmOVrbHZBxYfJj50hp+tr7G9ydqYxMfu3eoD
CS1YXpmhrCBCb6ms3N3rFhsgMjRFhcUgSm54e40ZBzp8wNLOAAAAAAAAAAAAAAAH
FRsjKzM6QANNADBkAjBGOcBOheMQslwaJAq9/qqjsER2dXKwlT /ufpMR5gFio2Yr
9EQWtSjjoCCSX9gwSBgCMDXNV31LjSFXCBWSiY+B1BNk/t2Wa/1jMLKFmx4QWspI
YJITxBCvORDO2h12rbU6DQg==

————— END CERTIFICATE REQUEST-----

Sample public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following public key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.

dil3ec384pub.pem

MIIKyDANBgtghkgBhvprUAUBBQOCCrUAMIIKsDCCCjQwDQYLKwYBBAECggSHCACD
ggohALSX81ggdOXRbNDNbQnhe8A18KjL2JjSUTNGzTFo80yVZxv4mDe5CnDgegAj
1FxWib5z4E7/xTSLL4nAuS7dHvDDUt30e/ot1Pme/GPAU2PcNSu4iitvirgxgbli
+2z520I1I4L30UJ6rITZPaTxPw+LD83MmhsjzT7AHfuUEVCY21i/glLlcxyScWie/9j
ZD/70JefdSfgN+LI4CYjOHFtIMIcCtuzQt7xxYDzM6UpPHRMgIQtoRdEjeTYZzqd
psnYJrZm6e5Bf0Oj luxpiBHENpRW5i1Gj+1FjbGv7ne7X5FuFIRkF+yeYalceTal51i1
Gg9of5QyliKeZHOYWiSMSYHrk6NWqyqdgPRsiWS/+COW2c+8mOgPAeMIqeizcOCHT
0BksV4f7INm99SHWCALWGM1KQVCQS29YEr9DJingsENWANAcCRHAHC43Gw2rh1SCb
YiH42tKsihxPY9QuNXSpr2PHWE /O0zmZmWsJIDCL45M50YoXq9qsdfkhoQqCjOVmVTa
VNLC901i31ITbZwmPSNtJIh3q2A90X7e95UbN7boJ/jTaeUsZLC40EsdduDjUbnS1v
R10ONMBGUgmSYuyg6uv/nmhNwgikIaBe3XuEZtBU58s4wEVESrx1jRc/W5g0Q3qT
rNAL1F6ya8EKC1R5m1nRMIPeGxKzxPpbozhyn5CgI1lTFFmqC7d5b/VvxVksp4fTe
WVvk+x4RXrnSnjMLncbd7tBOxLcq993mtWwFv6/V446zgNUltelIosCYd7 fWmRx9
Bt+MgHXFmKJq/TsTXH+8M/BXOVTJual4MTn2meCZKpGP3g+nf8VKiR8w/MHyupCn
11SCf6zMdZwOsjbtBTqMZZ5wLMj7CONulSDO1fwWr+CBDtAGNHzOML11I5tXyble
Nbbt4iuIx9hwhY2s261p4 LANOPWBWZgBOKYG2YAlmbs3dVD5zCvSO2kG8574EEdT
hIBH5Wm37SA0858k1DgIpPRTBt6WT71t76cONLWCIZEDCZz5s/uIbRqIveWvUR1Jo
CD5UjMKSTIh1lnvLEIJC1AYavNjMQKBIwuUZUdez6Z /WyDAXY60FbMCbbOSpD23ZGs /uJOdOERV2nZze99P41
RSTKCEuF9JegKjLkLH6eq3RKg3QQhcYzMX/Qd+PRAED1QN6TUO3x001DA+h3eQ3z
4435pL4vYdHXKSQVQ5FNjBUfNTQBLFgwFOTMkB8YGF4s/mL8wTFUqaHZg@IdDFqU
HoeQsAckCSgwWENgiHo1960AN5bn5hD0GsbS2Xq22gXXKk6cCYKvRdcffOOUriGo
UpAtppJ69rB62IZVVv/7TzX0c2S02GIri70wOrUSX0z9dcTiajo8f/cJaRIBhNTCT
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 frsXb@d7NFwDS1DGRpvp
hgtotvLVkFidxS2G0iT10qUkx lwBFLKO5HyNehttiu2VWLjQs6fzYGEGgVjsz07a
D2XOPrS5zgBioNCuM9GvPgsoVk20Tfg8U4U6tvTyNILUmLNmhicKU88tz4iDWYIW
J2LKRhsFcPD9QOXxYP1Vo+0tslsclg4pZLFTD8W7c6sYOqfSDtk7ZitGnenM1uSDK
E41fRu4qORF3hCvKGdj8uGwripdxv5jHbL8WADb6zkCYpAmbj6Q3gkH55Hp6MKxX2
SY2Lw3AUaoeDpkNrAhrIiAEIW7+RrtC8ueBQgBdCXHoTa®5032Np/ASTMAc9zHuUD
AwpYhzB2MBAGBYyqGSM49AgEGBSUBBAAiA2IABBM7Y5Nt71+EB7c+0C9GHZz476K06
BsgP88nCtbxHa4T+CCcpQANOFCk9zAO19gB+M50mjC20UNaR939rmL6ELHLFuoSA
g4tMwyxX+nnUPAdHOh7jI2Yr+oM3ZYWUX99QMg==

————— END PUBLIC KEY-—---

Sample private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm
Use the following private key to test the id-Dilithium5-ECDSA-P384-SHA384 explicit composite algorithm.

dil3ec384priv.pem

MIIdpAIBADANBgtghkgBhvprUAUBBQSCHY4wgh2KMIIdNgIBADANBgSrBgEEAQKC
CwcIBWSCHSCO1/IYIHAFOWZQzWOI4XVANTCOY9iYOrkzRsOxaPNM1dQCxmgXuvOq
/04UUQ1i 1OROBMIOTy6HF40d i 1PZSDhjYrUKUh8EU20ZuwBXDwtXR8c+8Ct8I 10X/
HoMKhHFFr FTUUCWKCSAStACEMEAT 0EWAOBAAMECEIKARIENnhoCVjiEGKMICbQoVY
BIZDkjASJI3IMOESiOEATkWgBNyoRSIxkmEkJOQFTBCQhQHCLtizIEC5BFBFUFMDA
poDBQLABIZH1iFnAcBixhRImMAMIIguCgQqEADMWZh 1BGUKAr IkkQKAMEBBAGAEjAj
BWoTFFGTRKURWQgRKEHCMkgMIOYREhIi1GGKRNAEIOYoUo5EgETABKpHEpgCCNGKQ
NZAKgwDRMgUKEOQiMwAFbJCHUFIUjw4hINiZhtiWMIAAZKIATQUYSSEQCQYBCPEQC
MwQbFSBj SETKREXBAMUEIUHBEpADSGkaIFARKQhBQIITFZGDMGiUhEWZSIELYAOg
12ADGC7DAGUKSYgCB3KDOITRkk1cQIKgQBHBMpE i g2QKwHGKtoUhtUTQLECEIgyY
MgEaAYQLKVAACFETADBaA01gAGbAAEVQImkbmYUDSESIFoZcFEokszHBsiTCQALE
BIgJSQgUSQzawmnMt 1BDBAG6KNmpIwiESRU6LogAANAOBgoCgtCVKOGQBBY i CN14K
BW2IEIjiImYMp3DL1iELxAwiEgIjFAFDQioMBYZKAiXaJiCIsoQkREFhNTCBNmM1M
qHHb1CVgQlGUFhILQEZIBFHISAWaBkIYkJESFOUasQwBNWOLFAEBICLEMG1gRgqU
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JjDkCCaSSAOTB1lEIi1UXAtIBKtGzRSEDgKIqkRmQSNYoTF4GSSGBi1QGhZBEKBBQia
mGBgiBEiEwIi0G6TwFBZmCibuGTCoACLMFFbIGRThIFjuDEgATBiQmKBRokaiAlk
QCZiFgBjJCIZQoGgFjHhNBHZg1BgIDGi10CQRsgnCIC2QE]jJIZAgHiJoQhuSwaBGjR 1kwmgUITAUKHEjhUgK /HeNTNiIZzT1]jra4a0l/yUwld4mIlgu34G4Zxv3
GClh+uMbzFgk4ktFFvsn9GLAFH5PTaalt9VsVQMvvI5Qltuwntw3cDrEDWhM5]pT
dzsOTUIxEAk/Fkky5i0VLO1lyYATIewlZPtoCFIkcmRUTHRKeUWf1jTdiAWU9IyF6RM
VIZMDHzU4Rt1nL81ZLEyYZz17HH+Jt+KA4rJyQESr+uvD6MoqIgLcyEXaKPfVyw3f
ZOmmNTHABVNOOKa4CN3gulJ4ZF /92CEcCLw6Mbrswhij2nLOFCnJvQN/qV7kFQRb
1k/b86ZSU0a87G7fCtWhL26Z3vXxDHPOOVZIErFHKN6vg4SAJ/yP5INsuFa®WpmkD
/22VKP1lhaVW5XuXvWgqZcMZVLpiHRTTEczRvYgSeKJ9/M+HnghYkfkZ6TO6BBLNUw
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05j3KQ7+s059zIN2QwlrgenTHz5k8Efz7etc52Q+NooeB/1IUjzaBXteJ4hN8UTs
HOYrXrbYJ6cpiMZtYKcKfDCQcdjR23yW4TBIWYIHOY11lmjcwk+VIEYOk4tquSOQV
dsMomtUT8xANLbtKgYa7MKXPAwL3z1zq66vvuFa660qlgy9Vh550kXsPRXaQ0TX/
sK/eTS67pnrlnZFq8Y5qPPvb+7Fngq+2b3cA7Wy5K+3Ve7/6810X5B2+0K/JsvtYg
+05x2CGSTpV+kghGWeD1wXZXkVMgD50MpPo88KO7mIbhJY6xa+xn+quMbL+DRuUlA
LIxnaI+SkKRQwM8rKbrzL34jMS82gG+X8FDrsesccx7oob3Muo610XPSeCyXaznd
BCq7hJegv/PqTSYS6SrXp48wVnKcSyOIFgcRXLOH5AZPZOKr /Vao4DicN30zdEB1
YAHvs67TehRmOWL1EcO+AkWtjxxNm8Hvq+p9sTOUOAWNOuMmgaltrDv866aoVk62
WIpCAFsiF9u34I8P6QKZyW1dKIpiRuiGcr78tRooAH6LQOVtZcUSOOfagFTyqlxs
kmlqGtAhVNvweZAwNa9dcVsocmMN6dzTTI8panzZuKzNx8xr2+cJE4ks44ATTxhW
UIFgUP5duyj3kELp/sIEv+40Y7G5CWBPcUtKO6qY7uDglaGal/GW3eVht27/4rAX
r703dP2Fs15Qm7FBnhnwer®aDHF sWaW@QaAo60302m9iD2hHErDwyyHKm3109HG1
40m5xdZBFk1loAqjeoGM1CI2R0S5Smly fo01s9PsU7A60qFUGEdTFMRNAKOF3L351]jpmNLfWpkq8uPuYX470z0V8Rr3CC
abWZY1xPtyl40yt+Piv2GLSaEEpCDYLJIuOpkSTSK5xs90bte®@VgOcIDwhdT/ezsQ
Yg4msDa4j2dW5DGNaQOUKTLCObkBYC1TOYJIQz9AQmseduQMG+1690Tcob/qENXEG
b/kGxImWVYGyrLf8sdc92YAOzhgNnSQgk5YSG5BnMgKmgLaIGMy9pYnqsQLCMccO
ujCP/QpHD/+WN1JYXB4bRerSo4elZ+uvhAvSiAsVmOvvfdVTubsrcLOxcC1I7013J
pZIOnnphh85SRI/wp7kZ5nsDo5hDJItmUHUOrxJkejMOkb9ra2z+DITR2nzUK8up3
FwWa5Jc2H1BOBNg45HI0qBj003S6vLQvtIfyWCB3RdAFsOM1tCeF7wDXwgMvYmNK5
MObNMW] zTIVNnG/iYN7kKcOB6ACOUXFalvnPgTv/FNIsvicC5Lt0e8MNS3fR7+1i3U
+Z78Y8BTY9w1K7iKK2+KurGBvWL7PnbQjUjgvehQnqsINk9pPE/D4sPzcyaGyPNP
sAd+5QS8JjaL+AvVzHIIxal7/2NkP/s41591J+A34sngJiPQcWOogwlwK27NC3VvHF
gPMzpSk8dEYyAhC2hFOSN5NhnOp2mydgmtmbrkF/SOW7GmIEcQ21FbmIaP6UWNsa/
ud7tfkW4UhGQX7JI5hqVx5NonmKIaDl/1DKWIp5kfRhalIxJgeuTolarKp209GyJZ
L/4L1bZz7yY6A8B4wip6LNzQId/QGSxXh/sk2b31IfAIAtYYzUpBUIBLb1gSvOMm
KeCwQ1Z00BxEdOcLjcbDauHVIJtiIfjadqyKHE9j241dKmvY8dYT870ZmZawkMIv
jkznRiher2qx1+SGhCoKM5WZVNg80sLO6LfUNNtNCY9I20mHer YD3Rft731Rs3tu
gn+NNp5SxksLg4Sx1240NRudLWOHWjQOWEZSqZJi17KDq6/+eaE3CCKQhoF7de4Rm
OFTnyzjARURKVHWNFz9bmA5DepOsOAVUXrIrwQoLVHmbWAEZO94bErPE+1ujOHKT
kKAmVMUWaoLt31lvoOW/FWSynh9N5ZW+T7HhFeudKeMwudxt3u@HTEtyr33ealbAW/
roXjjroolTwi7UiiwIlh3t9aZHHOG34yAdcWYomr90xNcf7wz8Fc5VMm5gXgx0faz
43kgkyY/eD6d/xUqIHzD8WTKEKKFXVII/rMx1nA6yNUuOFOox1nnAsyPsI427VIP2V
/Bav4IEOOAYOfPQwuXUnmlfIvV41tu3iK4nH2HCFjazbgKniUA3Q/AFZmAHQpgbZ
gCWZuzd1UPnNMK9LTaQbznvgQROTEgEflabftIA7znyTUOATK9FMG3pZPuW3vpzQo
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VAIhkQMLPmz+4htGoi/pa9RHUmgIP1SMwpIiGWe8sQgkKUBhq82MxAoEjC5R1R17
Ppn9bIMBdjo4VswIts5KkPbdkayLQYc1lsTE8uvICOy8/fgkX+0x1JyWIWvVSwSUM
sbU77thNRhp3ROjuXATZWWRN3scdTr7DxQ39+Xn+IpleY5ah6cW1LHAPXNKJIzWHw
6Y701xpHp/EpqApDA3NX4i5NbwOwQ7g05zj4/069agEHOcUSTIBTIej /bf98RAIM /Wj8DIX2YiulvZ/q/8wnvsSuliZToVXLy7XS
0AzumH4GxvnoW9q03qjBuaQB1lh6kMjalPzr5MFY /V/awl4cQoMDLZULkrZAwQvr
XTTxpVOxkWp+LTAs6oeXvr+qQB7jynuifyCsNTuC/BSu7p6an9GpmSlcvkrWYFBO
lrt++pzb3ETiYHbjfqSs4MsfE6R4015zfqrtRT4ME9 LhewY956rRbviz9bS4GCqmm
wy LPfGBWiIbAnZop6zdWM6qUIOY11SIJIPP/kOWl+vMPOCQw4poXa3dYJ6yyMwwoFc
bpoFBzneIOsrdSWBgSEwwR7Xb1lAFh3rwLEfTXKIXUNMG+juizVPoB7+UMaaScuOg
pt2pn4FX2feb4yvEmTPMTSOgWitfpK8ru52xVecHI2nLM37uzFZdKEXxcCTKNcxVvB
riQlay@axICv4x1GToUJPW3ScQ8Rab0Qn6Z6D4NIr3zpEiRh0gg95CmT22kadNiS
z1JoAcorVsGKDcyq8zgxsmrAw9Pet6jFGikEQsCINOd1Ult6hZCKaib5knzaSphA
kCb+FDzV1K5L4Rnxjs2u8GkbcSX12DhS+b@YDMBfvmnCNHWIOkXyBN9bvkQ+gN606
s6WxU/i1ZngIDCUUGOC+4RLXb22toH50TF4jzb7IHM4ImzBp6/IRHgLgmYICVNn14N
KJ71p/56hm5j9vBcYOflhGkcnevTRUPjUpNb8/oZnwvfYjw5Ga2maCw5I1cSgAd/
w/MGkXefGbURe4/V74tQ99nyDDXcp2owaS7R+B8cN+SBuSDq7pIfnisZY7qtsObs
8wJtf4TpmcujHNDAKS4DjdrPxIS2YNiwozPt4kymHO96QhTnv81QVWIiPIbjoPK1l
sH+1L5MeP5RjXhS5N1eGKHGIgBMK/BzKGXctiVdr+mhGA9aqei/A7yKuai7wBDz]j
dCNZvKZ6nfocZadAPcqw09+69E/Zpl10dWKqrsztdIVOT+4AQDDbz2QvkB7tXjzVc
Z31NoiycYNAHmb1IAuOsxwCkwG6LtHYFbXJIPTolrQxaLliKRciBLOZMGSyBQU3jb
OVbH1Bh+uxdvR3sOXANKUMZGm+mGq2i28tWQWI3FLYbSIPU6pSTGXAEUUQ7KkTI16
G22K7ZVYuNCzp/NgYQaBWOzPTtoPZc4+tLnOAGKgOK4z0a8+CyhWTY5N+DxThTq2
9PIOgtSYueaGIwpTzy3PiINZghYnYspGGwVw8P1DTFg+VW]j7S2yWxzWDi LksVMPx
btzqxjSp9I02TtmKOad6czW5IMoTiVIG7i05EXeEK80Z2Py4bCuK13G/mMdsvxYA
Nvr0QJikCZuPpDeqQfnkenowrHZJjYvDcBRgh40mQ2sCGsiIASVbv5GuOLy54FCo
FOJIcehNrTk7fY2n8BKUwBz3Me4MDC1iHME4CAQAWEAYHK0ZIZzjOCAQYFK4EEACIE
NzA1AgEBBDBj1+4vt4XRTfVOIYOXHOORKdiCJutnDYu/UdR3009dCDcbeGQO8qoC
ZL/axyioXM4=

Falcon512-ECDSA-P256-SHA256 (2.16.840.1.114027.80.5.1.8)

Use the following CSR and keys to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm with the

2.16.840.1.114027.80.5.1.8 object identifier (OID).

« Sample CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
« Sample public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
« Sample private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
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Sample CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following CSR to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256¢sr.pem

MITHYDCCBES8CAQAWQDELMAKGA1UEBhMCQOEXEDAOBgNVBAsSTBOVudHI1c3QxHzAd
BgNVBAMTFkZhbGNvbjUxMkVDUDI1INkVUZFVzZXIwggQGMAOGC2CGSAGG+mtQBQEI
A4ID8wAwggPuMIIDjzAHBgUrzg8DBgOCA4IACR+0y3XcE8VvVOOMVCcWUNPUnXNIfk
DaJc4FKSKZJISfZuzZQIHgjJly/cjdThCwAGqixpTKcjb/Gbg+xX00SJIYEs+mmomFCk
ihV+AU2ZHCIDdDb3iuXrihbZIKt0D36fJIgwmcmREMX19sBTHICY LpFnuhflkYmG1l
1dxxfQp2QQmoZWY011lnFIDMoIM7TKMSDETNAOIM] fTiPJIKrof4GWOlgmBuFa/ghRp
d5SeEZVEEIUvZzLGcQhm3ser11R62EV1q42MWERdEE /8WkdtxmyMcLjOfEWrkWFz1
BPG61WIAGO2HVWieF7kSgHqYpHpZihe4IoCDDiEwOSGhRC3Tdi1VLOUOZEQZGbEgg
bMvhUm8y1lmaz1lVfYdFITHo0921Y2AvVLELp4mYtT5m+MglHUsVaPujlcsqihE9xgc
goqyFVKa/qsECgtEJlagjdH60MgxDbGRGoHp8gUgDctc2fhnej9mRguwb8rUwygP
/FFSROpDQNhoOPGqFOi+YOD2eZ1lWnmZ0inCZTtsafDx129Xytya4KIoI8W2+peCs
UUFPrpsxfcGRmBzv9AkcLpC6IUKh1OCRY fVx/mRRq1Sd2bKf90oV9+0rCSGAQNiSx
30fTT2T++CzAFbJGi3UwCDOjjj/hpcqIMW4AKGFILQYLiytpUFDFTGFST1JI3Nht1it
msTg2UZIz7uoKThfPboJeOPxPpxsEfSSOLhYrLCVTDZ1lazZb55gmbBTOVggmblieW
QF06aRg+/FKk4gqaTkVQdm3nexq+wKkkcONQWQFTngpmvIh50a5tmYYb+0XKoxEor
CONTXW/mLlFOv+XsQjxOxBCEGTuWjuMPLHA+LARYUQwwOikdhYVE7g9ErRhugIluZz
kIjvIwTEmg3gbocyrORvPevnBs5SCdbI6ixftRC2eYIrasFhOeVjzZMfsvb389Wfp
yJglhcOVUrWTuN73qKgqOdGiNX5mbBGAvV+dV2xsu9Jjo70LbInHduuFDtglF71Kf
oI+c1kBS+I3NAMY9Cgtro5+0sjEYhj5QLcdFa9/WGB4AsqWABWSKT4vDiMpCIRUA
MCqOcB5kRHUdsrw5ZHpQ70oMZ1Lj1txptoTH54dqlSYoOyBVr5ZmfwXg7 /WSyRu03
qsVKBCrmQcS7Ljd+51IDNAx+auSd6UrpdwWBh5/mOzpiiiAfBk5p/TyQrqa3wsSkYO
KBAQGZijhX5YYp2CMFkwEwYHKoZIZzjOCAQYIKoZIzjODAQcDQgAEYNwAORGEK6Gt]
jl+p7s1QpbURHLrTy/qyL8t1NI4Mnel/eNcsx6KubIdg8iUMxG1lIglIquLz1DhYF
hSzYNF/RQTAkBgtghkgBhvprUAUBCDAVMAcGBSvODWMGMAoGCCqGSM49BAMCA4IC
4wAwggleA4ICjwA5LbvHdWEUnLaNEpdgN3userBF/B8vW3EJwO/LmKZa31leUe8gm
1Tf3x7B44jGygytTNYXxpycEplGHLNHNZGSdj72HK1Px8LKRP5n2/1lnZfx6q68D0d
vJIQzrgGYdHs15YBD7HOqAmM++TdU77ivj985vvIkzQcPIuYtdNwDCffDocW3SL1iS3
563Tp8oTpFQxHN6ydxjKkjitLdjJelgHPgzWyKotIyI9fcGs4L19epKPhKZrpUtc
myTUENV7mWd1fh1+LnGr5GbTh1b5TcF1ls1h23b9V5/iZ/ZnGI4hulYENpEprg26V
64dv+t0oFxo0mlx+2W9+uwWtu+k5Byk lbKeuPpMu8u4WLcKHiJ4yCKOMRysri3mD
UgYZBbcfFuOMYx7rgimzI3AuBRd1IfoQhW+R9iFWG82xuF/oWlZHOUDJcd1l6cWyU
tA4g6cycTlVIyPcbkzyiiKUopUgycOlpTLFtyKwmUyZJsjKkOs1UvNUgd+kbXW13J
86WXAHF4Zr4GgxhXUcyXFTupbKIGKHWIWIN18tVpI7Rp5MOCROLjy/Y77GRBoDw9
4zEwiOhV4yj /TTvsQSTDwKeR7u7wyKiNGcux9a29u0®Im1X02dWjNenikKBQsvoll
1t8wN6UNaP7XLGrzjWLEtGp2tbvRIMdf/pQsGeXjOYcbq8HHTROGQYypKp8eeYlh
FBIFO47XxR39JGUNNLTGijKvYTaHZgMRcVRZ7rTXExP2mYNHph8pLIFqQh84WZ5755
+5CpNzPt1fUli1AgZXXJo2ag05z03bQIPUs+S+dfeW51w2DjesOrCbgaD4POfeUS
DDmzLhAtumFmzHMsVVObFwWKDUJPNpLbIKDjRmukMIq9fX5jzIpKpjEIDSQAWRgEIh
ANE+6MCakSwof5ZQaqj INWO2NFk2 /KOMmL /hxkkQSP1XAi1EAsdhGTQROvlabwoN5
w4+vPch4GMTuLRMeULMCx1Vo1lm8=
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Sample public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following public key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256pub.pem

MIIEBjANBgtghkgBhvprUAUBCAOCA/MAMIID7§CCA48wBwWYFK84PAWYDggOCAAKF
qMt13BPFb6DjFXF1DT7p1lzSH5A2iX0BSkimSUn2bmUCR4Iycv3I3U4QsABgosaly
nI2/xm4PsVzqEiWBLPppqJhQpIoVfgFNmRwiA3Q294r1640W2SCrdA9+nyYMInJk
RIL9fbAZRYyAspaRZ70X9ZGIhpZXccXOKAKEIqGVmMDtZZxSQzKCTOyjEgXE5wDiDI
304jySq6H+BltJapgbhWv4IUaXeUnhGbxBCFL8yxnEIZt7Hq9ZUethFZauNjFhEX
RBP/FpHbcZsjHC49HxFq5Fhc5QTxutViABjth1lVonhe5EoB6mMKREWYoXuCKAgw4h
MNEhoUQt@3Y1S/VDmREGRmxIIGzL4VIvMpZms9VX2HRSIR6DvdpWNgLyxC6eImLU
+ZVvjKpR1LFWj709XLKoORPCYHIKKshVSmv6rBAoLRCAWoI3R+tDIMQ2xkRqB6fIF
TA3LXNn4Z30/ZkYLsG/K1MMoD/xRbETqQ0J4aDjxghTovmNA9nNmZVp5mTopwmU7b
Gnw8ddvV8rcmuCiKCPFtvgXgrFFBT66bMX3BkZgc7/QJIHCEQuUiVCoZdAkWH1cf5k
UatUndmyn/aFfftKwkhgEJ4ksd6HO09k/vgswBWYyRot1MAgzo44 /4aXKiTFuJBhS
S6mC4sraVBQxUxhUk9SdzYbYrZrE4N1GSM+7qCk4Xz26CX]jj8T6cbBHOK] 14WKyw
TUw2ZWmW+eapmwU9FYKpmOYn1lkBTumkYPvxSpOKmk5FUHZt53savsCpJHNDUFKBU
56qZryIeaGubZmGG/tFyqMRKK3DjU11v5pRdL/17EI8TsQQhBk7 107Dy xwPiwEW
FEMMDopHYWLXx04PRKOYboCIbmZCI7ycExJoN4G6HMqzkbz3r5wbOUgnWyOosX7UQ
tnmCa2rBYdH1Y2TH7L29/PVn6ciYJYXD1LVK1k7jeyaioKjnRojV+ZmwRgL/nVdsb
LvSY60z1i2yZx3brhQ7YJRe5Sn6CPnJIZAUViNzQImPQoLazufqLIXGIY+UC3HRWvT
lhgeALKlgPFvJIIulLw4jKQiEbgDAqjnAeZER1IHbK8OWR6UO6DGAS49bcabaEx+eHa
pUmKDsgVa+WZn8F40/1kskbtN6rFSgQq5kHEUYy43fuZSQzQMfmrknelK6XVgYef5
js6YoogHwZ0afO8kK6mt1lkpGDigQEBmMYo4V+WGKdgjBZMBMGBYqGSM49AgEGCCQG
SM49AWEHAQIABGI8AKEahCurY45fqe7NUKW1ERY608v6si/LATSODI3pf3jXLMed
rmyHYPITDMRtSINSKri89Q4WBYUs2DRfOUE=

Sample private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm
Use the following private key to test the id-Falcon512-ECDSA-P256-SHA256 explicit composite algorithm.

fal512ec256priv.pem
 /+AABF+TAC
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 /i X7TKvTpHSHE/BYX9WE] 1yvfevkA
3sfqJIwYPNivt//HoCN768vwTIg32Gvza6igA7AMG6x81+DEvZMMN3wzYOuHwWIt/p
AysVT7hgD8y4THCsGOwol9PjzA1jZLPUINPPaMhwe6hL9/wUJI3QH/APNOBSWE3P35
2ROHBW7r //DwAx4DAWOEGB3kyNki6PTv6CMg7+PfOwfR++UJH6]LAddwTxW+g4xVx
ZQ0+6dcOh+QNolzgUpIpklI9m51AkeCMNLOYNIOELAAaqLGIMpyNv8ZuD7Fc6hIl
gSz6aaiYUKSKFX4BTZkcIgNONveK5euKFtkgq3QPfp8mDCZyZESZfX2wGUcgLKwk
We6F /WRiYaWV3HF9CnZBCah1lZg7WWcUkMygkzsoxIMROcA4gyN90I8kquh/gZbSWEntrust PKlaas$ - Customer Guide 394
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19 Obtaining support

See below for getting support on your purchased products.

« Contacting Entrust Certificate Services support
« Obtaining TrustedCare resources

@ To contact the Entrust sales department, fill in the form at https://www.entrust.com/contact/sales

Contacting Entrust Certificate Services support

To contact Entrust Certificate Services support, email ECS.Support@Entrust.com or call the following phone
numbers.

« North America: 1-866-267-9297

+ Outside North America: 1-613-270-2680

+ Toll-free support numbers for Silver & Gold customers outside of North America: https://www.entrust.com/
knowledgebase/ssl/contact-silver-gold-support-numbers

As explained in the following document, the availability of the support team depends on your service plan: Silver vs.
Platinum.

https://www.entrust.com/-/media/documentation/licensingandagreements/entrust-certificate-solutions-hosted-
support-schedule-lg.pdf

Obtaining TrustedCare resources

Entrust provides a comprehensive service and support program through the https://trustedcare.entrust.com online
portal. This portal allows you to:

« Download software product updates for components you run on your premises or in your cloud.
« Browse product documentation, frequently asked questions, or technical bulletins.

« Open support cases.

« Check on the status of existing cases.
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